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STRATEGIC PRIORITIES ASSURANCE BOARD
MINUTES
DATE OF MEETING

7 OCTOBER 2019

TIME OF MEETING

1PM

LOCATION

CONFERENCE ROOM 3, FORCE HQ, RIPLEY, DERBYSHIRE.

In attendance:
Office of the Police and Crime Commissioner: PCC Dhindsa, Mr D Peet, Mr K Gillott, Miss D Brown, Ms D Rimell
Constabulary: CC Goodman, T/ACC Mehmet, ACC Gibson, Staff Officer to CC - J Tanner, Mr S Allsop
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Agenda
No.

Item

Decision (including
Dec No.)/ Action

Ask the SPA
A number of questions had been submitted prior to the meeting. A note of the full questions and the responses can be found at:
INSERT LINK
1.

APOLOGIES
Andrew Dale
DCC Rachel Swann

2.

DECLARATIONS OF INTEREST
No declarations of interest were received.

3.

ANNOUNCEMENTS FROM THE COMMISSIONER
The Commissioner wished to formally place on record his thanks to all those involved in the
Whaley Bridge incident said it was a shining example of teamwork across all emergency services
and the wider community and endorsed the leadership of DCC Rachel Swann in terms of how she
led the emergency services, military personnel and others. The Commissioner had attended a
service of thanks recently where unanimous support and thanks were expressed to all concerned.
Grants – applications were invited for submissions for both large and small grants. Further
information is available on the website with a deadline of 1 November for submissions.
Knife Angel – the artwork constructed using knives surrendered during police campaigns is
currently on display at Derby Cathedral until the end of October. It is hoped it will be a catalyst for
conversations to tackle the issue, raise awareness and hopefully continue to tackle violence and
aggression.
2
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Uplift – further details regarding this were not yet available. It was anticipated that funding would
be received for between 280-300 officers locally as our share. The Commissioner confirmed he
had written to the Prime Minister for confirmation of funding and timescales.
SARC – it was confirmed that the new SARC Centre, funded by the PCC, had now opened,
providing medical facilities and support for victims of sexual abuse. PCC Dhindsa expressed
thanks to Richard Brunt and his team in Estates for completing this in time and to SV2, who are
the main provider of services for the facility.
County Lines – a high level strategic group had been formed to engage with various partners to
encourage them to play their part in dealing with the issue.
Derby Bondholder event – PCC Dhindsa extended thanks to all who attended the event focussed
on Modern Day Slavery.
City Independent Domestic Violence Advocates – it was reported that the contract had now been
mobilised.
Council tax uplift – all of the officers funded via the uplift have now been recruited.
PCC Dhindsa expressed thanks to all the staff in his team who have worked so hard to turn ideas
and commitments into reality.
4.

ANNOUNCEMENTS FROM THE CHIEF CONSTABLE
The Chief Constable also commended the leadership demonstrated by DCC Rachel Swann
during the Whaley Bridge incident.
SARC – The Chief Constable also extended thanks to Richard Brunt and his estates team
following his visit to the state of the art facility.
The Chief Constable announced the appointment of Hayley Barnett as the new North Divisional
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Commander. Hayley was previously based in EMSOU.
5A

MINUTES - JULY 2019 MEETING
The minutes were noted.

5B

MINUTES – JARAC MAY AND JULY 2019
The minutes were noted.

6.

REVIEW OF ACTIONS
The only outstanding item was item 3 from 15 July 2019 and it was reported that the Constabulary
is still working closely with Derbyshire Healthcare Foundation Trust to ensure that the vacancies
are filled to work within the established model.

7.

FORWARD PLAN
Noted

8A

STRATEGIC PRIORITY 5 REPORT – Working with young people including those who have
been either victims of crime or offenders, to understand their needs or prevent them from
becoming involved in criminal activities
David Peet, OPCC Chief Executive and Insp. P Hundle gave a presentation on the Strategic
Priority.
It was confirmed that the Police and Crime Commissioner is working with the County Council
regarding the 1625 Outreach.

4

AGENDA ITEM 5A
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2019

It was noted that a total of £25m had been announced by the Government for Safer Streets. It
was also noted that the gaps in funding come from the County stopping Youth Services, the
Home Office are trying to cover this, but it is not sustainable.
It was noted that two thirds of all recorded knife crimes take place on South Division, mainly in
Derby City. The increase in recorded knife crime is likely to at least in part be due to the Force
getting more adept at recognising and recording these crimes.
As part of Project Zao, school children receive an interactive presentation outlining key messages
regarding knife crime and the consequences of such.
Drop the Knife – this is a 6 week targetted intervention working with young people who have been
caught in possession of a knife or who are possibly at risk of carrying a knife.
Child Sexual Exploitation Investigation has developed to allow closer working with the risk and
referral unit.
The engagement and event coordinator has, since January 2019, engaged with over 3,000 young
people and a further 278 children and young people who were either involved in criminal activity
or displaying challenging behaviour in schools.
The Constabulary’s Partnership & Engagement Team are looking at resources to standardise
SNT input into schools.
The force is also looking at a strategy around prevention activities with a view to ceasing activities
which are not effective. They are recruiting a civilian co-ordinator to oversee a diversionary
strategy to enable a more structured approach.
DPCC Gillott emphasised that it was critical that reassurance is provided that action is being
taken. He added that, historically the police force has been a partner but the main responsible
agency is the County Council who have changed their stance. This has created a risk due to
5
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gaps in funding and there is a danger that police officers are becoming youth workers.
The Chief Constable confirmed that he is aware of the change in practice by the County Council
and reduction of early intervention, which it is feared will lead to an increase in ASB and CSE.
The police do have a role regarding prevention but this is primarily a partnership responsibility.
The role of the police therefore, needs to be clarified.

The CC and PCC to
consider the outcome
of the County Lines
Event.

It was noted that all County Lines investigations are now monitored by the Force organised Crime
management unit to assess risk and prioritise investigations, as detailed at para 1.10 (Agenda
Item 8A, App B). The Chief Constable agreed to present a report to a future meeting of the SPA
Board on County Lines.

The force to outline
the risk from the
reduction in resources
available to partner
organisations, in
particular the
reduction of early
intervention resources
and cuts in youth
services.

The PCC highlighted reduction in resources available to partner organisations and the need to
clarify what is required from other organisations and outline the impact of reductions of their input
and risk to the force.
T/ACC Mehmet confirmed that the force have a new lead for children and young people who will
look at best practice across the UK to improve awareness of the needs of Young people.
PCC suggested that the force could connect up with the 1625 outreach programme which
focusses on drugs and alcohol misuse in young people aged 16-25. This project can identify, in
particular, the hotspot areas where these behaviours are identified 1625 can go in and work with
young people.

RESOLVED:
Direct assurance was gained that this area of business is being managed efficiently and
effectively.
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9A

CUSTODY VISITING UPDATE
The pilot has now ended and has been considered a success. This new method of visiting allows
a much more holistic view of police custody, and looking at the reports together, the custody
record reviews and the custody observations, shows that within the custody suites the staff are
caring and compassionate, however there is still work to be conducted on improving recording on
the custody record. This links to the previous recommendations from the HMICFRS report in
2018.
Praise was given to the pilot from the force and PCC. The pilot has inspired a national pilot, 5
other schemes across the country have gone live with their custody record reviews in the last
month and hope to start custody observations in the beginning of next year. The Home Office
have recognised this innovative new scheme and thanked scheme managers for their work
developing this.
The force acknowledged that resourcing in custody is an issue as sometimes suites are understaffed, but with the ongoing financial pressures facing the force, this is possibly not the highest
priority at the moment.
PCC commented that there are issues surrounding the custody suites being busy and under
staffed and actions not being recorded although they have been carried out. The monitoring
being undertaken is very helpful.
T/CC Mehmet explained that the use of mobile terminals was being explored as part of the
custody action plan. Currently none work with Derbyshire’s custody system. The PCC asked for
this to prioritised.

To prioritise the use of
mobile terminals
within Custody

Chief Constable suggested that other methods could be utilised and could consider using sound
recordings at the Sergeant’s desk within the custody suite.
The Commissioner queried why immigration officers take so long to serve IS91 and then the DP
stay in custody for lengthy periods of time. T/ACC Mehmet explained that currently the DP
remains in custody until they are collected by immigration staff. The Chief Constable confirmed
7
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that he will look into the process. The Commissioner invited ideas so he can challenge the
Government to ensure that people are held in appropriate facilities and requested live examples
of the frequency and length of time these DPs are held in Custody.

write to the
Government about
this issue.

David Peet – confirmed that there will be a recruitment event for volunteer custody visitors on 24
October taking place at HQ.
The Chief Constable and Police and Crime Commissioner extended thanks to Emily Wakeland
and Liz Kelly for their work.
RESOLVED:
The update was noted
9B

POLICE AND CRIME COMMISSIONING COMMUNITY ACTION SMALL GRANT AWARDS –
ROUND 9
The award of seven small grants were approved

10A

NONE

11A

REVISED CAPITAL PROGRAMME
Simon Allsop presented the revised capital programme for 2019/20 and 2022/23 and the latest
capital funding position was noted.
The Commissioner requested a revised budget in November for review.
RESOLVED:
The changes to the 2019/20 and 2022/23 capital programme were approved.
The latest capital funding position was noted.
8
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11B

FINANCE BRIEFING
Mr Allsop presented the report and it was noted that an error had been noted in the report – the
return on investments should be 0.6%.
RESOLVED:
The current financial position of Derbyshire Police as set out in the Finance Briefing Document, in
particular, a projected overspend of £1.6m to the end of the year and the £1.1m original
contribution from reserves to balance the budget;
The movement between budgets on capital and revenue highlighted in the report was approved;
and
The proposal to develop a revised budget for 2020/21 to reflect these was approved.

12A

LISTENING TO YOU UPDATE – 2018/19 RESULTS
David Peet presented an update on the responses received to the Commissioner’s Listening to
You Programme 2018/2019. The programme is a rolling consultation process in the form of a
survey. There were 4,897 surveys completed either during engagement events or via the PCC
website. The findings from this survey will be shared with the force and other partners to inform
services and residents in Derbyshire.
The Chief Constable highlighted the summary in which it was noted that more than 80% of
respondents thought that Derbyshire Constabulary were doing an excellent, good or fair job.
RESOLVED:
The update was noted.

12B

OPCC ANNUAL REPORT
It was reported that the Annual Report of the Police and Crime Commissioner was discussed at
9
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the Police and Crime Panel on 12 September and was unanimously accepted. This will be
available on line with hard copies available on request.
RESOLVED:
The annual report will be published via the PCCs website
12C

STRATEGIC POLICING REQUIREMENT (SPR)
The Chief Constable confirmed that at the recent meeting of the National Policing Board with the
Policing Minister, it was indicated that he is seeking a broader and more strengthened Strategic
Policing Requirement including issues that affect local communities such as County Lines and
Burglary, which may cut across some of the PCC’s responsibilities. The PCC needs to look at
how this fits in with local policing.
RESOLVED:
Direct assurance was gained that this area of business is being managed efficiently and
effectively

12D

HMICFRS DATA INTEGRITY UPDATE
T/ACC Mehmet explained that work had been undertaken around improving crime recording and
this continues to be well embedded within the performance framework. Training has been
delivered to staff who are expected to record crime including PCSOs and responses officers and
a training plan for all new recruits is in place. There has been a significant increase in crime
recording and regular audits are undertaken to see where improvements need to be made.
Chief Constable confirmed that the report was presented at the National Policing Board last week
where it was confirmed that an estimated 2600 staff are dedicated to crime recording in England
and Wales. The collection of diversity information is a national problem and solutions for this are
10
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currently being explored. The Chief Constable confirmed that a change request for Niche has
been submitted. David Peet suggested that all PCCs and forces who use Niche should write
collectively to support this change request. T/ACC Mehmet to provide PCC with relevant contact
details and PCC to draft a letter inviting all PCCs to support this change.

RESOLVED:
The update was noted.
12E

JARAC ANNUAL REPORT
The report was presented for information and had been agreed by JARAC and will be published
on the website. All agreed and Chief Constable commented on the very positive relationship
between the constabulary, OPCC and audit. He wished to extend thanks to all members of
JARAC for this work.
RESOLVED:
Contents of the report noted.

13A

DECISIONS TAKEN BUT NOT YET REPORTED TO THE STRATEGIC PRIORITIES
ASSURANCE BOARD
Insert website links which will take through to information.
ANY OTHER BUSINESS AND/OR CLOSING REMARKS
None
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Meeting closed at 15:20
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REVIEW OF ACTIONS
Decision
No.

Agenda
Item

Report Title and Action Required

Responsible
Officer

SPA BOARD 15 JULY 2019
SP4 Report
The Commissioner also asked to be sent a copy of the
JET evaluation when available.

Progress

Constabulary

SPA BOARD 7 OCTOBER 2019
SP5 Report
The CC and PCC to consider the outcome of the
County Lines Event.

CC/PCC

The force to outline the risk from the reduction in
resources available to partner organisations, in
particular the reduction of early intervention resources
and cuts in youth services.

Constabulary

ICV UPDATE
To prioritise the use of mobile terminals within Custody
Provide appropriate information on Immigration to enable
the Commissioner to write to the Government about this
issue.

Added to one to one meeting 25
November 2019.

Constabulary
Constabulary/PCC

REVISED CAPITAL PROGRAMME
To present a revised budget for the meeting of the SPA in
November.

-1-

Mr Dale/ Mr Allsop

On the agenda.
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HMICFRS DATA INTEGRITY UDPATE
T/ACC Mehmet to provide PCC with relevant contact details
and PCC to draft a letter inviting all PCCs and forces using
Niche to support this change.

-2-

Chief Constable/
Police and Crime
Commissioner
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STRATEGIC PRIORITIES ASSURANCE BOARD Forward Plan
STRATEGIC PRIORITY 6
Working with Constabulary to develop the policing family to be more
representative of the diverse communities it serves
25 November
2019

STRATEGIC PRIORITY 7

Performance Report
Public Sector Equality
JARAC Minutes (October)
PSD Update
Estates Strategy
20k Uplift

Working with the Constabulary and partners to maximise the opportunities from
developments in technology
STRATEGIC PRIORITY 1
27 January
2020

Keeping the most vulnerable safe from crime and harm and supporting victims
of crime.

STRATEGIC PRIORITY 2
18 March 2020

1

Working to tackle the emerging threats of cyber and cyber-enabled crime on
individuals, businesses and communities

D383 Final Round up Report
Large Grant Awards
Distribution of Police Property Act Fund
CJ Update
HMICFRS Inspection – PEEL
Update on the ICV Scheme
Update on the Dog Welfare Scheme
OPCC engagement and Consultation

AGENDA ITEM

8A
STRATEGIC PRIORITIES
ASSURANCE BOARD
STRATEGIC PRIORITY 6: WORKING WITH THE
CONSTABULARY TO DEVELOP THE POLICING FAMILY
TO BE MORE REPRESENTATIVE OF THE DIVERSE
COMMUNITIES IT SERVES

REPORT
TITLE

REPORT BY CHIEF EXECUTIVE
25TH NOVEMBER 2019

DATE

PURPOSE OF THE REPORT
To provide assurance to the Police & Crime Commissioner on progress made by the
Office of the Police & Crime Commissioner for Derbyshire, Derbyshire Constabulary &
partners are making towards the Police & Crime Plan Priority 6.
ATTACHMENTS
A.

Office of the PCC Report

B.

Derbyshire Constabulary Report

RECOMMENDATIONS
To determine if the PCC can gain direct assurance that this area of business is being
managed efficiently and effectively
CONTACT FOR ENQUIRIES
Name:

David Peet

Tel:

0300 122 6000

Email

pccoffice@derbyshire.pnn.police.uk
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1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1

Strategic Priority: Working with the constabulary to develop the policing family to
be more representative of the diverse communities it serves.

1.2

This report summarises the work of the Derbyshire Office of the Police & Crime
Commissioner (OPCC) and Derbyshire Constabulary (the Force) are making
towards delivering against this strategic priority.

1.3

The two reports of each of these stakeholders can be found as two attachments
at the end of this summary document, and should be read in conjunction with this
cover report.

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1

A collaboration with Job Centre Plus (JCP) has been established to allow for the
positive action team to work with potential staff/officer candidates to prepare
them for potential opportunities within Force.

2.2

Work has been undertaken under the Gender Agenda to support female
members of staff/officers. This includes development sessions with
constables/sergeants, and their staff equivalents, to build confidence and skills.

2.3

Proactive work has been undertaken as part of Positive Action to engage with
Black, Asian and Minority Ethnic (BAME) community groups such as places of
worship and community centres. In addition a partnership has been developed
with schools in Derby City with over 50% BAME students.

2.4

Ongoing, proactive support is being delivered to any BAME candidates applying
for roles within the Force though a designated mentor.

2.5

The PCC has established a BAME Network to engage with community to identify
any potential barriers to members of those communities from applying to join the
Force (in whatever capacity)

3.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ACTIVELY ENCOURAGE AND SUPPORT THOSE FROM UNDERREPRESENTED GROUPS TO SEE DERBYSHIRE CONSTABULARY AS AN
EMPLOYER OF CHOICE
2
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3.1

The Force have reported significant demographic data of the organisation.

3.2

The data does come with a caveat as much of the data relies on self-definition
and is therefore not representative of 100% of the organisation.

4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH COMMUNITIES TO
UNDERSTAND THE BARRIERS TO PEOPLE JOINING DERBYSHIRE
CONSTABULARY AND TRY, WHEREVER POSSIBLE, TO REMOVE SUCH
BARRIERS

4.1

The principal way this has been delivered is through the PCC’s BAME network.

4.2

The group developed from a Community Action Grant granted by the PCC to
Diversity Watch.

4.3

The network meets quarterly and is attended by representatives from the Roma,
Eastern European and Caribbean communities.

4.4

The Force’s Independent Advisory Group (IAG) continues to support the Force’s
work and have been involved in the development of the Force’s attraction and
recruitment materials.

4.5

Work has been commissioned through the East Midlands Police Academic
Collaboration (EMPAC) to identify barriers preventing 11 to 18 years olds to
considering a career in policing.

5.

SUB-OBJECTIVE 3: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO ENSURE THAT, WHERE POSSIBLE, THE DIVERSE COMMUNITIES THE
FORCE SERVES ARE REPRESENTED THROUGHOUT THE WORKFORCE
AND ACROSS THE RANK STRUCTURE

5.1

Demographic data on the rank structure is presented in the Force’s report.
(Appendix B)

6.

SUB-OBJECTIVE 4: THE PCC WILL SEEK TO INFLUENCE THE NATIONAL
DEBATE AROUND ISSUES OF DIVERSITY WITHIN MODERN POLICING

6.1

The PCC remains the Deputy Lead for Equality, Diversity and Human rights for
the Association of Police & Crime Commissioners.

6.2

The Force have signed up for the national voluntary Positive Action Practitioners
3
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Alliance to share best practice. This work is supported by the College of Policing.
7.

SUB-OBJECTIVE 5: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO CONTINUE TO DEVELOP THE VOLUNTEERING OPPORTUNITIES
AFFORDED BY THE FORCE, BOTH AS SPECIAL CONSTABLES AND
POLICE SERVICE VOLUNTEERS, AND ENCOURAGE PEOPLE FROM ALL
BACKGROUNDS TO VOLUNTEER WITH DERBYSHIRE CONSTABULARY

7.1

The most prevalent emerging risk at present is in relation to the Force’s ability to
recruit, train and maintain volunteers, especially Special Constables (SC) against
the back drop of the 20,000 uplift programme.

8.

RISKS AND THREATS

8.1

The following risks have been identified by the Force:
•

Recruiting specials and volunteers against the backdrop of e national
20,000 officer uplift

•

Issues with self-defined demographic data and its accuracy when looking
at workforce demographics

•

Ensuring diversity within the 20,000 uplift and support for retention within
the organisation

4
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STRATEGIC PRIORITY 6: WORKING WITH THE
CONSTABULARY TO DEVELOP THE POLICING FAMILY
TO BE MORE REPRESENTATIVE OF THE DIVERSE
COMMUNITIES IT SERVES

REPORT
TITLE

REPORT BY CHIEF EXECUTIVE
DATE

25 NOVEMBER 2019

PURPOSE OF THE REPORT
To provide an overview of the work undertaken by the Office of the Police & Crime
Commissioner towards the Police & Crime Plan Objective 6: Working with the
constabulary to develop the policing family to be more representative of the diverse
communities it serves.
ATTACHMENTS
None

RECOMMENDATIONS
To determine if the PCC can gain direct assurance that this area of business is being
managed efficiently and effectively
CONTACT FOR ENQUIRIES
Name:

David Peet

Tel:

0300 122 6000

Email

pccoffice@derbyshire.pnn.police.uk
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1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1

The Police and Crime Plan for Derbyshire 2016-21 contains seven key strategic
priorities.

1.2

Objective 6 of the plan is: Working with the Constabulary to develop the policing
family to be more representative of the diverse communities it serves.

1.3

Below the headline priority there are five sub-objectives designed to support its
delivery.

1.4

The sub-objectives are:
a) The PCC will work with the chief constable to actively encourage and
support those from under-represented groups to see Derbyshire
constabulary as an employer of choice
b) The PCC will work with communities to understand the barriers to
people joining Derbyshire constabulary and try, wherever possible, to
remove such barriers
c) The PCC will challenge the chief constable to ensure that, where
possible, the diverse communities the force serves are represented
throughout the workforce and across the rank structure
d) The PCC will seek to influence the national debate around issues of
diversity within modern policing
e) The PCC will challenge the chief constable to continue to develop the
volunteering opportunities afforded by the force, both as special
constables and police service volunteers, and encourage people from
all backgrounds to volunteer with Derbyshire constabulary

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1

Establishment of a BAME Network

2.2

The PCC has continued to raise improving force diversity with the Chief
Constable on a regular basis

2
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3.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ACTIVELY ENCOURAGE AND SUPPORT THOSE FROM UNDERREPRESENTED GROUPS TO SEE DERBYSHIRE CONSTABULARY AS AN
EMPLOYER OF CHOICE

3.1

The strategic leads for Workforce Planning (HR) and Inclusion meet regularly
with the Commissioner to ensure he is kept abreast of significant developments
and discuss progress being made in delivering strategic priority 6 within his
Police and Crime Plan. In addition, the Chief Executive of the Office of the Police
and Crime Commissioner (OPCC) is a member of the Constabulary led Valuing
People, Valuing Difference (VPVD) Governance Board.

3.2

The

Commissioners

Engagement

Team

work

jointly

with

Derbyshire

Constabulary at events across the county which are largely attended by underrepresented groups to provide support, listen to concerns and promote
Derbyshire Constabulary as an employer of choice. Examples of events jointly
attended over the course of the previous 12 months are Chesterfield Pride,
Derby Pride, and Belper Pride. Caribbean Carnival and specific engagement
events aimed at under-represented groups as part of the Commissioner’s
‘Listening To You’ consultation programme.
4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH COMMUNITIES TO
UNDERSTAND THE BARRIERS TO PEOPLE JOINING DERBYSHIRE
CONSTABULARY AND TRY, WHEREVER POSSIBLE, TO REMOVE SUCH
BARRIERS

4.1

A dedicated BAME Network was set up in October 2018 to identify any potential
issues which exist within community groups which may subsequently inhibit
applicants applying for roles within Derbyshire Constabulary. The BAME network
was originally set up as a pilot following the result of a Community Action Grant
being awarded to the voluntary sector organisation Diversity Watch based in
Derby City. The pilot saw Diversity Watch bringing together members of
communities in the Derby area with a long term ambition to widen participation
across the county once the group became more established.

4.2

The BAME Network currently meets every three months and is regularly attended
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from local community representatives from Roma, Eastern European, Black
Jamaican Caribbean communities. It has been noted that the group is gradually
expanding, which is a positive step in the right direction.
4.3

Although Diversity Watch’s grant came to an end in March 2019, the
Commissioner felt the group should continue given the value of having a forum
dedicated to discussing important issues affected community groups. Different
Inputs have been given at meeting by officers within the Constabulary to discuss
the Safer Neighbourhood Team (SNT) Review, knife crime and community
cohesion. The main focus of the meetings are to discuss strategies for building
positive relationships between the communities and the Constabulary, learning
about recruitment processes and developing the Constabulary as a career option
for young people. The BAME Network is supported by the attendance of Chief
Inspector Ranjit Dol who is the lead for Inclusion within Derbyshire Constabulary.

5.

SUB-OBJECTIVE 3: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO ENSURE THAT, WHERE POSSIBLE, THE DIVERSE COMMUNITIES THE
FORCE SERVES ARE REPRESENTED THROUGHOUT THE WORKFORCE
AND ACROSS THE RANK STRUCTURE

5.1

The Commissioner and his senior team continue to play an active role in
governance and oversight arrangements through active attendance and
participation in Force Boards where the diversity of the workforce may be
discussed.

5.2

In addition, the Commissioner continues to regularly receive updates from the
force lead for Inclusion about the makeup of the Derbyshire Constabulary
workforce which includes staff, officers and volunteers.

6.

SUB-OBJECTIVE 4: THE PCC WILL SEEK TO INFLUENCE THE NATIONAL
DEBATE AROUND ISSUES OF DIVERSITY WITHIN MODERN POLICING

6.1

On behalf of the Association of Police and Crime Commissioners (APCC) the
Commissioner is the deputy lead for the Equality, Diversity and Human Rights
(EDHR) portfolio. In addition, the Commissioner is the national lead for Hate
Crime. These roles ensure the Commissioner has a prominent role in shaping
policy and ensuring that concerns which are raised locally are fed into the
4
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national debate.
6.2

The EDHR portfolio aims to both address Equality, Diversity and Human Right
issues within the police workforce, whilst also enabling the police to respond
better to relevant issues within our communities. The three principal priorities for
the Portfolio Group remain as follows:

7.

a)

Officer and Staff Diversity

b)

Stop and Search

c)

Hate crime

d)

Policing Diverse Communities

SUB-OBJECTIVE 5: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO CONTINUE TO DEVELOP THE VOLUNTEERING OPPORTUNITIES
AFFORDED BY THE FORCE, BOTH AS SPECIAL CONSTABLES AND
POLICE SERVICE VOLUNTEERS, AND ENCOURAGE PEOPLE FROM ALL
BACKGROUNDS TO VOLUNTEER WITH DERBYSHIRE CONSTABULARY

7.1

The Commissioner supports the Derbyshire Constabulary Citizens in Policing
Charter which was set up to outline the Police Support Volunteer (PSV)
framework. The charter was created following the joint desire from the Chief
Constable and Commissioner to encourage members of the community to join
Derbyshire Constabulary as volunteers in order to support police officers and
staff in delivering a high quality service.

7.2

The demographics of both Special Constables and PSV’s are monitored by the
Commissioner through regular meetings with the lead for inclusion within the
Constabulary.

7.3

The Commissioner has recently hosted a Volunteering Open Evening aimed at
attracting volunteers within his office to assist with the scrutinising of Stop and
Search records, assisting at engagement events across the county and working
within

his

Independent

Custody

Visiting

(ICV)

scheme.

A

dedicated

advertisement was placed in the Caribbean Carnival brochure for 2019 to attract
applicants from BAME communities.
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8.

SUMMARY

8.1

Having a representative workforce is a priority within the Police and Crime Plan.
It is noted that progress is being made, however, there is more work to be done
to ensure the workforce truly represents the communities it serves.

6
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REPORT BY CHIEF CONSTABLE
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PURPOSE OF THE REPORT
To provide assurance to the Police and Crime Commissioner that the Constabulary are
making progress towards the Police & Crime Plan Objective 6: Working with the
Constabulary to develop the policing family to be more representative of the diverse
communities it serves.
ATTACHMENTS
Annex A: Diversity Data Report
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1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1

Working with the Constabulary to develop the policing family to be more
representative of the diverse communities it serves is a key priority for the force
and in particular the Deputy Chief Constable who is the portfolio holder
concerned. The force focusses on this priority in a number of ways including
internally via our Valuing People Valuing Difference Board where we ensure that
Recruitment, Retention, Development and support for employees is fair to all. We
recognise that everyone is different and seek to promote the benefits of being an
inclusive and representative organisation. The Legitimacy Board ensures we
provide a fair service to the people of Derbyshire by examining actions and
performance in many outward facing areas of policing including Stop/Search,
Use of Force, Mental Health, Hate Crime Complaints etc.

1.2

S158 allows Positive Action (PA) in respect of employment. It allows action to be
taken to support those with a protected characteristic such as age, disability, race
and sex (gender) as long as it is a ‘proportionate means to achieving a legitimate
aim’. This may include training to support individuals to obtain employment.

1.3

In areas under recruitment and promotion S159 permits an employer to take into
consideration a protected characteristic when deciding who to recruit or promote,
providing individuals who fall into the particular characteristic are disadvantaged
or under-represented. This action can only be taken where candidates are ‘as
qualified as’ each other.

1.4

It is widely accepted that the make-up of our communities is very different to the
2011 census data. For the purposes of this report the key indicators are that
females represent 51% of our Derbyshire residential population and those from a
BAME background represent 6.7% of our Derbyshire residential population. With
the emergence of our new communities especially from Eastern Europe and also
East Africa it is anticipated that the 6.7% BAME representation figure would now
sit closer to 7 – 8%, however at present there is no evidential data to support
this. The Derby City Council has commissioned a piece of work to pull together
various data sets in order to provide a more accurate demographic data set of
our communities. It is anticipated that this data will be shared early next year.

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1

The following has been achieved since the previous report.

2.2

A new mentoring circles programme has been commissioned and established
with Job Centre Plus (JCP). This is in currently in its early stages. A member of
the positive action team has been working with potential candidates in preparing
them for employment and looking to match them with opportunities in the Force.

2.3

Development for female officers and staff. On 19 July 2019 the Gender Agenda
staff network held a development day for female employees ‘Empower Her’. The
day was run by role models, senior and successful women in policing and
focussed on retention and progression. Specific development tools have been
formed such as shadowing and mentoring.

2.4

A series of four development day workshops are currently being run for female
employees for Constable and Sergeant positions and police staff equivalents.
The workshops commenced in October this year and conclude in December. The
2
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workshops focus on building confidence and skills to be the best in whatever role
or career path they choose.
2.5

The Positive Action officers within the Inclusion team have established
themselves with the focus and priority on BAME Communities. During the year,
in line with recruitment drives for the various police officer routes events have
been held at a local Mosques, Pakistani Community Centre, Gurdwara, Eastern
European Network Centre and educational establishments including the
University of Derby and Derby College.

2.6

A partnership with local schools with a greater than 50% population of pupils
from a BAME background is in the early stages of being formed. The Positive
Action officers have been attending local schools in Derby, namely, Bemrose,
City of Derby Academy and Derby Moor Academy, engaging with pupils to raise
their awareness and understanding of the police, the various career opportunities
with a view to attracting them and making the Derbyshire Constabulary an
employer of choice. Work with Landau Forte’ Academy is also in the process of
being set up. Further schools will be identified across the County.

2.7

Every candidate from a BAME background was supported with the offer of a
dedicated police officer/staff mentor to guide them through the recruitment
process which has proved successful.

3.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ACTIVELY ENCOURAGE AND SUPPORT THOSE FROM UNDERREPRESENTED GROUPS TO SEE DERBYSHIRE CONSTABULARY AS AN
EMPLOYER OF CHOICE

3.1

As at 1 October 2019, 1929 females (50.2%) of the workforce made up
Derbyshire Constabulary, this represents a 1.2% increase from last year. This
closely reflects Derbyshire’s population of 51.8%. Female workers made up 70%
of police staff, this remained the same from last year and there was a slight rise
in female police officers as this rose to 34% marking a 1% increase. This is
higher than the National average

3.2

As at 1 October 2019, 98% of the workforce had recorded their ethnicity. 160 in
the workforce (4.2%) identified as BAME. 3.5% of the workforce identified as
BAME police officers a slight increase (3.4%) than recorded last year. For police
staff this representation improves to 4.7%. Under-representation for BAME
officers against local representation remains an issue for all forces.

3.3

Annex A, Police Workforce, Derbyshire Constabulary: Workforce Diversity Data
provides further information in this area. Improvements in our exit interview
process, work/life balance and wellbeing practices are being driven through the
force Wellbeing Board chaired by the Deputy Chief Constable.

3.4

To address the gaps of under-representation within the force, the Chief
Constable and Deputy Chief Constable with support from the Police and Crime
Commissioner (PCC) has appointed an Inclusion manager as a full time post and
also an additional positive action officer on secondment. These new additions
will formulate lasting tactical plans, allow for a deep understanding on
understanding the gaps and what methods and initiatives work.
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3.5

The table below shows a deeper ethnic breakdown of our employees (1 October
2019).
Ethnic Origin
Police Officers Police Staff PCSO Specials Volunteers
Total
Asian Or Asian British - Any Other Asian Background
Asian Or Asian British - Bangladeshi
Asian Or Asian British - Indian
Asian Or Asian British - Pakistani
Black Or Black British - African
Black Or Black British - Any Other Black Background
Black Or Black British - Caribbean
Chinese Or Other Ethnic Group - Any Other Ethnic Group
Chinese Or Other Ethnic Group - Chinese
Mixed - Any Other Mixed Background
Mixed - White and Asian
Mixed - White and Black African
Mixed - White and Black Caribbean
Not Stated
White - Any Other White Background
White - British
White - Irish
Total

Ethnic Origin (grouped)
Asian/Asian British
Black/Black British
Chinese/Other
Mixed
Not Stated
White
Grand Total

2
2
21
13
1
0
4
2
1
3
8
0
7
14
13
1741
3
1835

2
0
33
17
3
1
5
0
0
3
2
2
4
25
22
1422
5
1546

0
0
3
3
0
1
4
1
0
1
0
0
1
2
3
161
0
180

1
0
5
0
0
0
0
0
0
0
1
0
0
4
3
151
1
166

1
0
0
2
0
0
0
0
0
0
0
0
0
24
4
81
0
112

6
2
62
35
4
2
13
3
1
7
11
2
12
69
45
3556
9
3839

Police Officers
38
5
3
18
14
1757
1835

Police Staff
52
9
0
11
25
1449
1546

PCSO
6
5
1
2
2
164
180

Specials
6
0
0
1
4
155
166

Volunteers
3
0
0
0
24
85
112

Total
105
19
4
32
69
3610
3839

3.6

The full 16+1 ethnicity data for Derbyshire obtained from the 2011 Census is
available in addition to this report. In comparison with this data, what can be
deduced is that Pakistani, Bangladeshi, Black African, Black Caribbean, Chinese
and White other ethnic groups are all under-represented in Derbyshire.

3.7

The tables below shows numbers of new starters within the last year broken
down in recorded protected characteristics.
In relation to the 2018 Police Constable Degree Apprenticeship (PCDA)
campaign 13.6% of applicants were BAME. As a result of PA measures 15.7%,
of all candidates sent to the Assessment Centre (AC) were BAME. A 75% BAME
pass rate was achieved, resulting in 15% of all successful candidates at AC
stage being BAME. This is viewed as a healthy return on PA and engagement. In
relation to the overall figures below, it is important to note that the force has been
constrained in to recruiting from the previous pool of applications, which were
less diverse in order to recruit quickly.
In relation to how Derbyshire Constabulary’s work force diversity compares with
other police forces, nationally on average police forces have 50% BAME
representation against their resident population. However, the current position in
Derbyshire Constabulary is much better with its work force representation at
4.2% against the Derbyshire resident population of 6.7%.
Employee
Type
Police Officers
Police Staff
PCSO
Specials
Volunteers
Total

BAME
8
16
7
0
2
33

White
157
245
48
31
48
529

Not Stated
10
10
0
3
11
34

% BAME
4.8%
6.1%
12.7%
0.0%
4.0%
5.9%

Total
175
271
55
34
61
596
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Employee
Type
Police Officers
Police Staff
PCSO
Specials
Volunteers
Total

Male
106
95
21
13
30
265

Female
69
176
34
21
31
331

% Male
60.6%
35.1%
38.2%
38.2%
49.2%
44.5%

% Female
39.4%
64.9%
61.8%
61.8%
50.8%
55.5%

Total
175
271
55
34
61
596

Employee
Type
Police Officers
Police Staff
PCSO
Specials
Volunteers
Total

Heterosexual
108
141
38
23
42
352

LGBT+
12
13
5
2
3
35

Not Stated
55
117
12
9
16
209

% LGBT+
10.0%
8.4%
11.6%
8.0%
6.7%
9.0%

Total
175
271
55
34
61
596

Employee
Type
Police Officers
Police Staff
PCSO
Specials
Volunteers
Total

Disabled
5
8
6
1
0
20

Not
Disabled
127
165
39
29
52
412

Not Stated
43
98
10
4
9
164

% Disabled
3.8%
4.6%
13.3%
3.3%
0.0%
4.6%

Total
175
271
55
34
61
596

3.8

A total of 33 new starters were from BAME backgrounds. This represents 5.9%
of all new starters, an increase on our overall representation. This indicates
successful return on positive action initiatives.

3.9

A total of 331 new starters were female, representing 55.5% of all new starters
as female a 1.5% increase from last year.
A total of 35 new starters declared as LGBT+ and 209 did not declare.
Removing those that did not declare represented a return of 9%. This compares
favourably against LGB data published annually by ONS. Regionally 3% of the
population have declared as LGB and Nationally 2.6%. As above this shows the
success in recent recruitment during the past year. ONS data is available in
addition to this report.

3.10

3.11

A total of 20 new starters declared themselves as disabled, representing 4.6% of
our new starters as having a disability, 164 did not declare.

3.12

Collectively the above tables show that there have been slight improvements in
attracting and recruiting those from under-represented groups.

3.13

As detailed in the summary of achievements various events have been carried
out in engaging with underrepresented groups with both and external and internal
focus.
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3.14

Work is currently being carried out in developing a new Derbyshire Constabulary
careers website. This is currently under construction and will have a dedicated
page to Inclusion and Wellbeing. It will also have profiles of role models from
different under-represented groups and highlight positive action initiatives.

3.15

The PCC has established a BAME leaders group to focus on understanding the
barriers to people joining Derbyshire Constabulary and formulating bespoke
plans and initiatives to mitigate them. The Strategic Lead for Inclusion supports
this meeting and work is ongoing to produce tangible outcomes.

4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH COMMUNITIES TO
UNDERSTAND THE BARRIERS TO PEOPLE JOINING DERBYSHIRE
CONSTABULARY AND TRY, WHEREVER POSSIBLE, TO REMOVE SUCH
BARRIERS

4.1

Work has continued and developed from last year. A number of initiatives have
taken place, which have included the PCC, the force and other stakeholders in
providing a deeper insight to the policing family and exploring real and perceived
barriers.

4.2

The PCC has established a BAME leader’s network group. The group seeks to
have representation from all BAME communities in Derbyshire. The purpose of
the group is to assist the force in identifying the barriers through the lens of each
community, learn lessons and formulate effective means of engagement through
contacts, discussion and consultation. The force lead for Inclusion and the PA
officer attend this meeting. On 25 June 2019 the Strategic Lead for Inclusion
gave a presentation detailing the national workforce strategy and toolkits
commissioned by the National Police Chiefs Council (NPCC). This presentation
explored the strategic themes and areas of focus in working towards developing
an organisation that not only represents its communities but also provides an
inclusive environment for all its employees. A number of tasks within the toolkits
were discussed to take forward. On 8 October 2019 a workshop was run
seeking to identify the barriers and perceived barriers that exist within each
community what needs to be done and how. The information collated is being
analysed and will be circulated.

4.3

As detailed earlier in this report a number partnerships have been formed at local
educational establishment/schools. The Positive Action Team supported by
members of local policing units have attended these establishments engaging in
conversation to understand and challenge the stereotypical views and building
relationships. The team have delivered information and presentations on the
Police Constable Degree Apprenticeship (PCDA) entry route. Referencing
feedback received from pupils/students and teachers and lectures this form of
engagement is working well and young people are showing an interest

4.4

The relationship with the JCP has diversified. The JCP Work Based Academies
(WBA) selection process took place in November 2018. There were five
successful applicants. Two started with the force in April 2019 on temporary
contracts before becoming permanent in September 2019. Two out of the five
recorded a disability as defined under the Equality Act 2010.

4.5

The PA Team in partnership with JCP held three Mentoring Circles events (a
Home Office initiative which was borne out of the 2018 Race Disparity Audit
6
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Challenge) targeting BAME young people aged between 16-24 years. These
were carried out on 10, 19 and 27 September 2019 at Derby West Indian
Community Centre with each session lasting two hours. The team are continuing
to work these young people
4.6

On 24 February 2019 the Chief Constable and the Head of Equality attended a
live BBC Radio Derby African Caribbean show hosted by Devon Daley where
they engaged and discussed the issues surrounding stop and search and the
impact on the BAME communities.

4.7

The Independent Advisory Group (IAG) provided comment on the force’s
attraction and recruitment marketing material. Specific feedback concerning
language and imagery was offered and this was included and updated.

4.8

The study commissioned through the East Midlands Policing Academic
Collaboration (EMPAC) in conjunction with the University of Derby has
commenced however this work is in the early stages. The study is focussed on
gathering and analysing the views of young people aged between 11 and 18
from different BAME communities and what barriers exist for them considering a
career in the police service. The study is formed in two parts questionnaire
followed by group work.

4.9

At present two local Derby Schools have been selected to take part in the study
Bemrose School and Landau Forte College. Although the sample size is small,
early indications show differing views between those in the lower and higher
band of the age group. Between the ages of 13 to 16 years, 80% of pupils would
consider a career in the police service. In contrast only 25% of 16 year olds, 0%
of 17 year olds and 12.5% of 18 year olds would consider a career in the police
service. The reasons cited vary between a perception that the police are racist
and violent towards ethnic communities, the pay is not enough and their families
would not want them to join.

5.

SUB-OBJECTIVE 3: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO ENSURE THAT, WHERE POSSIBLE, THE DIVERSE COMMUNITIES THE
FORCE SERVES ARE REPRESENTED THROUGHOUT THE WORKFORCE
AND ACROSS THE RANK STRUCTURE

5.1

National charter marks such as the Government’s Disability Confident, the MIND
Mental Health Charity Blue Light initiative and Stonewall, the LGB&T charity help
to ensure barriers to recruitment, retention and progression are monitored and
appropriate measures put in place. The Equality Unit, HR and staff support
networks are actively involved in these areas. Further scrutiny is given through
the Wellbeing Board, chaired by the Deputy Chief Constable which provides
oversight of sickness levels, grievances, exit interviews and ensures wellbeing
initiatives are in place. All have an impact on the retention and development of
staff.

5.2

Our Equality Information 2018 – 2019 provides a detailed breakdown of
protected groups within the workforce which includes rank and departments can
be found on the Derbyshire Constabulary website under our Equality and
Diversity pages. It is also referred to in the SPA Board Public Sector Equality
Duty paper.
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5.3

The tables below shows a gender split representation of police officers and police
staff in all ranks and grades (October 2019).

5.4

This shows clear disparity between male and female police officers. The
numbers are small so there is close to a half split of male and female officers at
Superintendent and Chief Superintendent ranks 44% and 43% respectively. For
the first time in a number of years there is now female representation at Chief
Officer Level one out of four. However the greatest proportion of female officers
sits in the Constable ranks. Representation at Sergeant to Chief Inspector rank
remains low. Work is being carried out to understand the barriers to females
progressing in the workplace. Development days and mentoring opportunities for
with senior female officers is being offered through talent management
programmes.

5.5

95% of all part-time flexible working arrangements are held by female officers,
with 27% of all female officers on part-time flexible working arrangements. 3.9%
of sergeants were on part-time flexible working arrangements compared to
10.3% of constables. There may be a perception that it is difficult to attain or
manage a flexible working request at higher ranks and this may be one of a
number of barriers for female officers considering promotion opportunities. As the
number of and proportion of female officers is increasing in the workforce,
consideration about supporting and managing flexible working arrangements in
the future should be a priority. The development of new flexible working
approaches should balance the needs of the workforce and the requirement to
deliver services. If successful, this could have a positive impact on promotion
opportunities, numbers of resignations and wellbeing for female officers.
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5.6

70% of police staff is female. The above table shows that out 1088 female police
staff, 910 of sit in the two lower grade brackets and only 15 have positions in the
highest grade bracket.

5.7

The tables below shows BAME representation of police officers and police staff
in all ranks and grades (October 2019).

5.8

The numbers stated are those in substantive ranks and there is a clear
imbalance of representation. Out of a total of 64 BAME officers, 49 sit in the
Constable rank. There are only two officers at Chief Inspector and above.

5.9

Out of 72 BAME police staff, 56 sit at the lower two grades. Only one staff
member occupies a position at the highest grade.

5.10

The below tables shows representation of police officers in all ranks by declared
sexual orientation and disability.
Rank

Heterosexual

LGBT+

NPCC
Ch Supt
Supt
Ch Ins
Ins
Sgt
Con
Total

1
2
2
5
17
46
544
617

0
1
0
1
1
4
51
58

Not
Stated
3
4
7
15
53
191
887
1160

% LGBT+

Total

0.0%
33.3%
0.0%
16.7%
5.6%
8.0%
8.6%
8.6%

4
7
9
21
71
241
1482
1835
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Rank

Not Disabled

Disabled

NPCC
Ch Supt
Supt
Ch Ins
Ins
Sgt
Con
Total

3
0
1
2
2
12
421
441

0
0
0
0
1
4
42
47

Not
Stated
1
7
8
19
68
225
1019
1347

%
Disabled
0.0%
N/A
0.0%
0.0%
33.3%
25.0%
9.1%
9.6%

Total
4
7
9
21
71
241
1482
1835

5.11

63% of police officers have preferred not to declare their sexual orientation and
73% have preferred not to declare whether they have a disability or not. This
presents a risk in that the force does not have a clear picture of its demographic
but also it raises the issue of why officers prefer not to declare. This could be
down to concerns of being unfairly treated, not having the same opportunity as
others, all in all questioning whether the force has an inclusive working
environment. As detailed in this report work is being done with staff networks to
raise these issues. Those who have declared their difference are speaking
openly to share, educate and encourage staff through development days, writing
blogs and are seen as role models. Mechanisms are also in place for all the
Chief Officer team and Divisional Commanders to be reverse mentored by
LGBT+ staff. This is to raise their awareness and understanding and is a positive
step forward.

6.

SUB-OBJECTIVE 4: THE PCC WILL SEEK TO INFLUENCE THE NATIONAL
DEBATE AROUND ISSUES OF DIVERSITY WITHIN MODERN POLICING

6.1

The PCC, through the Association of Police and Crime Commissioners is the
national deputy lead for diversity and national lead for hate crime. Both portfolios
enable the PCC to shape the national agenda.

6.2

Progress has been made against the NPCC work force representation strategy
and toolkits. To support this a joint police and Derbyshire Fire and Rescue
(DFRS) Diversity, Equality and Inclusion (DEI) strategy and Positive Action
strategy have been devised and are currently in draft form. Both the OPCC and
the Fire & Rescue Authority are responsible for monitoring and constructively
challenging progress against the objectives in this strategy and associated plans.
By working collaboratively we put ourselves in the best position to stretch our
thinking, allowing us to be creative and generate innovative practices. By so
doing, both organisations will learn and enhance their operational delivery. This
will lead to improving the wellbeing of our staff leads us to build on our values
based culture, driven by collaboration and professionalism. The PA strategy sets
out Derbyshire Constabulary’s commitment to attracting a diverse range of
people in developing a work force that truly reflects all its communities. The PA
strategy also details Derbyshire Constabulary’s commitment to creating an
environment where people are comfortable to be to be themselves, and be the
best they can be. This will lead to delivering a better service for our communities,
encourage diversity of thought and enable better decision making. The draft
strategy will be discussed at the next IAG meeting on 26 November; it has been
10
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discussed at the Culture and Ethics board and also sent to staff networks for
comment. The strategy will be launched in January next year by the Chief
Constable and PCC. The NPCC toolkits form and integral part of the respective
delivery plans.
6.3

Relevant and appropriate Governance structures are in place. As detailed in this
report the Lead for Inclusion and the Positive Action team have been working
with Divisions, Safer Neighbourhood teams (SNT) in delivering events to
underrepresented communities.

6.4

The Positive Action Practitioners Alliance (PAPA) is a national group lead by
Deputy Chief Constable (DCC) Naveed Malik, which has representation from all
forces. A friendly NPCC toolkit peer review team has been formed to assess
progress, offer advice, support and share good practice. This is a voluntary offer
and Derbyshire Constabulary have agreed to take part.

6.5

PAPA has provided scrutiny in relation to SEARCH, the National police officer
recruitment assessment centre. The Derbyshire lead for Inclusion and Head of
HR Service Centre also reviewed and provided comment to interview questions,
to ensure questions were presented in a balanced way and not unconsciously
bias.

6.6

The College of Policing working in conjunction with PAPA and other stakeholders
have devised a number of bespoke progression support programmes specifically
designed and offered to police officers and staff from underrepresented groups.
These include, Aspire Leadership Development Programme, Senior Leaders
Development Centre, Senior Leaders Career Pathway Workshop, Coaching and
Mentoring Programmes. These have been circulated in force and attended by
Derbyshire staff.

6.7

The College of Policing have also devised additional development programmes
for all staff. These include, Coaching Skills Workshop, Online Career Support
Workshop, and Executive Coaching.

7.

SUB-OBJECTIVE 5: THE PCC WILL CHALLENGE THE CHIEF CONSTABLE
TO CONTINUE TO DEVELOP THE VOLUNTEERING OPPORTUNITIES
AFFORDED BY THE FORCE, BOTH AS SPECIAL CONSTABLES AND
POLICE SERVICE VOLUNTEERS, AND ENCOURAGE PEOPLE FROM ALL
BACKGROUNDS TO VOLUNTEER WITH DERBYSHIRE CONSTABULARY

7.1

The most prevalent emerging risk at present is in relation to the Force’s ability to
recruit, train and maintain volunteers, especially Special Constables (SC) against
the back drop of the 20,000 uplift programme.

7.2

Citizens in Policing (CIP) have traditionally been seen as a progression route to
paid employment within the Force, as volunteers, specifically SC, move through
to join as a regular Constables. It is anticipated that the impact of the uplift on the
Special Constabulary will not only be locally but on a national scale reduced
significantly leading to dilution or possibly complete dissolve of Special
Constabulary.

7.3

The matter is being raised at the National Citizens in Policing group in January
2020. A paper has been prepared and will be presented to all relevant parties.
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7.4

The below table shows the
Constabulary’s volunteers:Volunteer Type
Cadets
Specials
PSVS
OPPC
Total number of volunteers

7.5

numerical breakdown

of

the Derbyshire

Numbers
130
167
108
405

Potential initiatives to mitigate/strengthen our volunteer establishment:•

Parallel campaigns for CIP, to provide an ongoing supply chain, initiatives to
attract unsuccessful regular recruits diverting them to CIP.

•

An increased CIP recruitment drive will ensure that we continue to attract a
more representative workforce with a longer term positive impact on our
overall representation.

8.

RISKS AND THREATS

8.1

The key risks and threats are associated with our data. Having a true and
accurate demographic breakdown of our County’s resident population, coupled
with that of our workforce, showing protected characteristics and underrepresented groups is key. This will allow us to truly identify the gaps and focus
in these areas. The next census data will be available in 2021, however as
detailed in this report the Derby City Council will make available an accurate
collection of demographic data early next year.

8.2

A number of activities and initiatives have been carried by staff networks, Human
Resources (HR), Divisions and Departments to support those from
underrepresented groups, cater for their needs creating and inclusive
environment, so employees are confident to declare their hidden differences.
This will allow the force to truly understand the demographic of their people. This
work needs to continue so we can move towards being a culturally competent
organisation and an employer of choice.

8.3

Although slight progress has been made in relation to work force representation
an info-structure of processes and procedures are currently being put in place.
Further investment will be required to ensure opportunities are maximised in light
of the 20,000 uplift.

9.

SUMMARY

9.1

Building a representative workforce is a key strategic aim for Derbyshire
Constabulary. In recognising the importance of having a service that is culturally
competent in both service delivery and caring for our workforce is crucial in
attracting the very best talent from all our communities. Having a service that has
a deep understanding of all its communities and groups is absolutely key not only
to our operational delivery but also in caring for our workforce. This report
demonstrates that there is a clear focus in achieving our aims and structures are
12
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in place. There is steady progress of an infrastructure is being built however
there is more to be done.
9.2

Resourcing has increased however work must continue to ensure responsibility
for attraction and recruitment does not just sit with PA teams but is a
responsibility for all staff on the front line.
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WORKFORCE ETHNICITY / GENDER FIGURES

(All data as of: October 2019)

Gender Split Across the Force

Ethnicity Across the Force
4.2%

% Female

White
BAME

49.8%

50.2%

% Male

95.8%

ETHNICITY

GENDER

Employee
Type

White

BAME

Not Stated

% BAME

Total

Employee
Type

Female

Male

% Female

% Male

Total

Police
Officers

1757

64

14

3.5%

1835

Police
Officers

633

1202

34%

66%

1835

Police Staff

1449

72

25

4.7%

1546

Police Staff

1088

458

70%

30%

1546

PCSO

164

14

2

7.9%

180

PCSO

92

88

51%

49%

180

Specials

155

7

4

4.3%

166

Specials

57

109

34%

66%

166

Volunteers

85

3

24

3.4%

112

Volunteers

59

53

53%

47%

112

Total

3610

160

69

4.2%

3839

Total

1929

1910

50.2%

49.8%

3839
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WORKFORCE ETHNICITY / GENDER SPLIT
Employee
Type

Police
Officers

(All data as of: October 2019)

Gender

White

BAME

Not Stated

% BAME in
Gender

Total

Female

612

15

6

2.4%

633

Male

1145

49

8

4.1%

1202

Female

1027

47

14

4.4%

1088

Male

422

25

11

5.6%

458

Female

81

10

1

11.0%

92

Male

83

4

1

4.6%

88

Female

53

2

2

3.6%

57

Male

102

5

2

4.7%

109

Female

45

3

11

6.3%

59

Male

40

0

13

0.0%

53

3610

160

69

4.2%

3839

Police Staff

PCSO

Specials

Volunteers

Total
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WORKFORCE AGE PROFILE

(All data as of: October 2019)

Employee Type

16-24

%

25-34

%

35-44

%

45-54

%

55-60

%

61-65

%

66 +

%

Total

Police Officers

71

4%

472

26%

702

38%

560

31%

29

2%

1

0%

0

0%

1835

Police Staff

113

7%

297

19%

334

22%

444

29%

243

16%

108

7%

7

0%

1546

PCSOs

32

18%

55

31%

39

22%

28

16%

19

11%

6

3%

1

1%

180

Specials

91

55%

39

23%

20

12%

10

6%

6

4%

0

0%

0

0%

166

Volunteers

30

27%

21

19%

12

11%

15

13%

6

5%

10

9%

18

16%

112

Total

337

8.8%

884

23.0%

1107

28.8%

1057

27.5%

303

7.9%

125

3.3%

26

0.7%

3839

Overall Workforce Age Profile
3.3%

0.7%
8.8%

16-24

7.9%

25-34
35-44
23.0%

27.5%

45-54
55-60
61-65

28.8%

66 +
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POLICE OFFICER: GENDER SPLIT

(All data as of: October 2019)

Rank

Female

Male

NPCC
Ch Supt
Supt
Ch Ins
Ins
Sgt
Con
Total

1
3
4
4
16
48
557
633

3
4
5
17
55
193
925
1202

% Female
within Rank
25%
43%
44%
19%
23%
20%
38%
34.5%

Gender Split within Ranks
90%
80%
70%
60%

% Female
within
Rank

50%
40%
30%

% Male
within
Rank

20%
10%
0%

NPCC

Ch Supt

Supt

Ch Ins

Ins

Sgt

Con
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POLICE OFFICER: ETHNICITY

(All data as of: October 2019)

Rank

White

BAME

N/S

% BAME

Total

NPCC
Ch Supt
Supt
Ch Ins
Ins
Sgt
Con
Total

4
6
9
20
65
234
1419
1757

0
1
0
1
6
7
49
64

0
0
0
0
0
0
14
14

0.0%
14.3%
0.0%
4.8%
8.5%
2.9%
3.3%
3.5%

4
7
9
21
71
241
1482
1835

Police Officer Ethnicity
3.5%

White
BAME
96.5%
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POLICE STAFF: GENDER SPLIT

(All data as of: October 2019)

Grade

Female

Male

C-D
E-G
H -J
K-N
O -S
Total

319
591
105
58
15
1088

63
217
88
72
18
458

% of all
Females
on Grade
29%
54%
10%
5%
1%

% of all
Males on
Grade
14%
47%
19%
16%
4%

% of Males by Grade

% of Females by Grade
1%
5%
10%

4%

C -D
29%

E -G

14%
16%

O -S

E -G
H -J

H -J
K -N

C -D

K -N
O -S

19%
47%

54%
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POLICE STAFF: ETHNICITY

(All data as of: October 2019)

Grade

White

BAME

N/S

C-D
E-G
H -J
K -N
O-S
Total

360
757
182
119
31
1449

15
41
7
8
1
72

7
10
4
3
1
25

% BAME
at each
Grade
4.0%
5.1%
3.7%
6.3%
3.1%
4.7%

Total
382
808
193
130
33
1546

Police Staff Ethnicity
4.7%

White
BAME
95.3%
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PCSO / SPECIALS / PSV: GENDER SPLIT

(All data as of: October 2019)

Gender Split
70.0%
60.0%
50.0%
40.0%

Female

30.0%

Male

20.0%
10.0%
0.0%

PCSOs

Specials

Volunteers
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PCSO / SPECIALS / PSV: ETHNICITY

(All data as of: October 2019)

PCSOs

White

BAME

N/S

% BAME

Total

North Division
South Division
Crime Support
Students
Total

89
74
1
0
164

1
13
0
0
14

0
2
0
0
2

1.1%
14.9%
0.0%
N/A
7.9%

90
89
1
0
180

BAME Representation
Specials

White

BAME

N/S

% BAME

Total

100.0%

North Division
South Division
Crime Support
Students
Total

71
71
1
12
155

2
4
0
1
7

0
2
0
2
4

2.7%
5.3%
0.0%
7.7%
4.3%

73
77
1
15
166

90.0%
80.0%
70.0%

BAME

60.0%
50.0%

White

40.0%
30.0%

Volunteers

White

BAME

N/S

% BAME

Total

20.0%

North Division
South Division
Operational Support
Crime Support
Corporate Services
CMARC
Total

50
21
6
3
2
3
85

0
3
0
0
0
0
3

15
9
0
0
0
0
24

0.0%
12.5%
0.0%
0.0%
0.0%
0.0%
3.4%

65
33
6
3
2
3
112

10.0%
0.0%

PCSOs

Specials

Volunteers
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AGENDA ITEM

8B
STRATEGIC PRIORITIES
ASSURANCE BOARD
STRATEGIC PRIORITY 7: WORKING WITH THE
CONSTABULARY AND PARTNERS TO MAXIMISE THE
OPPORTUNITIES FROM DEVELOPMENTS IN
TECHNOLOGY

REPORT
TITLE

REPORT BY CHIEF EXECUTIVE
25TH NOVEMBER 2019

DATE

PURPOSE OF THE REPORT
To provide assurance to the Police & Crime Commissioner on progress made by the
Office of the Police & Crime Commissioner for Derbyshire, Derbyshire Constabulary &
partners are making towards the Police & Crime Plan Priority 7.
ATTACHMENTS
A.

Office of the PCC Report

B.

Derbyshire Constabulary Report

RECOMMENDATIONS
To determine if the PCC can gain direct assurance that this area of business is being
managed efficiently and effectively
CONTACT FOR ENQUIRIES
Name:

David Peet

Tel:

0300 122 6000

Email

pccoffice@derbyshire.pnn.police.uk

AGENDA ITEM 8B
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2019

1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1

Strategic Priority: Working with the constabulary and partners to maximise the
opportunities from developments in technology.

1.2

This report summarises the work of the Derbyshire Office of the Police & Crime
Commissioner (OPCC) and Derbyshire Constabulary (the Force) are making
towards delivering against this strategic priority.

1.3

The two reports of each of these stakeholders can be found as two attachments
at the end of this summary document, and should be read in conjunction with this
cover report.

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1

The following has been achieved since the previous report:
•

The Force have updated their purpose, principles and priorities

•

The Information Services Team (IS) have aligned their work to these new
priorities:
Employing new and
emerging technology to
modernise our services.

•
•

We maximise the opportunities to invest in
innovative solutions to provide a better service.
We maximise the use national programmes
but are not inhibited by their timelines, seeking
2
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•

•
Developing tools to
analyse
data
intelligently to make
better decisions.

Using drones to support
everyday business

•

•
•

•

local solutions if they are of greater benefit.
Our change team has the capacity and
capability to deliver large scale change and
innovation, creating and evidence base for the
organisation.
Our demand work will allow us to understand
the organisational impact of innovation.
Formulate and build an analytical function that
supports the force performance framework.
Continue to develop a leadership culture which
balances force values with a greater emphasis
on knowing what good looks like, and
delivering this with a focus on improving
standards and adopting evidence-based
practice.
Develop and implement a tactical plan and
strategic governance to deliver 24-hour drone
capability throughout the county.

The Force have continued at the forefront of the delivery of the National Enabling
Programme (NEP), utilising Microsoft Cloud to enable better policing outcomes

•

Work has continued to scope and deliver analytical capabilities to allow officers
to work ‘smarter’

•

The Force’s Drone Team has been established. This resource was tested in a
real-life environment during the Toddbrook Reservoir incident in Whaley Bridge
earlier this year.

•

Derbyshire Constabulary have been recognised as an exemplar force as part of
the National Frontline Digital Mobility Programme

•

Derbyshire became an early adopter of the ‘Single Online Home’ programme,
allowing greater access to the public via the Force’s online presence

•

The PCC has continued to work with the Chief Constable to understand the
resources required to deliver against this propriety and have made resources
available through the budget and precept increase

3
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3.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ENSURE THAT ALL MEMBERS OF DERBYSHIRE CONSTABULARY, IN
WHATEVER ROLE, HAVE ACCESS TO THE RIGHT TECHNOLOGICAL
EQUIPMENT TO ALLOW THEM TO DO THEIR JOB EFFICIENTLY AND
EFFECTIVELY – THIS WILL INCLUDE SUPPORTING THE ROLL OUT OF
MOBILE OFFICE ALLOWING POLICE OFFICERS TO SPEND MORE TIME
OUT IN COMMUNITIES

3.1

The Force have reported on 4 main areas:
•

Analytics – a new Business Intelligence unit has been established with a
mission To build the analytics capability needed to support the strategic
objectives of, and meet the strategic threats faced by, Derbyshire
Constabulary

•

Mobile data terminal upgrade – smart deployment of equipment delivered
by the Optimising Technology Team

•

Windows 10 – updating outdated hardware to allow the roll out of
Windows 10 as part of the NEP

•

Drones – a fully resourced team has been established with 28 pilots and 8
drones

4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH THE CONSTABULARY,
REGIONAL PCCS, THE POLICE ICT COMPANY AND OTHER PARTNERS TO
UNDERSTAND DEVELOPMENTS IN TECHNOLOGY AND IT SYSTEMS THAT
WILL FACILITATE MORE EFFICIENT ANDC EFFECTIVE WORKING

4.1

The PCC has taken up a position as a Director of the Police ICT Company

4.2

The Force have worked to deliver against the national digital strategy, a
supplement to the Policing Vision 2025.

4.3

Derbyshire is at the forefront of the NEP having been one of the first forces to
formally progress to a business pilot. This focusses on 5 main areas:
•

Internal Briefings

•

Video Training

4
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4.4

•

Intelligence Briefing & Tasking

•

Safety Referrals to Fire colleagues

•

Analyst Workflow

Work has been undertaken to optimise the mobile technology officers have been
issued. This includes developments of an app that allows officers to update
information regarding missing people.

4.5

A new system has been introduced to improve the Force’s Risk Management
processes.

4.6

Updates have been made to forensic case management.

4.7

Work has been undertaken to allow armed officers to use Body Worn Video
(BWV). The nature of the work has meant that standard solutions are not
appropriate.

5.

SUB-OBJECTIVE 3: THE PCC WILL WORK WITH THE CONSTABULARY
AND PARTNERS TO IMPROVE INFORMATION SHARING IN RELATION TO
A NUMBER OF PRIORITY AREAS, INCLUDING THE USE OF MULTIAGENCY SYSTEMS WHERE APPROPRIATE

5.1

The past twelve months have seen 2 updates to one of the Force’s main
intelligence systems, Niche. A major advantage of this had been need to ‘double
key’ information relating to forensics has been removed.

5.2

The Force have invested in a system to allow members of the public to upload
dashcam and mobile phone footage of road traffic incidents directly via the
Force’s website. This system will, in future, allow for CCTV footage to be
uploaded.

5.3

An upgrade to the CCTV feeds into the Force has been initiated that will see
footage from local authority areas, football clubs and East Midlands Railways to
name just three.

5.4

The Force continues to lead on Automatic Number Plate Recognition (ANPR).
This has been acknowledged by the Home Office at it rolls out the National
ANPR Service (NAS).
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5.5

ANPR fleet has increased by almost 30% over the past 12 months.

6.

SUB-OBJECTIVE 4: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO DEVELOP WAYS IN WHICH PEOPLE CAN ENGAGE WITH US USING
SOCIAL MEDIA, INCLUDING DEVELOPING DIGITAL ENGAGEMENT
CAPABILITIES WITHIN MY OFFICE

6.1

Active promotion of Derbyshire Alert continues, including new functionality,
Rapport, that allows targeted engagement by officers with people in specific
areas on specific policing issues.

6.2

The roll out of Single Online Home has seen an enhanced ability for members of
the public to report crime online via the Force’s website.

6.3

The Force, and PCC, continue to actively engage with people through social
media such as Facebook and Twitter.

6.4

The past 12 months have seen an upgrade to the Force’s (internal) intranet
allowing greater interaction between officer/staff colleagues.

7.

RISKS AND THREATS

7.1

Three main areas of risk have been identified by the Force:
•

IS Resourcing

•

Delivery

•

Financial risks
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REPORT
TITLE

REPORT BY CHIEF EXECUTIVE
DATE

25 NOVEMBER 2019

PURPOSE OF THE REPORT
To provide an overview of the work undertaken by the Office of the Police & Crime
Commissioner towards the Police & Crime Plan Objective 7: Working with the
Constabulary and partners to maximise the opportunities from developments in
technology.
ATTACHMENTS
1. None
RECOMMENDATIONS
To determine if the PCC can gain direct assurance that this area of business is being
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Email

pccoffice@derbyshire.pnn.police.uk
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1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1

The Police and Crime Plan for Derbyshire 2016-21 contains seven key strategic
priorities. Objective 7 of the plan is: Working with the constabulary and partners
to maximise the opportunities from developments in technology

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1

The following has been achieved since the previous report:
•

Through securing an increase in the police budget, the Drone Team has
increased in size and operation along with further funding being invested
into analytics

•
3.

The number of Derbyshire Alert subscribers continues to increase.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ENSURE THAT ALL MEMBERS OF DERBYSHIRE CONSTABULARY, IN
WHATEVER ROLE, HAVE ACCESS TO THE RIGHT TECHNOLOGICAL
EQUIPMENT TO ALLOW THEM TO DO THEIR JOB EFFICIENTLY AND
EFFECTIVELY – THIS WILL INCLUDE SUPPORTING THE ROLL OUT OF
MOBILE OFFICE ALLOWING POLICE OFFICERS TO SPEND MORE TIME
OUT IN COMMUNITIES

3.1

The Commissioner and his senior team continue to play an active role in
governance and oversight arrangements through active attendance and
participation in Force Boards where the scope and delivery of significant IS
projects are tabled. The Commissioner continues to receive updates from his
senior management team about the progress and speed of delivery to ensure
projects remain on course.

3.2

In addition, the Commissioner ensures that funding is made available to deliver
these projects to fully support the workforce to ensure the right technology is
available in a timely fashion.
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4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH THE CONSTABULARY,
REGIONAL PCCS, THE POLICE ICT COMPANY AND OTHER PARTNERS
TO UNDERSTAND DEVELOPMENTS IN TECHNOLOGY AND IT SYSTEMS
THAT WILL FACILITATE MORE EFFICIENT AND EFFECTIVE WORKING

4.1

At a regional level, the Commissioner meets regularly with other Police and
Crime Commissioners in the East Midlands Region to discuss significant IS
projects which sometimes are delivered across force areas. The Commissioner
helps to unblock problems through liaising with his PCC Colleagues when issues
arise.

4.1

The Police ICT Company was originally set up in 2015 as a limited company to
get more from technology investments and make better use of public money. The
Company is mainly funded by Police Crime Commissioners from across England
and Wales and aims to pay more back into policing than is paid into the company
by its membership.

4.2

The Commissioner is a board member of the Police ICT Company and regularly
meets with their team and fellow board members.

4.3

As an active board member, the Commissioner is fully engaged with current
developments and projects which the company are delivering on at a national
level. Any matters which may affect delivery in Derbyshire are shared with
Derbyshire Constabulary and the Head of the IS department.

5.

SUB-OBJECTIVE 3: THE PCC WILL WORK WITH THE CONSTABULARY
AND PARTNERS TO IMPROVE INFORMATION SHARING IN RELATION TO
A NUMBER OF PRIORITY AREAS, INCLUDING THE USE OF MULTIAGENCY SYSTEMS WHERE APPROPRIATE

5.1

The PCC continues to champion information sharing across agencies and will
seek to remove blockages wherever possible to improve services for the public of
Derbyshire.

5.2

The Force and OPCC are currently supporting a test project to look at how ECINS software can be further developed to include different cohorts of victims in
addition to the Anti-Social Behaviour (ASB) cohort. This project will enable a
range of partners to further share information in a closed, secure medium to
3
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enhance our approach to supporting the vulnerable in our communities.
5.3

This project will conclude during the end of the financial year when a decision will
then be taken by the PCC whether to adopt E-CINS or an alternative information
sharing solution.

6.

SUB-OBJECTIVE 4: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO DEVELOP WAYS IN WHICH PEOPLE CAN ENGAGE WITH US USING
SOCIAL MEDIA, INCLUDING DEVELOPING DIGITAL ENGAGEMENT
CAPABILITIES WITHIN MY OFFICE

6.1

Following the suspension of Derbyshire Alert within the force in 2015, members
of the community raised with the Commissioner that they were now no longer
able to receive information about their community or crime prevention advice and
a high proportion of recipients did not engage with social media channels.

6.2

The Commissioner reintroduced a limited service within his office in 2016 and all
the force’s recipients were given the option to subscribe. From the original
recipients around 3,500 took up the offer, and the number has continued to
increase. The current number of subscribers for the PCC’s account is over
8,300.

6.3

The Commissioner and his Office championed the reintroduction of Derbyshire
Alert and supported the force’s reintroduction of the system to supplement its
social media presence, and with the use of Mobile Data devices the messages
are now decentralised and local content comes from the officers in the
communities in real time.

6.4

To be inclusive across as many communities of Derbyshire as possible the Office
of the Commissioner has developed a strong media presence utilising Facebook,
Twitter, Instagram and the Alert system, supplemented by content on Youtube,
and explores new ways to expand reach wherever possible.

7.

RISKS AND THREATS

7.1

An ongoing risk is to ensure that all sections of the community in Derbyshire are
able to access information in a suitable format and medium.
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8.

SUMMARY

8.1

The PCC continues to encourage development of the technical capacities, both
within his own office and the force.
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1.

OVERVIEW OF THE STRATEGIC PRIORITY

1.1.

Since the 2018 report the force has updated their purpose, principles and
priorities.

1.2.

The Information Services (IS) team is focussed on all three priorities using the
guiding principles to support these.

1.3.

This report is focussed on maximising the opportunities from developments in
technology which closely aligns with the priority - Using technology in all aspects
of our work - and shows progress against these.

1.4.

The key elements of using technology in all aspects of our work are:•
Employing new and
emerging technology to
modernise our services.

•
•

•
Developing tools to
analyse
data
intelligently to make
better decisions.

•
•

We maximise the opportunities to invest in
innovative solutions to provide a better service.
We maximise the use of national programmes
but are not inhibited by their timelines, seeking
local solutions if they are of greater benefit.
Our change team has the capacity and
capability to deliver large scale change and
innovation, creating an evidence base for the
organisation.
Our demand work will allow us to understand
the organisational impact of innovation.
Formulate and build an analytical function that
supports the force performance framework.
Continue to develop a leadership culture which
balances force values with a greater emphasis
on knowing what good looks like, and
delivering this with a focus on improving
2
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Using drones to support
everyday business

•

standards and adopting evidence-based
practice.
Develop and implement a tactical plan and
strategic governance to deliver 24-hour drone
capability throughout the county.

1.5.

It should be noted that IS are looking to develop the ‘team of the future’ as part
of looking after our people and to support the external public service by being
internally excellent.

1.6.

The Information Services department’s high level objective is to enable digital
excellence by:
•
•
•
•

Working closely with the business to understand requirements and enable a
digitally excellent organisation
Providing a clear IS roadmap cognisant of local, regional and national
programmes
Develop the IS team of the future to support change and innovation
Providing excellent internal service to the force to enable external public
service

2.

SUMMARY OF ACHIEVEMENTS IN THE PAST 12 MONTHS

2.1.

Derbyshire are one of the leading forces on the National Enabling Programme
(NEP) which utilitises Microsoft cloud technologies to enable better policing
outcomes.

2.2.

A data analytics solution has been fully scoped and is currently in delivery phase
which takes core force data and places it in a cloud based solution for delivery
back to officers via dashboards – this will be developed further in 2020.

2.3.

The force has set up a Drone Management Unit within the Operations Team and
IS have supported the streaming and recording of digital imaging. This was
used to great effect during the Whaley Bridge incident.

2.4.

Police officers have been issued with the first refresh of mobile data terminals
moving to a Samsung Galaxy Note 9. The agile working approach has been
enhanced by the issue of laptops to appropriate officers and staff.

2.5.

As an Exemplar Force, Derbyshire are now part of the National Frontline Digital
Mobility programme and we continue to develop our software solution.
The force was an early adopter of the Single Online Home website for policing,
which provides a consistent experience for the public when interacting with
individual forces.

2.6.

2.7.

During 2019 (to mid-October) the IS team has handled, 26183 Incidents (breaks
in service) and 21866 Requests (calls for support) via the Service desk and
Operational Support Team.
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3.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ENSURE THAT ALL MEMBERS OF DERBYSHIRE CONSTABULARY, IN
WHATEVER ROLE, HAVE ACCESS TO THE RIGHT TECHNOLOGICAL
EQUIPMENT TO ALLOW THEM TO DO THEIR JOB EFFICIENTLY AND
EFFECTIVELY – THIS WILL INCLUDE SUPPORTING THE ROLL OUT OF
MOBILE OFFICE ALLOWING POLICE OFFICERS TO SPEND MORE TIME
OUT IN COMMUNITIES

3.1.

Analytics

3.2.

During 2019 a Business Intelligence team was created and recruited into. This is
now supporting the ongoing Analytics project whose mission is ‘To build the
analytics capabilities needed to support the strategic objectives of, and meet the
strategic threats faced by, Derbyshire Constabulary’. The future vision is; ‘we will
be a centre of excellence for innovation in policing, adopting the power of
analytics to support operational delivery’.

3.3.

Analytics Roadmap - The first phase of the analytics project is to deliver
Operational/SNT themed dashboards to identified officers as part of an initial
launch. The dashboards are designed to display incidents and occurrences from
the relationship management system (NICHE) and command and control system
(ControlWorks) in relation to officers’ Safer Neighbourhood areas.

3.4.

At present the programme is able to ingest Control Works data (Incidents) in near
real time to a development area, where currently the project team comprising
data developers and our Business Intelligence (BI) Analysts are testing the data
that has been ingested and transformed. The Niche ingestion is expected soon,
4
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once approval is given by the regional Niche Collaboration Board. Once User
Acceptance Testing (UAT) is completed we expect to launch an initial dashboard
as described above to appropriate officers for pilot. This is expected to be in late
November.
3.5.

Mobile Data Terminal Upgrade

3.6.

The Optimising Technology Team consulted with officers to ascertain which roles
required which mobile devices, by speaking directly with end users. Officers were
then selected to receive the kit that would benefit them most. The Samsung Note
9 was selected as a device to best support operational officers and 1500 devices
were issued out to varying front line roles.

3.7.

The officers and staff in a non-frontline role were also upgraded to the Galaxy J5/
A40 as and when required.

3.8.

The feedback from officers is that the new devices alongside additional
functionality from the mobile software solution (Pronto) give them much more use
away from a police station, meaning they can be public facing for more of their
shift.

3.9.

Refresh/agile working/deployment of Windows 10

3.10. Each year 25% of the oldest desktop PCs, laptops and monitors are replaced
under a hardware refresh programme. This year over 300 laptops, 700 desktop
computers will be replaced and older 19” monitors will be replaced with 24” wide
screen monitors. In addition, a further 300 additional laptops have been provided
to users to enable more flexible working styles. The work is linked to the
National Enabling Programme (NEP) and move to Windows 10 operating
system, which the force will aim to achieve by January 2020.
3.11. Drones
3.12. The drone team have become fully functional in 2019, with 28 pilots trained and 8
drones available for use. Night flight training has just been completed. It is
currently trialling a yearlong live streaming approach which is working very
effectively. These pictures are accessible via a laptop/desktop and are loaded
using existing force software. All force control room supervisors, command team,
firearms, tactical advisors (TACADs) and incident managers have access. The
system uses multiple phone networks for resiliency. It can also be used in
conjunction with our satellite flyaway at high footfall events. The live streaming
system was put to use immediately at the Whaley Bridge critical incident.
Providing commanders with unparalleled situational awareness enabling time
critical decision to be taken.
3.13. Drones deliver considerable cost saving when weighted against the Police
Helicopter, though cannot replace it in all instances. They have also been used
extensively during the Royal Visit and Caribbean Carnival.
3.14. Whaley Bridge - The drone team attended the base of the dam in the early
afternoon on the first day of the incident. The drone was used to start surveying
the extent of the damage and to assist with operational decisions. The weather
was against the team and was too severe for the drone on and off throughout the
afternoon but managed to take flight when the weather broke for short periods.
This was the first time that our ‘Live View’ streaming kit was given its maiden
5
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use, in an operational scenario and it managed to provide live streams to the
Command Centre that had been established on the local sports ground and also
back to the Silver suite at Force HQ. Throughout the night we utilised the Mavic
Drones with spotlights, they were able to conduct thermal sweeps of the dam.
This allowed the engineers to continue to monitor the erosion and water under
the concrete slabs; at times flying as close to 2 meters from the damaged area.
The footage was provided 24/7 and assisted with other organisations who
requested to use it this amassed over 35 hours continual flight time throughout
the 6 days.
4.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH THE CONSTABULARY,
REGIONAL PCCS, THE POLICE ICT COMPANY AND OTHER PARTNERS
TO UNDERSTAND DEVELOPMENTS IN TECHNOLOGY AND IT SYSTEMS
THAT WILL FACILITATE MORE EFFICIENT ANDC EFFECTIVE WORKING

4.1.

National Strategy

4.2.

The National Policing Vision 2025 is going to be supplemented by the National
Digital Strategy (2020 – 2030). This is being created by the Police ICT Co,
National Police Technology Council and Digital Policing portfolio. It aims to
highlight the value of digital technologies and behaviours and guides forces on
how to transform through to 2030 and act as a catalyst for change; by
understanding external pressures of disruptive technologies and societal trends
that may create opportunities or threats that should be reacted to.

4.3.

As the force wants to be innovative and digitally excellent, the education around
these disruptive technologies is key to allow us to develop our cultural thinking
and suggest new ideas. Some of the disruptors are already with us, some we are
aware of and some we need to explore now for the future. By looking at the
challenges facing policing up to 2030, it will demystify and normalise discussion
around them. To support understanding of this IS ran a two-week series of
disruptive technologies overviews on the intranet (Connect) in June 2019.
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4.4.

Disruptive Technologies Diagram

4.5.

National Portfolios

4.6.

Programmes of work within the national portfolio have continued during 2019
with varied degrees of progress. The ESN and NLEDs programmes are still
working on revised plans and delivery dates these are due in the latter part of
2019.
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4.7.

Derbyshire have been at the forefront of the National Enabling Programme and
have been one of the first forces to formally progress to a business pilot.

4.8.

We have also been an early Single Online Home adopter and an exemplar force
in frontline digital mobility. These two programmes are part of the National Digital
Policing Portfolio.

4.9.

National Enabling Programme (NEP)

4.10. The NEP brings new innovative technology which the force can adopt to ensure
greater efficiency. The programme aims to improve processes for all officers and
staff. Derbyshire have completed the 50 user technical trial between June and
August 2019 and received permission from the National Programme to progress
to the 250 business user pilot in September 2019.
4.11. The business pilot focuses on five main areas: internal briefings, video training,
intelligence briefing and tasking, safety referrals with Derbyshire Fire and Rescue
Service and analyst workflow.
4.12. Use cases for each of these have been agreed with the national NEP team
(largely staffed by Deloittes). Current progress is good through the different
phases with the end phase being full roll out. The 250 users are now live in the
8
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High Peak (Buxton and Glossop) and Derby (Cotton Lane).
4.13. The target is to ensure the full roll out is completed by August 2020. The force
intends to continue developing use cases beyond the initial five to create more
efficiencies and more digital excellence. The IS team of the future will be looking
at creating skilled resources to help exploit these future benefits.
4.14. Key benefits of NEP
4.15. There are a vast variety of benefits that NEP will bring to the force a few of these
are in the diagram below.

4.16. As part of NEP, Derbyshire are now linked to the National Management Centre
(NMC). This provides a new level of security for the cloud-based NEP solution
and is provided by BT. This gives us monitoring 24/7 365 days a year, with
proactive alerting to inform us of events that take place across our Azure (cloud)
and Office 365 environments. This will mean the NMC will have a large pool of
security log data to learn from, which will result in a better understanding of
threats.
4.17. Frontline Digital Mobility
4.18. Officers from the IS optimising technology team, attended the Frontline Digital
Mobility (FDM) Eastern workshop where they took part in scenarios with
attendees from other forces, including both mobility/business transformation
9
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representatives and frontline officers. This event was one of a series of regional
workshops that was held to directly inform the development of a benefits
framework and maturity model for the FDM within the Digital Policing Portfolio
(DPP). Also present was an academic partner from the University of Leeds, who
brought many years of mobile policing research to the FDM.
4.19. By participating in the workshops, forces benefited from:
•

More information on the plans for FDM and other DPP programmes;

•

The opportunity to help shape FDM's work

•

The chance to connect with other forces and suppliers

•

The opportunity to inform ideas for benefits measurement

•

Having time with a DPP Business Engagement Officer

4.20. Optimising Our Mobile Solution
4.21. A Pronto app has been developed to enable officers to update the COMPACT
missing persons database from their Mobile Data Terminals (MDTs).
4.22. The benefits of the app for missing persons investigations are two-fold:
•

To improve the effectiveness of missing investigations by having real-time
COMPACT updates from officers using their MDTs.

•

To enable front-line officers to use Pronto, with which they are familiar, rather
than COMPACT.

4.23. Once the COMPACT report has been created, investigating officers will be able
to complete the risk assessment in company with the informant, record the result
of searches and enquiries at the scene and create new tasks on the basis of
information received. This will benefit the momentum of the investigation and
also improve supervisory oversight.
4.24. Risk Management and Staff Benefits
4.25. A dynamic configurable system has been purchased which now provides two
solutions to the force, Keto.
4.26.

Risk Management was implemented at the beginning of the year for the logging
and tracking of corporate risks. The system was configured over a number of
months by Keto based on the requirements presented by the risk management
team and IS. The new system provides an improved experience for users and
allows reporting to be very flexible.

4.27.

Sports Club Ticket Booking was developed by Keto along with the IS Business
Analyst to include all the functionality required based on current processes. The
new solution allows end users to view a calendar and book their own corporate
tickets without the need to contact reception. A printable ticket is generated with
the name of the user and date of visit shown. Tickets can also be cancelled if
required. The next steps are to look at the use of e-tickets displayed on mobile
devices rather than printable tickets, to further improve our carbon footprint.

4.28. Lima Forensics Portal
4.29. The Lima Digital Forensics Case Management Portal went live in October and is
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designed to replace a current electronic form which previously had to be
uploaded into the Digital Forensic Unit (DFU) system.
4.30. It integrates directly with the DFU’s case management system, and users of the
Lima Portal will be able to view case updates once their submission is approved.
4.31. BWV - Firearms
4.32. The Derbyshire Firearms Officers have been equipped with cameras to trial their
functionality as well as how suitable they are physically when attached to officers’
caps or ballistic helmets. This was a regional project and following the internal
discussion, it was felt that the cameras were physically not suitable. This was
because they are too heavy for the fabric caps and they protruded out of the side
resulting in them being easily knocked out of line.
4.33. In addition, the footage captured in some circumstances, such as low-light were
deemed by the Officers to be unacceptable.
4.34. Derbyshire IS have engaged with the supplier and the region to resolve the low
light issue but all attempts to improve this have not proved to be satisfactory. A
further review is now ongoing.
5.

SUB-OBJECTIVE 3: THE PCC WILL WORK WITH THE CONSTABULARY
AND PARTNERS TO IMPROVE INFORMATION SHARING IN RELATION TO
A NUMBER OF PRIORITY AREAS, INCLUDING THE USE OF MULTIAGENCY SYSTEMS WHERE APPROPRIATE

5.1.

Niche Upgrade

5.2.

During 2019 there has been two Niche upgrades which included a series of
functionality changes to occurrences and intelligence, person records,
addresses, property and case file changes.

5.3.

The major enhancement to the system is in Forensics - this will reduce doublekeying into multiple systems, errors and general work-load. It will act as a onestop shop for officers to be able to generate summary reports and it will help
review forensic events, as well as reduce the number of queries for those having
trouble deciphering analytical reports.

5.4.

Derbyshire Capture Online

5.5.

Derbyshire Capture will allow dash cam footage and mobile footage of road
traffic incidents to be submitted to us digitally by the public via our website. It is a
secure portal for members of the public and will reduce considerably the amount
of time officers spend collecting footage. It is a simple to use platform and has
the ability to view footage from any force computer and to send directly to Crown
Prosecution Service (CPS).

5.6.

Future development will be the ingestion of CCTV from the Public or commercial
organisations. This will enable the viewing of CCTV on all Force networked
machines in addition to sharing footage between colleagues and with the CPS.
Further efficiencies will be seen in the reduced amount of time required to collect
footage and requests to edit by the CCTV process unit. The live pilot has been
scheduled for November 2019 with approximately 40 officers taking part across
the county.
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5.7.

Derbyshire has varied profiles of CCTV functionalities i.e. Custody CCTV,
building access CCTV (to monitor across our sites) and third parties CCTV.

5.8.

A project has been initiated to acquire the CCTV feeds from the following third
parties.
•
•
•
•
•
•

5.9.

Derby City Council
Chesterfield Borough Council
Intu Derby
Chesterfield FC
Derby County FC
East Midlands Railways

The feeds obtained from the third parties are live footage which are used only for
situational awareness in our Silver Command Suite. These feeds enhance public
safety by allowing the Commander to see multiple locations, to assist in effective
management of resources on the ground. This would be especially useful during
high risk football matches, fires, bomb threats, terrorist attacks and in large scale
public disorder.

5.10. The phase one of this project is to acquire the CCTV feeds from Chesterfield FC,
Derby City Council and Chesterfield Borough Council. The Chesterfield FC
solution is successfully implemented, and we are currently working with Derby
City Council and Chesterfield Borough Council to finalise their implementations.
5.11. ANPR
5.12. The National ANPR Service (NAS) is new technology that will replace the
existing national and local ANPR systems to create a single national data set. It
will standardise Automatic Number Plate Recognition (ANPR) capability across
Law Enforcement Agencies (LEAs). It is a national programme which is being led
by the Home Office. Since early 2019 the Force has been submitting its ANPR
reads to the NAS and the existing solution. The support of the Programme, by
the Force, was recognised by the Home Office with two individuals specifically
thanked for their help in meeting the milestone. The full functionality for the NAS
should be available in Quarter 1 2020, at which point the existing Back Office
Function (BOF) solution will be decommissioned.
5.13. All the ANPR fleet have been updated to meet the “Regulation 109 in Car Screen
Use”, this has been a mandatory requirement driven by the Home Office.
5.14. The ANPR fleet has increased by nearly 30% in the last 12 months, which has
been funded partly through partnerships with local councils. This increase is also
due to Firearms purchasing ANPR equipment to assist with their CCTV
requirements.
5.15. In the last 12 months Derby inner city ANPR sites have been replaced as part of
the force capital refresh program with Chesterfield Ring road to follow.
6.

SUB-OBJECTIVE 4: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO DEVELOP WAYS IN WHICH PEOPLE CAN ENGAGE WITH US USING
SOCIAL MEDIA, INCLUDING DEVELOPING DIGITAL ENGAGEMENT
CAPABILITIES WITHIN MY OFFICE
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6.1.

Digital Engagements with the Public

6.2.

Derbyshire Alert

6.3.

Derbyshire Alert is the force’s method of contacting the public in large numbers
via e-mail. It is a two way messaging system allowing users to reply back to our
messages, with relevant information and to the person who sent the email.
Information received can be acted on instantly which helps to speed up the
process of crime investigation. Information can be added to Niche as it is
received, allowing the officer in the case to pursue lines of enquiry which the
public report to us via the alert system.
Derbyshire Alert is an excellent
engagement tool and helps our Safer Neighbourhood Teams to keep in contact
with people in the areas they cover.

6.4.

This was funded by the PCC so that residents and businesses can receive
information to help reduce their risk of becoming a victim of crime. A digital
engagement officer is part of the group PCC team that promotes the service.

6.5.

The system currently contains details of 29,000 residents of Derbyshire, who
have agreed to assist us with our enquiries where they can. The system is a
sharing platform for our messages and users are encouraged to forward the
messages to their local Facebook and WhatsApp groups. This gives our
messages a wide reach to a targeted audience in a specific area where a crime
may have occurred. In addition to crime alerts, we use the system to send out
missing person appeals and crime prevention messages.

6.6.

Our Safer Neighbourhood Team (SNT) officers have been trained to use the
Alert system and have signed up users to join the system. During our campaigns
we have signed up many users from around the county, via the mobile section of
the system, namely Rapport.

6.7.

Rapport has a section for allowing our officers to perform a quick and effective
survey, with a few questions which are geared to gain maximum information from
a resident about the area where they live. The survey tool is called Derbyshire
Talking. SNT officers will be speaking to residents at their home addresses and
asking for their thoughts on the area where they live. The resident will receive an
email within a 24 hour period after the survey, which will ask them to give us
specific details of where the problem is occurring. This information will be fed
into the alert system, which will instantly create a map showing the problem
areas. The system then analyses the area, showing us the problems reported.
The results will enable SNT officers to put measures in place to sort out the
issues. These measures may be liaising with our partners, namely the local
council, housing departments or Derbyshire Fire and Rescue Service. For
reported crime, SNT staff will be able to create plans of action to look at the
problem areas, arranging specific operations to target the issue. The information
can be used as an analytical tool in all areas of policing, as it creates a
demographic picture of our residents. The tool also gives us details of lifestyle
groups and ethnicity groups, giving us a rounded view of our communities within
Derbyshire.

6.8.

This survey tool on Rapport will allow our SNT officers to reply by email to the
residents who said there were specific problems. Officers can tell them what
they have done about the situation and update them with the work we are doing
to improve the area, keeping them in the loop and letting them know that we are
13
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acting on their information which in turn will build confidence and trust between
ourselves as the police and our residents of Derbyshire.
6.9.

The Derbyshire Talking survey will begin on 28 October 2019, when our SNT
officers will be speaking to residents and gathering their opinions and ideas.

6.10. Single Online Home (SOH) is part of a nationally-driven programme to
standardise public-facing police services, which offers a ‘digital front counter’ that
will enable visitors to report crime and incidents as well as performing
transactional services via our website. This gives the public an alternative to
reporting these in person or via 101, complements our social media reporting
capabilities and offers the force efficiency savings through these digitised
services. Single Online Home was originally designed for the Metropolitan Police
and is being adopted by almost all 43 UK police forces. For Derbyshire, it:
•
•
•

Offers visitors a more transactional experience, making it easier for them to
submit reports through the website such as reporting a road traffic incident or
a crime.
Offers a consistent user experience for visitors across all force websites.
Focuses on delivering these services in a mobile-friendly format.

6.11. A number of new services will be added to the site in coming months, including
‘Your Area’ which will include crime stats, Safer Neighbourhood Team
information, local news and appeals as well as a place for members of the public
to voice their concerns to their local teams.
6.12. Social Media Engagement
6.13. Derbyshire was one of the first forces to utilise social media and continues to
provide a comprehensive service over these channels. As well as the force’s
main pages it has around 170 local and specialist social media accounts on
Twitter and Facebook, providing a universal service across the county for the
public to get in touch with their neighbourhood officers through this convenient
medium.
6.14.

Interactions to the force’s main channels are centrally and comprehensively
monitored, ensuring all actionable comments are responded to, community
opinions are shaped and the force’s reputation is managed appropriately.

6.15. In addition to pure engagement, since June 2018 the force has provided multiple
options for the public to directly contact our Control Room to either ask queries or
report crime via social media, through Facebook and Twitter - Digidesk.
6.16.

Intranet The force’s new intranet, Connect, was designed from the outset to be
a mobile-friendly platform, allowing officers to get the latest communications from
the force, as well as accessing vital policing process information, force forms and
transactional services, from wherever they are based – in the office and out in
our communities. It also allows them to interact with their colleagues, sharing
their thoughts, opinions and essentially giving them a digital identity and voice on
the system.

7.

RISKS AND THREATS

7.1.

IS Resourcing – The force business need and now national implementations are
demanding a change in the skillset of the IS team. For example, Microsoft
14

APPENDIX B TO AGENDA ITEM 8B
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2019

development skills (NEP) and data engineer skills (analytics). Mitigation - To
facilitate progress contract resource has been employed whilst permanent
recruitment and importantly development of internal IS team members (as part of
team of the future) takes place. Resourcing will continue to be an issue as
technology changes. A continual review within the IS Leadership team will occur
to allow early interventions on these
7.2.

Delivery risk – There are two significant national programmes that are currently
being re-planned and will have a significant effect on the force. These will need
to be planned against our current and future projects which include NEP and
Analytic rollouts to the whole of the force, work to enhance the telephony solution
for public contact and how we manage digital assets and evidence going forward.
Alongside any future digital projects and disruptors, the force may not be able to
deliver all of these at the same time depending on the competing
deadlines. Mitigation - the design and financial futures boards will provide
oversight on the priorities and project costs to affect the best business change
outcomes for Derbyshire.

7.3.

Financial risk – The cost of change for systems and the constant advancement
in technology means that the force may not be able to financially fund all of the
ambitious plans we have to put technology at the heart of what we do.
Mitigation - Business Change/ IS/Finance creating clear business cases and
roadmaps will allow the design board to make clear decisions on priorities.
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To receive, and therefore publish, the Annual Audit Letter from EY for the
financial year 2018/2019.

ATTACHMENTS
Appendix A. Annual Audit Letter 2018/19

RECOMMENDATIONS
1. That the Commissioner receive and publish the Annual Audit Letter for 2018/19,
noting the unqualified opinions for both value for money and on the statements of
accounts
2. That the Chief Constable receive and publish the Annual Audit Letter for 2018/19
noting the unqualified opinions for both value for money and on the statements of
accounts

CONTACT FOR ENQUIRIES
Name:

C/Supt Steve Pont

Tel:

0300 122 4140

Email

sgbenquiries@derbyshire.pnn.police.uk
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INFORMATION AND ANALYSIS
1. This report summarises the key findings for the financial year 2018/19 as
determined by the external auditor EY for the Police and Crime Commissioner
for Derbyshire and the Chief Constable of Derbyshire. Although addressed to
these two bodies as those responsible for governance, the report is of wider
public interest.
2. External auditors do not act as a substitute for audited body’s own responsibility
for putting in place proper arrangements to ensure that public business is
conducted in accordance with the law and proper standards, and that public
money is safeguarded and properly accounted for, and used economically,
efficiently and effectively. In this, the Commissioner and the Chief Constable are
supported by the work of the Joint Audit Risk and Assurance Committee
(JARAC).
3. EY’s report covers the work on the audit of the financial statements for 2018/19
and the arrangements to secure value for money for both the Commissioner and
the Chief Constable. A copy of the Annual Audit Letter is attached to this report
at APPENDIX A.
4. The external auditor has issued an unqualified conclusion on the Commissioner
and the Chief Constable’s arrangements to secure value for money. The report
did not identify any significant risks as part of the VFM conclusion.
5. Furthermore the external auditor has issued an unqualified opinion on the
financial statements of the Commissioner and the Chief Constable, believing that
both sets of statements give a true and fair view of the financial position of the
two bodies at the end of March 2019.
6. The Annual Audit Letter was reviewed by the JARAC at its meeting on 31
October 2019.

2

AGENDA ITEM 9A
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2018

3

The Police and Crime
Commissioner for Derbyshire and
Chief Constable of Derbyshire
Constabulary
Annual Audit Letter for the year
ended 31 March 2019
September 2019
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Public Sector Audit Appointments Ltd (PSAA) have issued a ‘Statement of responsibilities of auditors and audited bodies’. It is available from the Chief Executive
of each audited body and via the PSAA website (www.psaa.co.uk).
This Statement of responsibilities serves as the formal terms of engagement between appointed auditors and audited bodies. It summarises where the different
responsibilities of auditors and audited bodies begin and end, and what is to be expected of the audited body in certain areas.
The ‘Terms of Appointment (updated April 2018)’ issued by PSAA set out additional requirements that auditors must comply with, over and above those set out in
the National Audit Office Code of Audit Practice (the Code) and statute, and covers matters of practice and procedure which are of a recurring nature.
This Annual Audit Letter is prepared in the context of the Statement of responsibilities and Terms of Appointment. It is addressed to the Members of the audited
body, and is prepared for their sole use. We, as appointed auditor, take no responsibility to any third party.
Our Complaints Procedure – If at any time you would like to discuss with us how our service to you could be improved, or if you are dissatisfied with the service
you are receiving, you may take the issue up with your usual partner or director contact. If you prefer an alternative route, please contact Steve Varley, our
Managing Partner, 1 More London Place, London SE1 2AF. We undertake to look into any complaint carefully and promptly and to do all we can to explain the
position to you. Should you remain dissatisfied with any aspect of our service, you may of course take matters up with our professional institute. We can provide
further information on how you may contact our professional institute.
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Executive Summary

We are required to issue an annual audit letter to the Police and Crime Commissioner for Derbyshire (PCC) and the Chief Constable of Derbyshire Constabulary (CC) following completion of our audit procedures
for the year ended 31 March 2019. Below are the results and conclusions on the significant areas of the audit process.
Area of Work

Conclusion

Opinion on the Group, PCC’s and CC’s:
►

Financial statements

Unqualified – the financial statements give a true and fair view of the financial position of the Group, PCC and CC and Pension Fund as at
31 March 2019 and of its expenditure and income for the year then ended

►

Consistency of other information published with the financial
statements

Other information published with the financial statements was consistent with the Annual Accounts.

Concluding on the Group, PCC’s and CC’s arrangements for securing
economy, efficiency and effectiveness

We concluded that you have put in place proper arrangements to secure value for money in your use of resources

Area of Work

Conclusion

Reports by exception:
►

Consistency of Annual Governance Statements

The Governance Statements for both the PCC and CC were consistent with our understanding of the Group and each single entity.

►

Public interest report

We had no matters to report in the public interest.

►

Written recommendations to the Group, PCC and CC, which should
be copied to the Secretary of State

We had no matters to report.

►

Other actions taken in relation to our responsibilities under the Local We had no matters to report.
Audit and Accountability Act 2014

Area of Work

Conclusion

Reporting to the National Audit Office (NAO) on our review of the
Group’s Whole of Government Accounts return (WGA).

The Group is below the specified audit threshold of £500 million specified by the National Audit Office. Therefore, we did not perform any
audit procedures on the consolidation pack
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Executive Summary (cont’d)

As a result of the above we have also:
Area of Work

Conclusion

Issued a report to those charged with governance of the PCC and CC
communicating significant findings resulting from our audit.

Our Audit Results Report was issued on 25 July 2019 with the final document issued on 9 August 2019

Issued a certificate that we have completed the audit in accordance
with the requirements of the Local Audit and Accountability Act 2014
and the National Audit Office’s 2015 Code of Audit Practice.

Our certificate was issued on 9 August 2019.

We would like to take this opportunity to thank staff at the PCC and CC for Derbyshire for their assistance during the course of our work.

Hassan Rohimun
Associate Partner
For and on behalf of Ernst & Young LLP
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Purpose and Responsibilities

The Purpose of this Letter
The purpose of this annual audit letter is to communicate to Members and external stakeholders, including members of the public, the key issues arising from our work,
which we consider should be brought to the attention of the Group, PCC and CC. We have already reported the detailed findings from our audit work in our 2018/19
Audit Results Report to the 25 July 2019 Joint Audit Risk and Assurance Committee (JARAC), representing those charged with governance. We do not repeat those
detailed findings in this letter. The matters reported here are the most significant for the Group, PCC and CC.
Responsibilities of the Appointed Auditor
Our 2018/19 audit work has been undertaken in accordance with the Audit Plan that we issued for the 13 February 2019 JARAC meeting and is conducted in
accordance with the National Audit Office's 2015 Code of Audit Practice, International Standards on Auditing (UK), and other guidance issued by the National Audit
Office.
As auditors we are responsible for:
►

Expressing an opinion:
►

On the 2018/19 financial statements including the pension fund; and

►

On the consistency of other information published with the financial statements.

►

Forming a conclusion on the arrangements the Group, PCC and CC has to secure economy, efficiency and effectiveness in its use of resources.

►

Reporting by exception:
►

If the annual governance statement is misleading or not consistent with our understanding of the PCC and CC;

►

Any significant matters that are in the public interest;

►

Any written recommendations to the Group, PCC and CC, which should be copied to the Secretary of State; and

►

If we have discharged our duties and responsibilities as established by the Local Audit and Accountability Act 2014 and Code of Audit Practice.

Alongside our work on the financial statements, we also review and report to the National Audit Office (NAO) on your Whole of Government Accounts return. The PCC
and CC is below the specified audit threshold of £500mn. Therefore, we did not perform any audit procedures on the return.
Responsibilities of the PCC and CC
The Group, PCC and CC are responsible for preparing and publishing their statement of accounts accompanied by an Annual Governance Statement (AGS) for each set of
accounts for the PCC and CC. In the Annual Governance Statement, the PCC and CC report publicly each year on how far they comply with their own code of governance,
including how they have monitored and evaluated the effectiveness of their governance arrangements in year, and any changes planned in the coming period.
The Group, PCC and CC are also responsible for putting in place proper arrangements to secure economy, efficiency and effectiveness in their use of resources.
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Financial Statement Audit

Key Issues
The Group’s, PCC and CC’s Statement of Accounts are an important tool for the Group, PCC and CC to show how they have used public money and how they can demonstrate their financial
management and financial health.
We audited the Group, PCC and CC and Pension Fund’s Statement of Accounts in line with the National Audit Office’s 2015 Code of Audit Practice, International Standards on Auditing (UK),
and other guidance issued by the National Audit Office and issued an unqualified audit report on 9 August 2019.
Our detailed findings were reported to the 25 July 2019 JARAC with our final Audit Results Report issued on 9 August 2019.
The key issues identified as part of our audit were as follows:
Significant Risk

Conclusion

Misstatements due to fraud or error

We focussed on the following judgemental areas:

The financial statements as a whole are not free of material misstatements
whether caused by fraud or error.
As identified in ISA (UK) 240, management is in a unique position to
perpetrate fraud because of its ability to manipulate accounting records
directly or indirectly and prepare fraudulent financial statements by
overriding controls that otherwise appear to be operating effectively. We
identify and respond to this fraud risk on every audit engagement.

• Capitalisation of revenue expenditure - testing additions to capital expenditure to assess if items were
appropriate for the PCC to capitalise.
• Cut-Off procedures covering Short-term Creditors, encompassing accruals and provisions - to assess if the
Group, PCC and CC had recorded transactions in the correct year and whether provisions were appropriate.
• Collaboration - We reviewed the underlying allocation of expenditure in the PCC’s and CC’s accounts and
did not find any errors.
• Testing of manual journals.
We did not identify any material weaknesses in controls or evidence of material management
Override or instances of inappropriate judgements being applied.

Risk of fraud in revenue and expenditure recognition

We did not find any evidence of fraud or error as regards revenue and expenditure recognition.

Auditing standards also required us to presume that there is a risk that
revenue and expenditure may be misstated due to improper recognition or
manipulation.
We respond to this risk by reviewing and testing material revenue and
expenditure streams and revenue cut-off at the year end.
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Financial Statement Audit (cont’d)

The key issues identified as part of our audit were as follows: (cont’d)
Other Areas of Audit Focus

Conclusion

Pension Liability Valuation

We were satisfied that the required IAS 19 disclosures were reflected in the financial
statements and were based on accurate supporting information.

The Local Authority Accounting Code of Practice and IAS19 require extensive disclosures
within the financial statements regarding membership of the Local Government Pension
Scheme administered by Derbyshire County Council.
The information disclosed is based on the IAS 19 report issued to the PC and CC by the
actuaries to the Derbyshire Pension Fund and also the Police Pension Fund. Accounting for
these schemes involves significant estimation and judgement and therefore management
engages an actuary to undertake the calculations on their behalf. ISAs (UK and Ireland) 500
and 540 require us to undertake procedures on the use of management experts and the
assumptions underlying fair value estimates
Valuation of Land and Buildings
The fair value of Property, Plant and Equipment including assets held for sale, represent
significant balances in the Group accounts and are subject to valuation changes, impairment
reviews and depreciation charges.
Management is required to make material judgemental inputs and apply estimation techniques
to calculate the year-end balances recorded in the balance sheet.

We were satisfied that the classification and valuation of assets reported in the financial
statement were materially correct.
We recommended that the PCC:
• Formally assesses the need to value its larger specialised assets frequently to take
account of build costs outside of the five year cycle; and
• Commissions a formal impairment review from its valuer to determine whether there has
been a material movement in values year on year.

Implementation of new accounting standards: IFRS 9 Financial Instruments and IFRS 15
Revenue contracts with customers

We reviewed the work performed by management to determine the impact the new
standards on the financial statements.

There is a risk that the Council does not implement the requirements of the new standards
correctly.

Our audit work did not identify any issues to report in regards to these changes

IFRS 9 is applicable for local authorities from the 2018/19 financial year and will change; how
financial assets are classified and measured; How the impairment of financial assets are
calculated; and the disclosure requirements for financial assets.
IFRS15 is applicable for local authorities from the 2018/19 financial year. The key
requirements of the standard cover the identification of performance obligations under
customer contracts and the linking of income to the meeting of those performance obligations.
The 2018/19 Cipfa Code of practice on local authority accounting provides guidance on the
application of IFRS 9 and IFRS 15.
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Financial Statement Audit (cont’d)

The key issues identified as part of our audit were as follows: (cont’d)
Other Areas of Audit Focus

Conclusion

Accounting for the PFI schemes
The PCC has two PFI schemes covering the Police Headquarters at Derby
and the police station at Ilkeston.

We did not find any material misstatements from our review of the accounting entries from the accounting
model.

There is a risk that disclosures in the financial statements are not
consistent with the PFI operating model.
Accounting for associates and joint ventures
The PCC operates a joint venture with the Derbyshire Fire and Rescue
Authority (DFRS) covering the development, management, operation and
maintenance of a joint Headquarters and Training Centre.

Our work concluded that the equity method of accounting by the PCC of the LLP transactions was appropriate
and in line with the CIPFA code of Practice for joint venture accounting.
We did not find any material misstatements from our review of LLP transactions.

The PCC Group accounts for the post-acquisition change in the investor’s
share of net assets of the investee.
There is a risk of misstatement that the accounting treatment of the joint
service arrangements are not in accordance with the relevant accounting
standard in the financial statements.
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Financial Statement Audit (cont’d)
Our application of materiality
When establishing our overall audit strategy, we determined a magnitude of uncorrected misstatements that we judged would be material for the financial
statements as a whole.
Entity

Basis of materiality

Group

Gross revenue expenditure

£5.7m

£2.8m

£0.28m

PCC

Gross assets

£1.7m

£0.9m

£0.09m

CC

Gross revenue expenditure

£5.6m

£2.8m

£0.28m

Pension Fund

Benefits payable

£1.2m

£0.58m

£0.06m

Other materiality levels

Reporting threshold

Planning materiality

Performance materiality

Audit differences

We also identified the following areas where misstatement at a level lower than our overall materiality level might influence the reader. For these
areas we developed an audit strategy specific to these areas. The areas identified and audit strategy applied include:
►

Remuneration disclosures including any severance payments, exit packages and termination benefits:

►

Related party transactions.

►

We evaluate any uncorrected misstatements against both the quantitative measures of materiality discussed above and in light of other
relevant qualitative considerations

We agreed with JARAC that we would report corrected errors in excess of performance materiality and uncorrected errors above Audit Difference
levels as set out in the table.
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04 Value for Money

Value for Money

We were required to consider whether the PCC and CC put in place ‘proper arrangements’ to secure economy, efficiency and effectiveness in its use of resources. This is
known as our value for money conclusion.
Proper arrangements are defined by statutory guidance issued by the National Audit Office. They comprise your arrangements to:
►

Take informed decisions;

►

Deploy resources in a sustainable manner; and

►

Work with partners and other third parties.

Informed
decision
making

Proper
arrangements for
securing value for
money
Sustainable
resource
deployment

Working
with
partners
and third
parties

We issued an unqualified value for money conclusion on 9 August 2019. The table below present the findings of our work in response to the risk identified.

14

Value for Money (cont’d)

We therefore issued an unqualified value for money conclusion on 9 August 2019.
Significant Risk

Conclusion

Achievement of Savings Needed over the Medium Term

We identified that the process for setting the PCC’s and CC’s budget is sound and we concluded that the MTFP identifies
the key assumptions expected to underpin the 2019/20 budget.

In common with other Police bodies Derbyshire Police is facing
significant financial pressures in the medium term.
In January 2018, the MTFS reported a forecast deficit of
£2.35m by 2020/21. Review of the updated MTFS in January
2019, highlighted that the financial challenges had increased
with the cumulative forecast deficit to 2022/23,now standing
at £6.3 million. This is predicated on the contribution of
reserves totalling £6.6m from 2019/20 to 2021/22.
The PCC and CC are taking action to identify plans to mitigate
the risks.

In considering financial resilience we noted that the current use of reserves to support the budget is not sustainable in the
medium term. We recommended that the robustness of assumptions underpinning the savings will need to be kept under
review, delivery monitored and where appropriate mitigating actions identified.
HMICFRS Inadequate Rating for Crime Data Integrity
In March 2019 HMICFRS provided an inadequate rating for the CC’s Crime Data Integrity, finding that the Force is underrecording up to 30,000 crimes each year. In response to the report the force established an action plan to address the
identified improvement areas. We noted that the improvement actions should enable the force to better utilise crime data
to ensure resources are effectively deployed to address public needs.
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Other Reporting Issues

Whole of Government Accounts
We performed the procedures required by the National Audit Office on the accuracy of the consolidation pack prepared by the Group for Whole of Government Accounts purposes. We had
no issues to report.
The Group is below the specified audit threshold of £500 million. Therefore, we did not perform any audit procedures on the consolidation pack.

Annual Governance Statement and Narrative Report
We are required to consider the completeness of disclosures in the PCC and CC’s annual governance statement, identify any inconsistencies with the other information of which we are
aware from our work, and consider whether it is misleading.
We reviewed the Annual Governance Statement and can confirm it is consistent with other information from our audit of the financial statements. We requested amendments to ensure
that Statement complies with the Code of practice to include information about the governance arrangements for group activities and an action plan and conclusion within the PCC
accounts. In addition, the PCC and CC did not publish on its website by 31 May 2019 the separate documents specifying how it complied with the seven principles of within Delivering Good
Governance in Local Government: Framework (CIPFA/Solace) 2016 which is an integral apart of the Annual Governance statement as required by the Accounts and Audit Regulations.
The PCC and CC amended the Narrative Report to record the inadequate rating as regards Crime Data Integrity within the non- financial performance section.

Report in the Public Interest
We have a duty under the Local Audit and Accountability Act 2014 to consider whether, in the public interest, to report on any matter that comes to our attention in the course of the audit
in order for it to be considered by the PCC and CC or brought to the attention of the public.
We did not identify any issues which required us to issue a report in the public interest.

Written Recommendations
We have a duty under the Local Audit and Accountability Act 2014 to designate any audit recommendation as one that requires the PCC and CC to consider it at a public meeting and to
decide what action to take in response.
We did not identify any issues which required us to issue a written recommendation.
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Other Reporting Issues (cont’d)

Objections Received
We did not receive any objections to the 2018/19 financial statements from members of the public.

Other Powers and Duties
We identified no issues during our audit that required us to use our additional powers under the Local Audit and Accountability Act 2014.

Independence
We communicated our assessment of independence in our Audit Results Report to the JARAC on 25 July 2019. In our professional judgement the firm is independent and the objectivity of
the audit engagement partner and audit staff has not been compromised within the meaning regulatory and professional requirements.

Control Themes and Observations
As part of our work, we obtained an understanding of internal control sufficient to plan our audit and determine the nature, timing and extent of testing performed. Although our audit was
not designed to express an opinion on the effectiveness of internal control, we are required to communicate to you significant deficiencies in internal control identified during our audit.
We have adopted a fully substantive audit approach and have therefore not tested the operation of controls.
Our audit did not identify any controls issues to bring to the attention of the JARAC.
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Focused on your future
The Code of Practice on Local Authority Accounting in the United Kingdom introduces the application of new accounting standards in future years. The impact on the PCC
and CC is summarised in the table below.
Standard

Issue

Impact

IFRS 16 Leases

It is currently proposed that IFRS 16 will be applicable for local authority
accounts from the 2020/21 financial year.

Until the 2020/21 Accounting Code is issued and any statutory
overrides are confirmed there remains some uncertainty in this
area.

Whilst the definition of a lease remains similar to the current leasing standard;
IAS 17, for local authorities who lease a large number of assets the new
However, what is clear is that the PCC and CC will need to undertake
standard will have a significant impact, with nearly all current leases being
a detailed exercise to identify all of its leases and capture the
included on the balance sheet.
relevant information for them. The PCC and CC must therefore
ensure that all lease arrangements are fully documented.
There are transitional arrangements within the standard and although the
2020/21 Accounting Code of Practice for Local Authorities has yet to be
issued, CIPFA have issued some limited provisional information which begins
to clarify what the impact on local authority accounting will be. Whether any
accounting statutory overrides will be introduced to mitigate any impact
remains an outstanding issue.
IASB Conceptual
Framework

The revised IASB Conceptual Framework for Financial Reporting (Conceptual
Framework) will be applicable for local authority accounts from the 2019/20
financial year.
This introduces;
– new definitions of assets, liabilities, income and expenses;
– updates for the inclusion of the recognition process and criteria and new
provisions on derecognition;
– enhanced guidance on accounting measurement bases; and
- enhanced objectives for financial reporting and the qualitative aspects of
financial information.

It is not anticipated that this change to the Code will have a material
impact on Local Authority financial statements.
However, the PCC and CC will need to undertake a review to
determine whether current classifications and accounting remains
valid under the revised definitions.

The conceptual frameworks is not in itself an accounting standard and as such
it cannot be used to override or disapply the requirements of any applicable
accounting standards.
However, an understanding of concepts and principles can be helpful to
preparers of local authority financial statements when considering the
treatment of transactions or events where standards do not provide specific
guidance, or where a choice of accounting policies is available.
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Audit Fees
As part of our reporting on our independence, we set out below a summary of the fees paid for the year ended 31 March 2019.

Description

Final Fee 2018/19

Planned Fee 2018/19

Scale Fee 2018/19

£

£

£

Audit Fee – PCC Code work

To Be Confirmed

23,897

23,897

Audit Fee – CC Code work

To Be Confirmed

11,550

11,550

Total Audit Fee – PCC and CC Code work

To Be Confirmed

35,447

35,447

The final fee for 2018/19 will be subject to additional fees for work carried out in response to significant risks and change of scope, specifically the work identified in this
report, covering:
• Additional pensions procedures as a result of the McCloud and GMP judgements, as well as the actual asset position compared with the estimated position;
• Additional procedures on PPE valuation and PFI; and
• Work associated with the direct testing of the joint venture, DPFP LLP (shared with The Police and Crime Commissioner for Derbyshire).
We will discuss and agree these extra fees with management. The additional fees are subject to approval by the PSAA.
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1.

OVERVIEW

1.1

Recorded crime in Derbyshire increased by 22.2%, in the latest 12 months, in
comparison to the same period of the previous year. This is predominantly due
to an uplift in recording following the feedback from Her Majesty’s Inspectorate
of Constabularies and Fire and Rescue Services (HMICFRS) Crime and Data
Integrity (CDI) inspection.

1.2

The uplift in crime recording can mainly be seen in violence against the person
and sexual offences. Violence against the person without injury has seen the
largest increase with volumes nearly doubling over the time period.

1.3

Domestic abuse offence recording has also been impacted on by the
recommendations following the CDI inspection. Domestic Abuse recording has
increased by nearly 60% compared to the same period of the previous year.
Hate crime has also seen an increase, part of which may be due to the
recommendations following the CDI but also due to improved identification.

1.4

Knife crime offences has also seen year on year increases but it is not possible
to distinguish whether this is due to actual increases in offending or just
increased accuracy in recording. Child Sexual Exploitation recording has also
seen a substantial increase during the latest period which is also believed to be
due to improved identification and recording of this type of offending.

1.5

Work is still underway to provide accurate repeat crime victims as per national
definitions. Missing person incidents on Compact have seen noticeable
increases year on year. The reasons for this are changes in recording practices
in that missing with no apparent risk incidents have been recorded on Compact
in the latest year. Also, more robust decisions have been made in relation to
recording incidents to improve safeguarding.

1.6

Positive outcome rates have seen falls across the majority of crime types. This
is partially due to the increase in crime as a result of the CDI recommendations.
The types of crime that have seen an uplift in recording are also more likely to
have fewer avenues for investigation.

2.

HR SUMMARY

2.1

Officers, Staff and PCSO numbers have all increased in the reporting period
compared to the previous years. Some of the increase in staff is due to
apprentices being counted in the latest information whereas, apprentices were
previously excluded from all counts. This only accounts for some of the increase
however.

2.2

The number of Special Constables has fallen in the current period however, the
volume of duty hours has increased noticeably showing that Specials are now
doing more hours on average per person.

2.3

Both Police Officer and Police Staff sickness has fallen this period.

3.
3.1

999 AND 101 CALL HANDLING SUMMARY
Both 999 and 1010 call volumes have increased in the latest 12 months when
2
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compared to the previous 12 months. During this period there has also been an
increase in the average time to answer both types of incoming call with fewer
calls being answered within the threshold times. This may have been affected
by a change in policy which has resulting in more crimes being recorded at first
point of contact which has increased the time that call takers are held on each
call.
3.2

The abandonment rate for 999 class has fallen however.

4.

CONFIDENCE SUMMARY

4.1

Data from the Crime Survey for England and Wales reveals that 68.9% of those
surveyed within Derbyshire have confidence in the police in their area. While it
is noted that this is lower than the figure from the previous year, the difference is
not deemed to be significant.

4.2

The force internal victims satisfaction surveys reveal that 86.0% of victims
surveyed were either completely, very or fairly satisfied with the overall service
provided by the force.

4.3

It should be noted that due to changes in the survey methodology, the questions
asked and the sample sizes, the percentage victim satisfaction figure is not
comparable across different years. At present information is only available until
the end of July due to staffing issues. This is will be resolved in the upcoming
weeks.

5.

ORGANISATIONAL LEARNING CULTURE AND ETHICS SUMMARY

5.1

The number of complaints received and recorded has increased in the latest
period, as has the number of complaints being finalised. A possible explanation
for the increase in the numbers of complaints being recorded in that Derbyshire
has been the first force in the region to introduce Single Online Home as part of
the Digital Police Portfolio.

5.2

In addition to making it easier for visitors to access our services online and
providing a consistent user experience from force to force, it also allows visitors
to record complaints directly without having to go through the traditional methods
such as personal phone call or visit. This has therefore impacted on the total
number of complaints recorded by the force.

5.3

Even though there has been an increase in the numbers of complaints received,
the number are upheld have fallen to just 9 (2%).

6.

STOP AND SEARCH SUMMARY

6.1

The total number of stop and searches has increased slightly during the latest
period to 1,683 in the twelve months ending in September 2019. The number of
searches that are recorded varies from month to month and is often influenced
by proactive activity. Approximately two thirds of searches relate to controlled
drugs and therefore proactive work in this area will affect the overall figures.
Data prior to 2017 has not been included due to changes in the method of
recording and therefore the data is not comparable.
3
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7.

FIREARMS AND TASER SUMMARY

7.1

There has been an increase in the number of taser authorisations in the most
recent year.

7.2

This increase however should be viewed in the context of an increasing number
of taser officers. An additional 110 officers were trained in 2018 and there has
been further investment in to taser trained and enabled officers under the
Reform and Engage project that was created early in 2019 to make the best use
of the precept increase to best serve the communities of Derbyshire.

8.

RTCS SUMMARY

8.1

The number of fatal and serious road traffic casualties has increased slightly
during the time period but the number of fatal collisions has actually fallen during
the time period covered.

8.2

There is currently a young driver education programme that is ongoing in
schools and other learning establishments to try and change the attitudes of
young persons whether they are passengers or drivers in vehicles. The aim is to
try and reduce further the number of serious casualties within the younger
person age range. Approximately 90 sessions have already been delivered in
the 2018/19 academic year and bookings are being taken for the upcoming
academic year.

9.
9.1

CRIMINAL JUSTICE PERFORMANCE SUMMARY
During the period covered, there have been increases in the guilty pleas at first
hearing. The guilty pleas for first hearings for magistrates currently stands at
82% with the guilty pleas at first hearing for crown court standing at 44%.
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PERFORMANCE SCORECARD - CRIME, VULNERABILITY, INVESTIGATION & ASB
SPA Date:

RECORDED OFFENCES

1

Total Recorded Crime

2

Violence with Injury

3

Violence without Injury

4

Rape & Sexual Offences

5

Robbery

6

Burglary

7

Vehicle Crime

8

Shoplifting

9

Damage & Arson

10 Drug Possession
11 Drug Trafficking
12 Firearms Offences
13 Knife and Sharp Instrument Offences
14 Domestic Abuse offences
15 Child Sexual Exploitation
16 Hate Crime

VULNERABILITY

17 Repeat Crime Victims
18 Missing Persons incidents

CRIME INVESTIGATION

Unit

Time
period
covered

Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Aug 31st July
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

Unit

Time
period
covered

Volume/
% Change
Volume/
% Change

1st Oct 30th Sep
1st Oct 30th Sep

Unit

Time
period
covered

19 Total Recorded Crime

Rate

20 Violence with Injury

Rate

21 Violence without Injury

Rate

22 Rape & Sexual Offences

Rate

23 Robbery

Rate

24 Burglary

Rate

25 Vehicle Crime

Rate

26 Shoplifting

Rate

27 Damage & Arson

Rate

28 Drug Possession

Rate

29 Drug Trafficking

Rate

30 Hate Crime

Rate

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

2018/19

2017/18

2016/17

71013

22.2%

58107

5.3%

55182

4.1%

10118

11.9%

9043

22.9%

7359

2.2%

8462

91.9%

4410

15.2%

3829

-6.1%

2574

30.5%

1972

1.4%

1944

16.2%

698

8.4%

644

3.7%

621

20.6%

5969

-5.6%

6321

-1.6%

6427

-0.2%

5255

-8.8%

5760

-7.7%

6241

8.7%

5645

-7.0%

6070

-5.8%

6445

10.6%

8504

6.9%

7952

-3.5%

8239

1.9%

1618

-2.8%

1665

7.7%

1546

-8.6%

644

10.1%

585

15.2%

508

-3.4%

221

-15.3%

230

38.6%

166

-3.9%

641

13.0%

567

34.7%

421

24.6%

11705

58.5%

7383

19.9%

6160

-2.3%

233

99.1%

117

19.0%

98

-

1283

51.1%

849

36.1%

624

2.3%

2018/19

2017/18

2016/17

-

-

-

-

-

3672

31.9%

2784

67.4%

1663

2018/19

2017/18

-

2016/17

SDR

POR

SDR

POR

SDR

POR

15.2%

19.0%

17.8%

22.7%

21.6%

26.9%

18.5%

26.5%

20.8%

30.6%

27.1%

37.7%

10.7%

15.2%

20.6%

27.5%

29.2%

35.2%

11.5%

12.2%

13.1%

13.8%

17.7%

18.5%

13.1%

13.6%

15.7%

17.2%

23.6%

24.2%

4.7%

5.0%

6.1%

6.5%

6.5%

7.0%

5.1%

5.5%

4.8%

5.2%

5.1%

5.4%

31.4%

38.4%

35.4%

41.6%

41.9%

48.8%

10.6%

16.3%

11.0%

18.2%

12.0%

19.6%

76.8%

82.8%

72.7%

77.9%

78.7%

85.3%

61.5%

62.6%

44.5%

44.5%

82.1%

83.3%

18.4%

24.8%

22.4%

29.1%

31.3%

39.4%

31 Domestic Abuse Investigation

Rate

1st Oct 30th Sep

17.5%

19.5%

27.0%

30.2%

34.1%

37.8%

ANTI-SOCIAL BEHAVIOUR
32 Anti-Social Behaviour Incidents: Total
33 Anti-Social Behaviour Incidents: Personal
34 Anti-Social Behaviour Incidents: Nuisance
35 Anti-Social Behaviour Incidents: Environmental
36 Anti-Social Behaviour Incidents: Repeat Victims

Unit
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change
Volume/
% Change

Time
period
covered
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

2018/19

2017/18

2016/17

36976

-19.4%

45849

40808

-

12120

-35.9%

18913

19416

-

23572

-6.5%

25217

20351

-

1284

-25.3%

1719

1041

-

-

-

-

-

-

-

SOURCE INFORMATION
Crime and outcomes data has been extracted from Niche which is a live crime recording system and is subject to change.
Date period for crime data is based on the date that the crime record was created on Niche.
Date period for outcomes data is based on the date that the outcome was applied to the crime.
The positive outcome rate is based on the percentage of crimes that were resolved by way of a police positive outcome, which includes charges, cautions,
fixed penalty notices and community resolution outcomes.
Anti-Social Behaviour incidents data has been extracted from the controlworks MIS system.
Percentage changes for crimes and incidents represent the change when compared to the previous year.

COMMENTS
E.g. Any comments /caveats on reliability or comparison of data
Any specific events that may have impacted on the data, reasons for spikes or dips

PERFORMANCE SCORECARD - PERSONNEL
SPA Date:

Unit

Time period
covered

Headcount
2018/19

FTE
2018/19

Headcount
2017/18

FTE
2017/18

Headcount
2016/17

FTE
2016/17

1 Total Number of Police Officers

Volume

At 1st Oct

1835

1796

1788

1745.9

1772.0

1730.2

2 Number of Police Staff excl. PCSOs

Volume

At 1st Oct

1546

1369

1456

1278.5

1373.0

1201.3

3 Number of PCSOs

Volume

At 1st Oct

180

174

152

147.4

159.0

155.3

Unit

Time period
covered

2018/19

2017/18

2016/17

Volume

At 1st Oct

166

203

234

Volume

At 1st Oct

112

72

138

32566

29924

18636

7462

5142

4358

FORCE PERSONNEL

FORCE VOLUNTEERS
4 Number of Specials
5

Number of Police Service Volunteers
(PSV)

6 Number of Specials Duty Hours

Hours

7 Number of PSV Duty Hours

Hours

1st Oct 30th Sep
1st Oct 30th Sep

Unit

Time period
covered

2018/19

2017/18

2016/17

8 Black, Asian & Minority Ethnic

Proportion

At 1st Oct

4.2%

4.2%

4.1%

9 Female

Proportion

At 1st Oct

50.2%

48.9%

47.3%

10 LGBT+

Proportion

At 1st Oct

2.8%

2.3%

2.0%

11 Disabled

Proportion

At 1st Oct

4.0%

3.7%

3.6%

Unit

Time period
covered

2018/19

2017/18

2016/17

12 Police Officer Sickness

Working days
lost per
employee

1st Oct 30th Sep

8.39

8.88

8.78

13 Police Staff Sickness

Working days
lost per
employee

1st Oct 30th Sep

8.96

9.14

7.47

FORCE DIVERSITY

SICKNESS

Derbyshire

SOURCE INFORMATION
Data taken from HR Gateway system and Duty Sheet for Specials and PSV duty hours.

COMMENTS
FTE and headcount includes regional officers employed by Derbyshire. 2019 and 2018 strength/FTE figures taken from 1st October.
2017 taken as of 2nd Oct due to way in which data is cleansed on a monthly basis.

PERFORMANCE SCORECARD - OTHER FORCE INDICATORS
SPA Date:

CONTACT MANAGEMENT

Unit

1 Number of 999 calls

Volume

2 Average call time to answer 999 calls

Seconds

Proportion of 999 calls answered
in 15 seconds

%

3

4 Proportion of 999 calls abandoned

%

5 Number of 101 calls

Volume

6 Average call time to answer 101 calls

Seconds

Proportion of 101 calls answered
in 60 seconds

%

7

Time period
covered

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

2018/19

2017/18

2016/17

143,958

132,716

139,483

9.23

7.62

9.21

84.38%

90.23%

88.81%

0.71%

0.85%

2.23%

326,709

301,338

*

124.6

70.5

116.8

62.58%

75.66%

65.91%

14.12%

10.10%

13.59%

8 Proportion of 101 calls abandoned

%

CONFIDENCE & SATISFACTION

Unit

Time period
covered

2018/19

2017/18

2016/17

9

Proportion of people who have confidence
in the police in their local area

%

12 mths
to end Mar
19

68.9%

75.0%

73.4%

10

Proportion of victims satisfied with the
overall service provided by the police

%

1st Apr 31st July

86.0%

83.9%

75.5%

Unit

Time period
covered

2018/19

2017/18

2016/17

731

694

478

566

453

362

77%

65%

75%

492

416

378

2% (9)

5% (20)

4% (15)

2018/19

2017/18

2016/17

1683

1440

n/a

307

223

n/a

13%

13%

n/a

27%

28%

n/a

COMPLAINTS
11 Total complaints received

Volume

12 Total complaints recorded

Volume

13

Proportion of recorded complaints under
investigation

%

14 Number of complaints finalised

Volume

15 Proportion of upheld complaints

%

STOP SEARCH
16 Total Stop Searches conducted
17

Proportion of BAME Stop Searches
conducted

Unit

Volume
%

18 % Arrests

%

19 % Positive Outcomes

%

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
Time period
covered

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

FIREARMS & TASER AUTHORISATIONS

Unit

20 Total Firearms Authorisations

Volume

21 Total Firearms Discharges

Volume

22 Total Taser Authorisations

Volume

23 Taser: Drawn

Volume

24 Taser: Red Dot

Volume

25 Taser: Discharges

Volume

ROAD TRAFFIC COLLISIONS

Unit

26 No of fatal/serious road traffic casualties

Volume

27 No of fatal road traffic collisions

Volume

CRIMINAL JUSTICE

Unit

Guilty Plea at First Hearing Magistrates Court
Guilty Plea at First Hearing 29
Crown Court

%

28

%

30 Conviction Rate for Magistrates Court

%

31 Conviction Rate for Crown Court

%

Time period
covered

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

Time period
covered

1st Oct 30th Sep
1st Oct 30th Sep

Time period
covered

1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep
1st Oct 30th Sep

2018/19

2017/18

2016/17

241

215

177

4

2

3

586

550

406

88

58

32

131

85

29

25

14

7

2018/19

2017/18

2016/17

407

393

384

44

47

22

2019/20

2018/19

2017/18

82%

80.73%

70.55%

44%

41.60%

41.18%

86%

86.73%

85.43%

84%

82.09%

84.95%

SOURCE INFORMATION
999 and 101 calls:
Data is taken from the force internal call handling system.
*101 call data for 2016/17 has been omitted due to system changes which resulted in a significantly higher
number which is not comparable to the current recording process
Confidence data:
Data is taken from the Crime Survey for England and Wales. *The 2018/19 data is from April 2018 - March
2019 as this is the latest data available. Victim satisfaction data is from the force victim satisfaction surveys.
Due to changes in the survey methodology, the questions asked and the sample sizes, the percentage victim
satisfaction figure is not comparable across different years.
Stop and search:
Data has been taken from Niche which is a live system and is subject to change.
Firearms and Taser data:
(*) – Authorisations are based on the figures collected by the Force Incident Managers (FIMs) in the control
room. For Taser they will also include those officers who have self-authorised.
(**) – based on Home Office Data Returns submitted – number of discharges where persons involved.
(***) - 'Aimed', 'Arced', 'Drawn', 'Drive Stun', 'Fired', 'Red Dot' and 'UD' – Based on Taser Authorisations
Spreadsheet held in Operational Support.
Road Traffic Collisions

Road Traffic Collisions:
*Fatal RTC is defined as a collision where 1 or more persons have received injuries as a result of the RTC,
and died as a result within 30 days of the collision occurring. This excludes casualties who have died as a
result of medical causes (natural or suicide, ruled by a coroner inquest), those outside the 30 day period,
those that have occurred on private roads/land, and those outside the Derbyshire Force area.
Fatal/serious road traffic casualties – the combined number of casualties that have received fatal or serious
injuries as a result of a RTC occurring within Derbyshire, and that has been reported within 30 days of the
collision occurring.
Serious injuries include broken bones, fractures, concussion, hospital admission, internal injuries, and
include those injuries deemed life threatening or life changing.

COMMENTS
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PURPOSE OF THE REPORT
To present the Revised Revenue Budget for 2019/20 to capture the significant changes
since the original budget approval to reflect additional spending decisions, change
programmes and revised Force structures.

ATTACHMENTS
Appendix A. Revised Estimates 2019/20
Appendix B. Schedule of revised budget changes
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1. To approve the changes to the 2019/20 revenue budget.

2. To note the consequent increase in the required contribution from Reserves.
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Name:

Supt Steve Pont

Tel:

0300 122 5440

Email

spabenquiries@derbyshire.pnn.police.uk
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2.

INFORMATION AND ANALYSIS
OVERVIEW AND CONTEXT

2.1

Following the Government’s decision to allow all Police & Crime Commissioners
(PCC) to increase their Band D Council Tax by £24 in 2019/20, the budget
approved by the PCC for Derbyshire in January 2019 included ambitious plans
for investment in the Policing and Crime Plan and the Constabulary’s priorities.
This investment, totalling £4.982m, prioritised support for communities through
neighbourhood policing teams, rural crime teams, response policing and keeping
the county’s roads safe. Much of the funding increase was earmarked to recruit
58 additional police officers and 62 new police staff to support these areas.

2.2

Additional resources were also allocated to the force’s Prevention and Mental
Health Support, its capability around Tasers, use of Drone and ANPR
technology, and its criminal justice capacity.

2.3

In approving the £24 increase in Council Tax the PCC made it clear that he
wanted to see rapid progress in implementation. Plans were therefore put in
place to get most of the new units up and running by the early summer of 2019.
These plans included front-loading the required level of police officer recruitment
into the early part of the year.

2.4

Following the approval of the Budget further spending decisions were made by
the Force, either to facilitate the PCC’s investment plans or to progress other
service development. Key areas where additional resources have been
authorised are Communication & Engagement, Business Change and the
ongoing restructuring of the force’s estate. Active steps have also been taken to
ensure staffing levels within the Force Operation Room are maintained at full
establishment to meet demands for service received from the public.

2.5

All of the above means that the force has employed more resources and at a
faster rate during the year than allowed for in the Approved Budget. In addition
the force has also faced a high level of operational demand during the year,
2

AGENDA ITEM 11A
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2019

culminating in the high-profile operation to protect the residents of Whaley Bridge
from the dangers posed by the potential breaching of Todbrook reservoir dam.

2.6

As a consequence of this increase in investment after the budget approval, in
particular the employees over the funded establishment, and significant change
programmes, it is anticipated that overall expenditure will exceed the approved
budget by some £1.7m in 2019/20. This is in line with the in-year budget
monitoring reports received by the Strategic Priorities Board so far this year.

REVISED ESTIMATES
2.7

It is considered appropriate to formally revise the budget to reflect the impact of
decisions taken since the original budget approvals and to re-imburse functions
for expenditure incurred outside their normal level of operations. The revised
budget does not cover any of the decisions or funding in respect of any in year
uplift funding for extra officers.

2.8

The proposed Revised Estimates are set out at Appendix A. Changes compared
to the estimates approved by the PCC in January are analysed between:
•

Virements between budget headings to reflect re-allocations and repriortisations in the use of existing resources. (These movements are
itemised at Table 1 of Annex B).
The most significant virement is the removal of £0.988m from the Revenue
contribution to the Capital Programme and its re-allocation across a number
of revenue expenditure headings. This reflects the evolving way in which
major IT projects are delivered, for example, the leasing of mobile phones
instead of outright purchase (£0.400m).
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•

Allocations of £0.502m from the Carry Forwards reserve for items to be
covered from funding brought forward from the previous year .These
items are listed at Table 2 of Annex B.

•

Revised Budget adjustments reflecting issues within the overall
overspend position as set out in paragraphs 2.1 - 2.7. These are
itemised at Table 3 of Annex B and total £2.025m.
They include the funding of additional one off expenditure incurred on the
Whaley Bridge operation totalling £0.178m. The tables below analyse the
proposed changes between those which are ‘unavoidable’ or arise from
circumstances outside the force’s control, and those which are the
consequence of decisions taken by the force.

Unavoidable items / Items outside force control

£m

Whaley Bridge costs

0.178

Provision for Allard payments

0.150

Changes in Police Officer Pension costs

(0.170)

Misc Premises Expenses

0.046

Professional Fees for unavoidable work

0.082

National Policing Charges

0.075

Insurance Premiums

(0.161)

Activities of Police / Fire LLP

(0.194)

Income generation activities / Grant income

(0.633)

Regional Collaboration changes

(0.146)

Other items
Total - Unavoidable / Outside force control

0.005
(0.768)
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Items arising from Force decisions / New approvals

£m

Police Officer strength above establishment

1.304

CMARC strength recruited to establishment

0.564

South Division Overtime

0.100

Slippage in 2019/20 Precept implementation
Employment termination costs

0.315

Cleaning Contract increases

0.045

Additional Uniform requirements

0.145

Pronto Licence renewal

0.300

BES Blackberry Licence renewal

0.127

Borrowing - slippage of Capital Programme

2.9

(0.401)

(0.113)

New - FIMU restructure

0.120

New - Derbyshire Alert post

0.027

New - Lease of Roland Hill House

0.173

New - Dog Section costs

0.033

New - NEP Salepoint and Avatu systems

0.054

Total - Force decisions / New approvals

2.793

Total - Revised Budget Changes

2.025

As shown at Annex A, if expenditure pans out in accordance with the Revised
Estimates, an additional amount of £2.025m will need to be taken from the
Operational Funding & Investment Reserve at year-end. This would bring the
total contribution from reserves needed to balance the budget to some £3.123m.
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2.10 The resulting position on the Constabulary’s total reserves at 31 March 2020
compared to 1 April 2019 would be as follows. There is a significant draw on the
Earmarked reserves, reducing from £8m to £4.4m. The continued use of
reserves is not sustainable as highlighted in previous reports and the Force has
developed a savings strategy ‘Bridging the Funding Gap’ managed through the
Finance Futures Group, to identify funding to support current and future
investment priorities. More detail on this will be included in the 2020/21 Budget
report but this strategy will be important in ensuring a sustainable financial
position going forward.
.

Reserve Category
General Reserve
Earmarked Reserves - Useable
Earmarked Reserves - Non-useable
Total Reserves

2.11

Balance
at 1/4/19
5,500,000

Movement in
Year
-

Projected
Balance at
31/3/20
5,500,000

8,070,720

(3,654,909)

4,415,811

3,915,663

(391,600)

3,524,063

17,486,383

(4,046,509)

13,439,874

Included within the Useable reserves is the PCC Grants and Commissioning
Reserve of £1.851m.

2.12

£3.448m of the non-useable reserves consists of funding set aside to support the
ongoing revenue costs of the 2 PFI schemes: Derby Divisional HQ and Ilkeston
Police Station. The remaining £0.076m is for potential insurance claims not met
by our insurers under current ‘excess’ limits. This reserve will be reviewed as
part of the 2020/21 budget.
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ANNEX A

2019/20 Revised Estimates by Major Budget Heading

Budget Heading

Budgets under control of the PCC
Police Officer Pay & On Costs
Police Officer Rent / Housing Allowances
Police Staff Pay & On Costs
Other Employee Expenses
Police Pensions
Premises
Transport
Supplies & Services
Agency
Pay & Price Contingency
Debt Charges
Revenue Contribution to Capital
Government Grants
General Income
Interest Receipts

Contribution to Reserves
Contribution from Reserves
Core Budgets
BCU Funding
Contributions to East Mids Collaboration
Contributions to National Policing
Other Grants
Partnerships
Secondments
Total Before Allocation of Underspend

Contribution from PCC and Operational Funding Reserves
TOTAL BUDGET

2019/20
Approved
Estimates
2,782,365
93,630,900
483,100
42,980,500
833,600
2,911,600
9,210,900
3,759,900
14,632,500
172,000
0
701,300
3,092,000
(2,758,800)
(3,087,200)
(160,000)
24,200
(609,500)
168,599,365
318,200
11,310,300
214,700
62,000
511,500
0
181,016,065
(1,098,409)
179,917,656

Changes to Base
Budgets
0
227,000
0
115,000
11,000
0
(1,700)
(6,600)
692,500
0
0
0
(988,000)
0
(18,200)
0
156,000
0
187,000
0
(187,000)
0
0
0
0
0
0

Adjusted Base
Estimates
2,782,365
93,857,900
483,100
43,095,500
844,600
2,911,600
9,209,200
3,753,300
15,325,000
172,000
0
701,300
2,104,000
(2,758,800)
(3,105,400)
(160,000)
180,200
(609,500)
168,786,365
318,200
11,123,300
214,700
62,000
511,500
0
181,016,065
(1,098,409)
179,917,656

Allocation From
C.Fwds
0
32,700
0
0
83,300
0
0
0
171,000
0
0
0
0
0
0
0
0
(502,400)
(215,400)
23,700
71,000
0
0
120,700
0
0
0
0

Revised Budget
Adjustment

2019/20 Revised
Estimates

0
1,642,100
46,300
583,300
129,300
(170,000)
318,200
(96,500)
745,500
9,600
0
(412,800)
0
(143,600)
(269,000)
30,000
1,800
6,900
2,421,100
0
(146,000)
(100,000)
0
0
0
2,175,100

2,782,365
95,532,700
529,400
43,678,800
1,057,200
2,741,600
9,527,400
3,656,800
16,241,500
181,600
0
288,500
2,104,000
(2,902,400)
(3,374,400)
(130,000)
182,000
(1,105,000)
170,992,065
341,900
11,048,300
114,700
62,000
632,200
0
183,191,165

(2,175,100)
0

(3,273,509)
179,917,656

ANNEX B

TABLE B1 - VIrements between Budget headings
Budget Heading
Police Officers Pay & Oncosts
Police Officers Pay & Oncosts

Formation
Force

Police Staff Pay & Oncosts
Police Staff Pay & Oncosts
Agency Staff
Police Staff Pay & Oncosts - Total

Force
Information Services
Information Services

(35,000) Budget moved to Regional Collaboration re increase in HRSC staffing
100,000 Agency Staff for implementation of Business Cases
60,000 Expenditure moved from Capital Programme
125,000

Transport
Vehicle Fuel
Officer mileage
Various
Transport - Total

North Division
CMARC
Information Services

(10,000) Management of budgets
(6,000) Management of budgets
4,000 Management of budgets
(12,000)

Supplies & Services
Business case funding
Professional Fees
Dogs
Various
Various
Consultants Fees
Mobile Phones
Software Maintenance
Supplies & Services - Total

Force
North Division
Operational Support
CMARC
Information Services
Information Services
Information Services
Information Services

(105,000)
10,000
9,200
6,000
10,000
202,000
400,000
170,000
702,200

RCCO

Force

General Income
Local Authority / PCC contributions
Costs Recovered
General Income - Total

(988,000) Expenditure originally within Capital Programme re-designated as
Revene

Information Services
Operational Support

(9,000)
(9,200) Contributions to Dog Section
(18,200)

Contribution to Reserves

Force

156,000 Expenditure moved from Capital Programme (to be incurred in future
years)

Regional Collaboration
Police Officers Pay & Oncosts
Cash Contribution - HRSC
Regional Collaboration - Total

Amount
Comments
222,000 4 posts from EM Collaboration savings re-allocated to North Division
222,000

Allocated as per implementation of Business Cases
Management of budgets
Expenditure funded by income from other forces
Management of budgets
Management of budgets
Expenditure moved from Capital Programme
Expenditure moved from Capital Programme
Expenditure moved from Capital Programme

(222,000) 4 posts from EM Collaboration savings re-allocated to North Division
35,000 Increase in HRSC staffing
(187,000)

Total Virements between headings

0

TABLE B2 - Use of Carry-Forwards from 2018/19
Budget Heading

Formation

Police Officer Overtime
Equipment
BCU Funding
Partnerships

North Division
North Division
North Division
North Division
North Division - Total

32,700
2,000
23,700
60,800
119,200

Partnerships

South Division
South Division - Total

59,900
59,900

Training
Software Licences
Special Expenses re Crime

Crime Support
Crime Support
Crime Support
Crime Support - Total

13,000
17,700
30,000
60,700

Training

Criminal Justice
Criminal Justice - Total

10,000
10,000

Recruitment Advertising

Human Resources
Human Resources - Total

26,200
26,200

Training

Information Services
Information Services - Total

30,000
30,000

Training
Professional Fees

Comms & Engagement
Comms & Engagement
Comms & Engagement - Total

Cash Contributions

Regional Collaboration
Regional Collaboration - Total

Total Allocations from 2018/19 Carry Forwards

Amount

Comments

4,100
121,300
125,400
71,000 Pay over of 2018/19 overspends
71,000

502,400

TABLE B3 - Revised Budget Adjustments
Budget Heading
Police Officer Pay & Oncosts

Formation
Force

Adjustment
Comments
1,303,700 Employed officers above the budgeted strength during the year

Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime
Police Officer Overtime

North Division
South Division
South Division
Operational Support
CMARC
Crime Support
Criminal Justice
Organisational Learning
Force

Police Staff Pay & Oncosts
Police Staff Pay & Oncosts
Police Staff Pay & Oncosts
Police Staff Overtime
Police Staff Overtime
Police Staff Overtime
Police Staff Overtime
Police Staff Overtime
Police Staff Overtime
Police Staff Pay & Oncosts
Police Staff Pensions

Crime Support
Communications & Engagement
CMARC
North Division
South Division
Operational Support
CMARC
Information Services
Communications & Engagement
Force
Force

Other Employee Expenses
Other Employee Expenses - Training

Force
Organisational Learning

Police Pensions - Ill-health capital charges
Police Pensions - Injury Allowance

Force
Force

Rents and other premises costs
Rents
Property Rates
PFI Unitary Fee
Cleaning Contract

Force
Force
Force
Force
Force

172,900
72,900
53,500
26,900
45,000

Revenue costs from lease of new building
Other changes
Additional costs
Indexation Changes
Additional Service requirements

Officer / Staff mileage
Officer / Staff mileage
Hire of Vehicles / Travel Costs
Vehicle Insurance

North Division
South Division
Organisational Learning
Force

1,000
2,000
(9,500)
(90,000)

Whaley Bridge costs
Whaley Bridge costs
Budgets not needed
As per 2019/20 Premiums

Equipment

Force

(65,300) Provision for 2019/20 Business Cases

Dogs Section costs
Subsistence Expenses
Financial Contracts
Uniforms
Professional Fees
Hardware Purchases
Mobile Services
Software Maintenance
Infrastructure Maintenance
National IT Charges
Other national Policing Subscriptions
Public / Employee Liability Insurance

Operational Support
Assets
Force
Force
Assets
Operational Support
Information Services
Information Services
Information Services
Force
Force
Force

33,300
4,400
32,400
144,800
50,000
8,000
300,000
54,000
127,000
104,900
(30,000)
(71,000)

Borrowed Officers

Force

Debt charges
Profit/Loss on Joint Venture

Force
Force

(112,800) Reduced borrowing requirement in current year
(300,000) Profit share for JPFHQ and JTC

Government Grants

Crime Support

(143,600) Derbyshire's share of national Cyber Grant covering existing salaries

Income - Local Authority Contributions
Income - Costs Recovered
Income - Costs Recovered
Income - Court Compensation
Income - Special Services Football

Crime Support
HR
HR
Force
Force

(40,400)
(84,000)
(21,600)
(100,000)
(23,000)

Interest Receipts

Force

Contribution to Reserves
Contribution from Reserves

Force
Force

National Policing

Force

Regional Collaboration - Major Crime Unit
Regional Collaboration - Cash Contributions

Force
Force

Net Revised Budget Adjustments

56,000
46,700
100,000
23,400
1,400
4,100
1,300
1,800
150,000
119,600
27,100
564,000
3,200
4,300
2,800
1,600
3,500
2,500
(335,900)
190,600

Whaley Bridge costs
Whaley Bridge costs
To maintain minimum staffing levels
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Provision for payments under Allard judgement
FIMU re-structure
Derbyshire Alert post
Employed staff above the budgeted strength during the year
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Whaley Bridge costs
Provision for 2019/20 Business Cases
Early retirement costs

124,300 Employment termination costs
5,000
(234,000) Provision reduced by 3 retirements - 10 to 7
64,000 Increased pensions in payment

Increase in section
Whaley Bridge costs
Additional work on Police Officer pensions
Increased recruitment
Revaluation of force estate
Whaley Bridge costs
Pronto Licence renewal
NEP Salepoint and Avatu systems
BES Blackberry
Actual charges for Single On-line Home, Livescan and Viper
As per 2019/20 Premiums

9,600 Mutual Aid re Whaley Bridge

Contributions for MARAC Partnership
Income from Derby University for PCDA training
Income from Leicestershire Constabulary re Gateway Development
Income award during the year
Additional Matches

30,000 Reduced Balances / Interest Receips
1,800 Interest added to PFI Reserves
6,900 Reduced contribution from PFI Reserves
(100,000) Net surplus from supporting various Mutual Aid operations
(91,400) Reduction in established post / Vacancies
(54,600) As per expected contributions required, less Income
2,175,100
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1.

OVERVIEW

1.1

A complaint is an expression of dissatisfaction by a member of the public about
the conduct of a person serving with the police. This could, for example, be about
the way the person feels they have been treated or the service they have
received.

1.2

The police have a duty to record complaints by members of the public about the
conduct (behaviour) of persons serving with the police or contractors and about
the direction and control of a police force. Accurate and consistent recording of
complaints plays a significant part in ensuring public confidence in the police
complaints system. All complaints must be recorded unless certain limited
exceptions, defined by legislation, apply.

1.3

To be recordable as a complaint against police under the Police Reform Act
2002, a complaint has to relate to the conduct of a person serving with the police,
or a contractor, which is made by a member of the public who claims to be the
person in relation to whom the conduct took place; a member of the public who
claims to have witnessed the conduct; a member of the public who claims to
have been adversely affected by the conduct; or, a person acting on behalf of
any of the above, with their written consent.

1.4

Since 22 November 2012 the definition of a ‘complaint’ also includes ‘direction
and control’ matters. Direction and control complaints must be recorded in the
same way as complaints about police conduct. A ‘direction and control matter’
means a matter relating to the overall direction and control of a police force by its
chief officer or by someone carrying out the chief officer’s functions for the time
being. The Chief Constable is also the appropriate authority for all contractors
who work within the force.

1.5

Each year from its inception in 2004/05 the IPCC published statistics on
complaints recorded by police forces in England and Wales. Prior to 2004/05,
these statistics were published by the Home Office. On 8 January 2018 the IPCC
became the Independent Office for Police Conduct (IOPC).

1.6

The IOPC now produces annual reports on police complaints statistics. The
Statistics for Derbyshire for the financial year 2018/19 have now been published.

1.7

As with complaints statistics collated in previous years, the statistics for 2018/19
vary widely from force to force. The IOPC acknowledge that this makes it difficult
to draw any meaningful national conclusions on several aspects of the
complaints system. An increase or decrease in any particular statistic is not
necessarily a ‘good’ or a ‘bad’ indication. In addition, forces are recording fewer
complaints as they handle more matters informally. Unless formally recorded,
complaints do not form part of the statistics.

1.8

Changes to the police complaints system scheduled to take effect in 2020 mean
that data related to matters that are not formally recorded at present will be
captured. Therefore, the 2020/21 statistics will show a fuller picture.

2.

TRENDS IN PUBLIC COMPLAINTS

2.1

The number of complaint cases recorded nationally fell by 2% on the previous
2
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year. However, Derbyshire was one of four forces to record an increase in
complaints of more than 20%. The others were South Wales, who recorded the
largest increase (48%), South Yorkshire (30%) and Gwent (25%) respectively.
2.2

In Derbyshire in 2018/19 we recorded a total of 515 public complaints during the
period, comprising a total of 852 allegations. A complaint ‘case’ may comprise
one or more separate allegations, categorised according to 27 categories of
allegation set by the IOPC. The number of complaints recorded represents an
increase of 128 cases (33%) on the previous year (387), while the number of
allegations recorded also increased, by 231 (37%). The number of allegations
recorded per 1000 employees, however, at 246 remains significantly below both
the national (264) and most similar force (298) averages. To put these figures
into context, the number of complaint cases was higher by 61 than in 2014/15
(454) while the number of allegations recorded in fact decreased by 48.

2.3

One possible explanation for the apparent increase in the number of complaints
recorded is that in Quarter 4 of 2018/19 Derbyshire was the first force in the
region to introduce Single Online Home (SOH) as part of the Digital Policing
Portfolio. SOH provides a range of services that:•

Offers visitors a more transactional experience, making it easier for them to
submit reports through the website such as reporting a road traffic incident, a
crime or a complaint.

•

Offers a consistent user experience to visitors to the force website by bringing
a corporate look to the websites of all forces (now 40) that use the SOH
service, regardless of which website they visit.

•

Focuses on delivering these services in a mobile-friendly format.

2.4

The service allows certain services/contact to be directed to the relevant
department automatically, without the need for this to be handled within Contact
Management; examples of this include RTIs and Thanks and Complaints and
enables members of the public to register complaints direct via a link on the front
page of the force website.

2.5

In terms of allegations, the ‘Top 5’ causes of complaints against Derbyshire
Constabulary officers and staff by conduct alleged account for around 70% of all
allegations and were as follows:

2.6

Other neglect or failure in duty: 37% (318) This category includes allegations
relating to a lack of conscientiousness and diligence in the performance of duties
and may include failure to record or investigate matters and to keep people
informed. It also includes failure to comply with orders, instructions or force
policy. This represents a percentage decrease in this type of allegation by 5% on
the previous year and is also below the national (42%) and most similar forces
average (42%) although the actual number of allegations in fact increased by 66.

2.7

Incivility, impoliteness and intolerance: 9% (83) This category includes
allegations of abusive, offensive or rude language or behaviour. Allegations in
this category remained around the 9 - 10% mark of the force total but the actual
number of allegations recorded increased by 22. Allegations in this category are
significantly higher than in each of the last five years.

2.8

Oppressive conduct or harassment: 8% (71) Allegations in this category have
3
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increased by 28 and, although significantly higher than each of the last four
years, this figure is lower than in 2014/15. This category includes any allegation
of overbearing conduct which stops short of the application of force, including
unjustified interference, questioning or surveillance, for example an improper
request for driving documents. It may include allegations concerning unjustifiable
examples of routine traffic checks, persistent police presence or persistently
following. It does not include allegations relating to police detention or police
interviews under the Police and Criminal Evidence Act (PACE).
2.9

Other Assault: 8% (69) This concerns use of more force than is reasonable and
includes any unjustified use of force or personal violence and any incident
involving police dogs or horses where the incident is attributable to the person in
control unless it is recorded as a serious assault. Inclusion in this category is
solely dependent on the nature of the injuries, which may include grazes,
scratches, abrasions, swelling, reddening of the skin, superficial cuts or a black
eye. This category includes minor injuries resulting from the use of handcuffs and
also minor technical assaults resulting in no injury, such as pushing. A person
serving with the police must never knowingly use more force than is reasonable
nor should he/she abuse his/her authority. The figure for Derbyshire is marginally
higher than the national and most similar force averages (7%) and a slight
increase on last year’s figure of 6%. The number of allegations recorded in this
category increased from 38 last year but remains lower than in 2014/15 (78) and
similar to the figure in 2015/16 (65).

2.10

Breach of Code C PACE on Detention, Treatment and Questioning of
Persons by Police: 7% (58) This includes failure to inform detained persons of
their rights and entitlements, unjustified obstruction of access to legal advice,
holding persons incommunicado, not providing necessary support/advice to
young/vulnerable detained persons, failure to maintain proper custody/property
records, not providing mandatory physical conditions, not carrying out searches
on detained people in accordance with the code, conducting review of detention
improperly or at inappropriate intervals, failure to caution or charge when
required, interviewing oppressively or in inappropriate circumstances, not making
proper records of interviews nor allowing them to be checked by suspects where
practicable, and not providing interpreters where necessary. Allegations in this
category increased by 2% over last year but remain lower than in 2014/15.

3.

LOCAL RESOLUTION

3.1

56% of allegations (397) were resolved by Local Resolution, a slightly lower
percentage than the previous year (59%), although the actual number of
allegations locally resolved increased by 23. Local Resolution is a process which
focuses on resolving a complaint in the most appropriate way. It is a flexible
process that can be adapted to meet the needs of the complainant and is a way
of handling complaints by resolving, explaining or clearing up a matter directly
with the complainant. Local resolution is intended to provide a speedy, flexible
and simple procedure for dealing with complaints of a minor nature. The purpose
of Local Resolution is to achieve a position where the complainant is satisfied
that their complaint has been taken seriously by the force and investigated to an
appropriate level.

4
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3.2

Local Resolution is usually the most appropriate and proportionate response
where it is clear from the outset that even if proved, the conduct alleged would
most likely be dealt with by way of management action, advice from a supervisor
or retraining to the officer complained about, rather than through formal
disciplinary procedures. Local resolution cannot be used for complaints that
reach a certain level of seriousness, which must be dealt with by a local
investigation, which may result in disciplinary or criminal sanctions, and carries a
right of appeal to the IOPC if the complainant is dissatisfied with the outcome.

3.3

Since 22 November 2012 the consent of the complainant is no longer a
prerequisite to local resolution of their complaint but, if they remain dissatisfied,
complainants have a right of appeal to the Chief Constable against the local
resolution. Responsibility for these appeals will pass to the Police and Crime
Commissioner following implementation of the Policing and Crime Act 2017 on 1
February 2020. There is no right of appeal if their complaint is about a direction
and control matter.

3.4

An action plan is normally agreed with the complainant, a copy of which is
provided to the complainant by OLCE at the end of the process, together with
confirmation that the agreed action has been taken and their right of appeal, if
applicable.

3.5

A successful local resolution is one where the complainant has been provided
with a ‘proper outcome’ to their complaint. This means doing what is balanced,
fair, proportionate, realistic, effective and achievable with regard to the
complainant and the officer(s)/staff concerned. What this is will depend on the
complaint in question but examples are:
•

Providing information or an explanation; eg to clear up a misunderstanding or
explain police powers, policies or procedures.

•

Sending a letter or other correspondence that explains the circumstances of
what happened and any action taken.

•

Facilitating communication between the complainant and the person(s)
complained about – this could be in writing, by telephone or a face to face
meeting.

•

Accepting that something could have been handled better and explaining
what has been done to stop the same thing happening again

•

Bringing the views and concerns of the complainant to the officer’s attention
and inviting them to reflect on the encounter from the complainant’s
perspective.

3.6

Nationally, 48% of complaint allegations were resolved by local resolution and in
our most similar forces the average was 53%.

4.

10 DAY RECORDING REQUIREMENT

4.1

The IOPC expects the appropriate authority to make a recording decision within
10 working days of receipt of a complaint and to communicate this decision to the
complainant within 15 working days.

4.2

Timeliness in recording complaints within ten working days increased by 5% to
5

AGENDA ITEM 12A
STRATEGIC PRIORITIES ASSURANCE BOARD
25 NOVEMBER 2019

92% (475) in 2018/19 compared to 87% in 2017/18 (336) and 88% in 2016/17
(337). The national average was 89% while the average for our most similar
forces was 88%.
4.3

It will be seen that in a relatively small number of public complaints (8%) the 10day recording deadline was not met. This discrepancy can be accounted for by
those cases where early efforts are made to deal with the complainant’s
dissatisfaction and ‘put the wheel back on’ through a process of service recovery,
rather than defaulting immediately to the formalised complaints procedure.

4.4

We recognise that the fact that someone has made a complaint means that they
are unhappy with the service they have received from us or the way they feel
they have been treated and the primary focus of ‘service recovery’ is to resolve
the complainant’s dissatisfaction.

4.5

This process is provided for by the IOPC’s Statutory Guidance which states that
if a complaint can be dealt with ‘there and then’ to the satisfaction of the person
making the complaint, there is no requirement to record a complaint against
police under the Police Reform Act 2002. However, although such cases do not
need to be recorded as complaints against police at present (there will be a
requirement to record these as complaint cases post 01/02/2020), OLCE
maintains a record of all cases resolved by means of service recovery. Those
complaints which cannot be resolved by early service recovery invariably go on
to be recorded and dealt with under the formal procedures.

4.6

During the period under review, a total of 73 complaints were resolved by service
recovery, which represents around 12% of all complaints received during the
period. This contrasts with 128 resolved in this way last year, which was 25% of
complaints received. This is due to the fact that during the year it was necessary
to suspend service recovery whilst reorganisation of the Service Improvement
section of Organisational Learning, Culture and Ethics Department took place
and may be another reason that recorded complaints show an increase of 33%
over the last year.

4.7

In many such cases these result in a successful resolution but in the few cases
where this isn’t achieved, the matter is remitted for recording as a formal
complaint. A consequence of adopting this approach of early service recovery
has inevitably been that some complaints are not formally recorded until after the
10 day threshold but it is the Constabulary’s view that this is an acceptable
consequence of the pursuit of resolving complainants’ dissatisfaction at the
earliest opportunity.

5.

COMPLAINT INVESTIGATIONS

5.1

The purpose of an investigation is to establish the facts behind a complaint. This
includes, where applicable, whether, in respect of those subject to investigation,
there is a case to answer for misconduct or gross misconduct or unsatisfactory
performance. It is also an opportunity to ascertain whether there is any learning
for the force arising from the incident itself or the way it was handled.

5.2

A complaint will be upheld where the findings show that the service provided by
or through the conduct of those serving with the police did not reach the standard
a reasonable person could expect. A complaint can be upheld even if there is no
6
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evidence to show that any officer or police staff member has breached the
Standards of Professional Behaviour. In reaching conclusions, an investigator
must apply the civil standard of proof, that is ‘the balance of probabilities’ –
whether it is more likely than not that the conduct alleged did, in fact, take place.
5.3

In 2018/19 the average number of days to finalise complaint cases by local
investigation was 85. This means that on average each complaint case
investigated was completed in fewer days than the previous two years (95 and
99 respectively) and remains significantly below the national (103 days) and most
similar force average (88).

6.

FINALISATION OF ALLEGATIONS

6.1

34% of allegations (242) were subject of a full investigation by investigators from
Organisational Learning, Culture and Ethics Department in 2018/19 (46 more
than the previous year) and, following investigation, 20 allegations (8%) were
upheld by investigators. The percentage of allegations upheld was lower than in
2017/18 (14%) and 2016/17 (9%).

6.2

5% of allegations (38) were withdrawn by the complainant prior to investigation,
1% (5) were subject of disapplication by the force in accordance with paragraphs
6 and 7 of Schedule 3 of the Police Reform Act 2002 and Regulation 5 of the
Police (Complaints and Misconduct) Regulations 2012 and 4% (29) were
discontinued in accordance with Regulation 10 of the Police (Complaints and
Misconduct) Regulations 2012. Discontinuance ends an ongoing investigation
prior to the completion of enquiries and may be granted by the Head of
Organisational Learning, Culture and Ethics in certain limited circumstances
defined by the regulations, including a complainant’s failure or refusal to cooperate in the investigation of their complaint to the extent that it is not
reasonably practicable to continue the investigation.

7.

APPEALS

7.1

The Police Reform Act 2002 provides a right of appeal in respect of certain
decisions and outcomes made in relation to a complaint. From 22 November
2012, the responsibility for determining appeals has been shared between the
IOPC and the Chief Constable. Depending on the circumstances of the
complaint, an appeal will be considered by either the Chief Constable or the
IOPC as the relevant appeal body.

7.2

In 2017/18, 20% of appeals against the outcome of investigations were upheld by
the IOPC although, in reality, this equates to only 2 cases and represents a
decrease from 5 the previous year and was also lower than in 2016/17.

7.3

The percentage of appeals upheld by the IPCC against non-recording of a
complaint increased from 59% in 2017/18 to 63% in 2018/19, although the actual
number of appeals upheld remained relatively low at 12 and was lower than the
previous year.

7.4

With regard to Force appeals, of 14 appeals against local investigations received
(24%) none were upheld, while 5% of appeals against local resolution were
upheld which represents only 2 complaint cases.

7
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7.5

An appeal offers a final opportunity to consider whether the complaint could have
been handled better at a local level and, where appropriate, to put things right. If
a complainant is still dissatisfied after an appeal he or she may seek to challenge
the IOPC or the appropriate authority’s decision through judicial review.

8.

SUMMARY

8.1

Nationally, complaints recorded fell by 2%. Derbyshire was one of four forces to
record an increase in complaints of more than 20%. The others were: South
Wales (48%), South Yorkshire (30%) and Gwent (25%).

8.2

Allegations recorded also increased, by 37%, but remain lower than in 2014/15.
Allegations per 1000 employees remain significantly below national and most
similar force averages.

8.3

The rise in recorded complaints may be attributable to a number of causes
including:•

Environmental factors arising from austerity measures – increasing demand
versus falling resources.

•

Introduction of SOH – we were the first force in our region.

•

Temporary suspension of Early Service Recovery due to reorganisation of
OLCE.

8.4

The ‘Top 5’ causes for complaint comprise 70% of all complaints (out of 27
categories set by IOPC).

8.5

56% of allegations were resolved by local managers through local resolution.
Allegations locally resolved have increased and this is welcomed. 8% of
allegations are upheld following a full investigation by OLCE.

8.6

Our local resolution rate is better than the national and most similar force
averages.

8.7

92% of complaints were recorded within the 10 day target set by IOPC – 5%
increase on last year and better than national and most similar force averages.
Timeliness in recording complaints has increased for the last 5 years.

8.8

Overall, complaints have reduced by 11% since 2011/12.
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1.

OVERVIEW OF DERBYSHIRE ECONOMIC CRIME UNIT

1.1

Derbyshire Economic Crime Unit is split into three separate units to deal with
different level/types of crime.
1) Complex Fraud Investigation Team
2) Vulnerability Fraud Unit
3) Financial Investigation Unit

1.2

The City of London Police has provided a Derbyshire Fraud Profile. This states
that there were a total of 8380 crimes reported in Derbyshire between April 2018
and March 2019. 221 of these have been sent to Derbyshire Constabulary as
disseminations for investigation direct from Action Fraud.

1.3

Interestingly within the reporting trends, this suggests that 84% of reported fraud
was Cyber Enabled. Derbyshire Economic Crime Unit is based within the
Specialist Crime and Intelligence Department along with Derbyshire Cyber Crime
Unit. Derbyshire ECU and Cyber Unit have a good working relationship and
assist each other in these types of offences, as well as the Fraud Protect and
Cyber Protect officers working closely on a regular basis.

1.4

The National Lead Force for fraud, the City of London Police, hosts both the
National Fraud Intelligence Bureau (NFIB) and Action Fraud. Collectively, these
entities assume national responsibility for the recording of fraud and Cybercrime.
The NFIB collates and analyses the intelligence on fraud and cyber, identifying
viable lines of enquiry and developing packages for submitting to a police force
for investigation.

1.5

Derbyshire Economic Crime Unit receive crime referrals from Action Fraud via a
portal system. The Fraud Assessment Officer is overseen by a Detective
Sergeant and is responsible for assessing these referrals. Derbyshire ECU
operate a three-tier system of evaluating fraud to assist in deciding which
department investigates each report of fraud (Appendix D):
•

Category 1 – Fraud Investigation Team

•

Category 2 – Vulnerability Fraud Unit / Criminal investigations Departments

•

Category 3 – Local policing resources

1.6

A desktop investigation by the Fraud Assessment Officer takes place prior to
allocation. The Fraud Assessment Officer ensures that all allocated crimes have
an investigation strategy applying the National Decision Model along with the
Fraud Investigation Model. Both of these models allow for regular reviews and
adjustment to parameters where necessary and proportionate. The objective of
most investigations will be a criminal investigation. However further investigation
may present other and more proportionate methods of disruption such as referral
to partner agencies better placed to investigate the offences and/or signposting
the victim to civil procedures.

1.7

All crime referrals are then recorded as non-crime occurrences on Niche and
allocated via the Crime Management Unit, as per national guidelines.

1.8

Fraud reports are also made directly to Derbyshire Constabulary by both victims
and officers. Victims reporting fraud that is not deemed a ‘call for service’ are
2
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directed to Action Fraud to register their complaint. Action Fraud will then record
a crime. Calls for service are dealt with by Derbyshire Constabulary at the outset
and are defined by Action Fraud as follows:•

Offenders are arrested by police or

•

There is a call for service to the police and the offender is committing or has
recently committed at the time of the call for service or

•

There is a local suspect

1.9

Calls for service are recorded in force as a non-crime occurrence on Niche and
allocated to an appropriate officer. A referral to Action Fraud is made by the
officer dealing to obtain an NFRC number which is recorded on the Niche
occurrence. To ensure the Fraud Assessment Officer has reviewed and
assessed the investigation strategies on all recorded frauds, the Performance
and Management of Information Department provide the Fraud Assessment
Officer with a list of frauds recorded on Niche as a call for service. This means
that both disseminations from Action Fraud and calls for service are assessed by
the Fraud Assessment Officer. There is a prescribed list of frauds that do not
need to be referred to Action Fraud and are recorded directly onto Niche as
crime occurrences.

1.10

After an initial period of investigation some frauds may be identified as another
force area having primacy. These will be referred back through Crime
Management Unit to Action Fraud who will make the decision about whether the
crime should be transferred or not by reapplying the dissemination rationale.

1.11

All Derbyshire investigations are conducted according to the Victims’ Code of
Practice (VCoP). The investigating officer decides and agrees with victims the
best method of communication and preferred update timescales. The Code
states that crime contracts are “not required for major or serious cases, as the
officer dealing should be providing a bespoke service level to meet the victim’s
needs”. The investigating officer should take a common-sense approach as to
whether victims require a crime contract or not. In either scenario it should be
clear to victims how and when they will be updated.

1.12

The Economic Crime Unit produce a monthly list of frauds that have the words
‘banking protocol’ recorded within them. The Vulnerability Fraud Unit Detective
Sergeant and Fraud Protect Officer assess the level of vulnerability within each
occurrence and whether the investigation is being completed appropriately. The
Fraud Protect Officer provides advice and signposting to support for these
vulnerable victims. The Fraud Protect Officer provides additional support to
victims identified as vulnerable from calls for service and Action Fraud
disseminations (Appendix E).

1.13

Derbyshire crime outcomes recorded on Niche do not automatically update NFIB.
Outcomes are fed back to NFIB on a monthly basis by the Performance and
Management of Information Department.

2.

VULNERABLE VICTIMS

2.1

In January 2019 the Vulnerability Fraud Unit was established within the
Economic Crime Unit to protect vulnerable victims within Derbyshire from Fraud
and investigate those specific offences where vulnerable victims are targeted.
3
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2.2

The unit consists of 1 x Detective Sergeant, 4 x Detective Constables, 1 x Fraud
Assessment Officer (Detective Constable) and 1 x Fraud Protect Officer (Police
Staff).

2.3

Vulnerable victims can be identified through the various sources of initial
reporting, including third party, the victims themselves, through shared
intelligence or via partner agencies including Action Fraud. All victims of fraud
are assessed for their level of vulnerability and consequently, those requiring
face to face support and intervention are visited by a uniformed officer through
the Safe Neighbourhood Teams or a specialist Vulnerability Unit officer. In
respect to Suspicious Activity Reports intelligence identifying potentially
vulnerable victims, these are visited by Divisional officers as directed by
Divisional Intelligence Units. In each of these cases, the Operation Signature
Flow Chart is followed to ensure that the following actions are completed:•
•
•
•

•

•
•

2.4

Vulnerable victims of fraud receive a police visit providing prevention
guidance and support.
All vulnerable victims of fraud receive information packs giving them a greater
awareness on how to protect themselves from becoming repeat victims.
All reports of fraud are recorded with Action Fraud and receive a unique
reference number.
All identified fraud investigations are recorded in Derbyshire as a NICHE
Non-Crime Occurrence, classified as B13, as Action Fraud will always hold
the master crime for recording purposes. These are forwarded to Action
Fraud who create a crime reference and H.O. Classification.
A risk assessment identifies safeguarding / on-going support needs for the
individual who can, in turn, be referred to external partners to provide that
support.
A record is made by Derbyshire Police of all actual and potential vulnerable
victims of fraud living in Derbyshire, to improve future assessment.
A record of contact (ROC) is made of those calls for service referred by
Derbyshire Police to report to Action Fraud in order to monitor attrition rates
and re-visit where necessary to improve overall recording of offences.

Any person deemed to be vulnerable by the Fraud Protect Officer within ECU will
have a relevant record made on NICHE, identified through a non-crime
occurrence or PPN if necessary which is then sent to Divisions (currently via the
Vulnerability Units) who allocate a resource to visit the victim, and offer future
support. Those who meet the initial criteria but are ultimately after further risk
assessment deemed not to be vulnerable will be held on a spreadsheet for 2
years maintained by the Fraud Protect Officer. This will allow those who become
repeat victims of crime to be easily identified as potentially vulnerable. The
Divisional Vulnerability Units will provide feedback to the Fraud Protect Officer to
facilitate this.
All of this information will then be used as a tool to identify repeat victimisation.

2.5

Attached Appendix A is the Operation Signature Document. This explains in
greater detail how Derbyshire Constabulary identify and Protect Vulnerable
victims of Fraud.
4
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2.6

It is clear from speaking with other Police Forces around the UK that due to the
processes in place Derbyshire are at the forefront of identifying and protecting
vulnerable victims of fraud

3.

RECOMMENDATION 9 FROM THE HMICFRS REPORT A TIME TO CHOOSE
‘CHIEF CONSTABLES TO PUBLISH THEIR FORCE’S POLICY ON FRAUD’

3.1

As part of the HMICFRS inspection report titled ‘A Time to Choose’ published in
April 2019. There were two recommendations to Chief Constables.

3.2

Recommendation 9 – ‘By 30 September 2019, chief constables should publish
their force’s policy for responding to and investigating allegations of fraud (in
relation to both calls for service and National Fraud Intelligence Bureau
disseminations for enforcement)’

3.3

Recommendation 2 – ‘By 31 March 2020, the National Police Chiefs’ Council
Coordinator for Economic Crime and chief constables should ensure that forces
have processes in place to accurately and efficiently report fraud outcomes to the
National Fraud Intelligence Bureau’.

3.4

It should be noted that Derbyshire Constabulary were not one of the forces
inspected as part of this report.

3.5

In relation to recommendation 9 Derbyshire Constabulary did not have a Fraud
Policy at the time of the recommendation.

3.6

A Fraud Policy document has been devised and agreed with the Crime Support
Command Team. This is currently with the Policy and Strategic Planning
Department. A draft version is available and is submitted with this report.
Appendix B

3.7

In relation to recommendation 2 as stated in the overview above in section 1,
Derbyshire crime outcomes recorded on Niche do not automatically update NFIB.
Outcomes are fed back to NFIB on a monthly basis by the Performance and
Management of Information Department. Therefore Derbyshire already have a
process in place which fulfils this recommendation.

5

AGENDA ITEM 12B, APPENDIX A
SPA
25 NOVEMBER 2019

“Scams are Fraud;
Fraud is Crime – Report It”

OPERATION SIGNATURE
PROCESS DOCUMENT
Identifying and Protecting Vulnerable
Victims of Fraud
Final Version - December 2018
Review Date – December 2019

Operation Signature

Page 1

CONTENTS

Page Number

Overview

3

Incident Reporting

4

Calls to Police

5-6

Action Fraud Disseminations

7-8

Action Fraud Victim Data

9 - 10

Suspicious Activity Reports

11

Money Mules

12

Appendices

15 - 24

Appendix A

– Operation Signature Flow Chart

Appendix B

– Comms Initial Call Assessment

Appendix C

– Initial Vulnerability Risk Assessment (completed by Comms staff)

Appendix D

– Vulnerability Assessment (completed by attending officers)

Appendix E

– Victim Letter re Action Fraud Reporting

Appendix F

– Fraud Prevention Pack

Appendix G

– Investigation Matrix

Appendix H

– Crime Codes of Crimes Recorded in Force

Appendix I

– Money laundering Disruption Notice

Appendix J

– Fraud Process Chart

Produced by Derbyshire Economic Crime Unit Detective Constable Matt Newell & Detective
Inspector Debbie King with contributions from Fraud Protect Officer Tammy Barnes.

For further information please contact Derbyshire Economic Crime Unit D/Insp

Operation Signature

Page 2

Overview
Fraud is a hidden and under-reported crime with victims often in denial or unaware of the
criminality behind it. Increasingly fraud is becoming more complex and sophisticated, much of
which is targeted at vulnerable and elderly people. Technology is enabling fraudsters to carry out
attacks more quickly and employ more complex behaviours to remain undetected.
The nature of fraud victimisation is not only financial. The emotional impact is significant and
includes guilt, misplaced trust and diminished confidence, resulting in detrimental effects on
physical and mental health and increased social isolation.
Operation Signature is a standardised reporting and recording process, introduced by Sussex Police,
to identify and support vulnerable victims of fraud. The process provides preventative and support
measures intended to protect victims and safeguard them from further targeting. An important
strand of Op Signature is its wider messaging and prevention advice, and working with statutory and
voluntary agencies both locally and nationally to influence change. It aims to put the victim at the
heart of the crime.
This work is also designed at ‘breaking the cycle’ for fraud victims. Often they fall victim to a scam
and their details are passed to offenders so that the victim can be targeted time and time again.
Through identifying these victims, we wish to stop this cycle. Through education and support they
can learn more about how the scams work and so can prevent themselves falling victim, linking in
with their support networks.
The overall aims of Operation Signature are to ensure that:
• Derbyshire Police deliver an excellent quality of service to vulnerable victims of fraud
through face to face, uniformed visits
• Vulnerability is identified at the earliest opportunity and those requiring additional support
are referred to suitable partner agencies
• Available investigative opportunities are pursued in line with the Investigator’s Framework
• Preventative measures are identified and implemented, with an emphasis on maximising
protection for the victim and reducing the risk of repeat victimisation
• Improved recording of Fraud to enable an accurate assessment of the threat and risk faced
by the force
• Efforts are made to ‘Break the cycle’ of Fraud
This report is a reference document for Operation Signature. This guidance will enable the reader to
understand the Operation Signature process. It sets out a framework for the identification,
management and protection of vulnerable victims of fraud. Operation Signature is based on the
principle that vulnerable victims, particularly the elderly, are more likely to be targeted by fraud and
are less able to protect themselves from becoming repeat victims.
Operation Signature has been the subject of a Home Office pilot which, through the publication of a
full pilot evaluation, aims to provide a model of best practice for protecting vulnerable fraud victims.
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Incident Reporting
Vulnerable victims can be identified through the various sources of initial reporting, including third
party, the victims themselves, through shared intelligence or via partner agencies including Action
Fraud. All victims of fraud are assessed for their level of vulnerability and consequently, those
requiring face to face support and intervention are visited by a uniformed officer through the Safe
Neighbourhood Teams (SNTs) or a specialist Vulnerability Unit officer. In respect to Suspicious
Activity Reports (SARs) intelligence identifying potentially vulnerable victims, these are visited by
Divisional officers as directed by Divisional Intelligence Units. In each of these cases, the Operation
Signature Flow Chart (Appendix A) is followed to ensure that the following actions are completed:
•

Vulnerable victims of fraud receive a police visit providing prevention guidance and support.

•

All vulnerable victims of fraud receive information packs giving them a greater awareness on
how to protect themselves from becoming repeat victims.

•

All reports of fraud are recorded with Action Fraud and receive a unique reference number.

•

All identified fraud investigations are recorded in Derbyshire as a NICHE Non-Crime
Occurrence, classified as B13, as Action Fraud will always hold the master crime for
recording purposes. These are forwarded to Action Fraud who create a crime reference and
H.O. Classification. The small amounts of frauds that are not required to be forwarded to
Action Fraud are created in Force under HO class: 0/53. (See Appendix H)

•

A risk assessment identifies safeguarding / on-going support needs for the individual who
can, in turn, be referred to external partners to provide that support.

•

A record is made by Derbyshire Police of all actual and potential vulnerable victims of fraud
living in Derbyshire, to improve future assessment.

•

A record of contact (ROC) is made of those calls for service referred by Derbyshire Police to
report to Action Fraud in order to monitor attrition rates and re-visit where necessary to
improve overall recording of offences.

Any person deemed to be vulnerable by the Fraud Protect Officer (FPO) within ECU will have a
relevant record made on NICHE, identified through a non-crime occurrence which is sent to Divisions
(currently via the Vulnerability Units) who allocate a resource to visit the victim. Those who meet the
initial criteria but are ultimately after further risk assessment deemed not to be vulnerable will be
held on a spreadsheet for 2 years maintained by the FPO. This will allow those who become repeat
victims of crime to be easily identified as potentially vulnerable. The VUs will provide feedback to the
FPO to facilitate this.
All of this information will then be quantifiable for statistical evidence gathering as well as being a
tool to identify repeat victimisation.
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Calls to Police (‘non-emergency’ 101 number or 999)
All calls to Derbyshire Police relating to fraud will be subjected to an initial triage by call centre staff
to identify if it is a “call for service” requiring immediate or prompt attendance or whether it can be
dealt with over a slower timescale (Appendix B). Note: The ‘Banking Protocol’ procedures will take
priority over this assessment and call handers will follow established procedures accordingly.
The results of this triage will determine what procedures are followed next.

Calls for service
An incident will be created on Control Works under the reference “CJ- Fraud” for an officer to
attend. Upon attendance the officer will conduct initial enquiries to obtain an understanding of what
has occurred and create a non-crime occurrence accordingly. They will then conduct a vulnerability
risk assessment, based on a set list of questions defined in Appendix C & D, and record this on the
occurrence. As a result the victim will be assessed for vulnerability.
Those not deemed vulnerable will be treated as any other victim of crime and supported through
the investigation accordingly.
Those deemed vulnerable will require the officer to complete an Adult at Risk PPN to the
Vulnerability Unit to engage with the victim and provide protect and prevent intervention. The
officer will also request the victims’ consent to share their details with other agencies for support,
allowing the Vulnerability Unit to provide further support through their established links with
charities and local government support groups. It is also advised that the victim is asked if a family
member or friend who can be trusted can be notified to provide additional support.
An investigation will be commenced with gathering of evidence and initial enquiries completed and
added to the Non Crime Occurrence. The attending officer will then send a task on Niche to the
Fraud Investigation Unit titled “Fraud – Review” for review and assessment. (This will soon change to
being completed via workflow on Niche). An assessment as to the level of complexity and most
appropriate allocation for investigation will then be made.
It is the officer’s responsibility to ensure a call handler refers the crime to Action Fraud and obtains
an NFRC number and NET number.
No fraud incidents classified “CJ-Fraud” will be closed until an NFRC number has been added for
each identified victim.

No call for service
The call handler, having established it is not a call for service will record their details on a ‘Record of
Contact’ (ROC). They will then move on to ask the caller 5 questions to identify potential
vulnerability (Appendix C). Results will be posted onto the ROC.
If they score 4 or more points then the ROC will be upgraded to an incident and will be flagged for
the attention of SNT/LPU to attend.
Note: These questions are based on discussions with call handlers, the vulnerability officers and a
wider review of the Op Signature process. For example: A victim who is aged 60 or over who feels
that the fraud has had a direct impact on their health and / or day to day finances is someone clearly
felt to be vulnerable. Likewise, if the call handler’s professional judgement was that the caller was
vulnerable but minimising their situation then they could score them a 4 and automatically progress
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to SNT/LPU for a face to face visit and further assessment with consideration of a Vulnerable Adult
PPN.
If a victim is scored 3 or less by the call handler then the victim will be requested to report the crime
to Action Fraud and a copy of the ROC will be sent to the FPO (via the ECU inbox “Action.Fraud”) .
The FPO then records the details on the ‘ECU Fraud Database’ with a reminder set for 1 week to
check on the progress of the report. If it is not recorded by AF as having been reported then a call
will be made to the victim by the FPO checking if they require assistance. If the report is still not
made after 3 weeks of the initial report to Derbyshire Police then a letter will be sent to the victim
(Appendix E) and no further attempts are made.
For the victims who scored 4 or more, SNT/LPU will be asked to visit the victim and complete
Appendix D. Those scoring either 5 in any one category or overall 9 or more will require a non-crime
occurrence to record actions and create a PPN. For those scoring below 5, the officer will create a
non-crime occurrence to record their actions and details of the offence / their lines of enquiry. In all
cases the officer will provide Protect advice and material (Information Pack see Appx F) and call
handling will record with Action Fraud and obtain an NFRC number for each victim.
Why a face to face Visit?
A face-to-face visit is required to truly gauge the vulnerability of the victim. This visit allows the
victim to open up more by having a police officer to speak to and allows the officer to look for other
signs of vulnerability at the house, e.g social care concerns if it appears the victim isn’t caring for
themselves well, piles of scam mail, telephone constantly ringing or hoarder concerns which would
need referring to Derbyshire Fire & Rescue Service. It may also give the victim time to reflect on the
crime as many people can be very emotional when they have first fallen victim of a crime and so the
initial assessments may not be accurate. The officer attending will provide an information pack
(Appendix F) to the victim and go through it with them. They will also review the previous
vulnerability assessments for accuracy and complete Appendix D. If the victim is deemed not to be
vulnerable, the attending officer will update the incident log and request control room complete an
AF referral. Initial investigative enquires and evidence gathering should of course be completed by
the attending officer and recorded on the non-crime occurrence.
Those deemed vulnerable would require the officer to complete a PPN to the Vulnerability Unit. The
officer would also request the victim’s consent to share their details with other agencies for support,
allowing the Vulnerability Unit to provide further support through their established links with
charities and local government support groups.
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Action Fraud Crime Referrals
A brief analysis of the data for Derbyshire shows:

2017 – 281 Crime Referrals received from Action Fraud

Action Fraud review all reports made directly to them by victims against a set matrix. If a report
scores high enough on this matrix then it will be passed to a Crime Reviewer who assesses the crime,
identifies links and may conduct initial enquiries for the purpose of identifying the force best placed
to investigate. The dissemination rationale is as follows;

1st - The police force area covering the location of the fraudulent operation/suspect’s address or for
business related fraud the office address/ usual place of work of the suspect employee or if no office
address /usual place of work, the Head Office of the company. (The term “business related” generally
applies to corporate employee fraud, abuse of position of trust, boiler room addresses etc).
2nd - The police force area with the greatest number of individual usages (banking/credit industry) or
offences.
3rd - The police force area where the first offence (individual usage in banking/credit card fraud) was
committed.
4th - The police force area where the victim resides or works.
5th - In the unlikely event that it is impossible to determine a Force Area using these principles the
NFIB will determine a Force Area

Derbyshire receive crime referrals from Action Fraud via a log on portal system to retrieve the crime
referrals.
The ECU Vulnerability Fraud Team Detective Sergeant is responsible for reviewing all crime referrals
from Action Fraud, using the ‘Investigation Matrix’ (Appendix G) *as a guide. A desktop Investigation
should take place prior to allocation. The Detective Sergeant will ensure that all allocated crimes
have an investigation strategy. All crime referrals will be allocated via CMU.

Category 1

Fraud Investigation Team

Category 2

Vulnerability Fraud Team / CID

Category 3

Section / CID

Once the non-crime occurrence has been created the reference will be sent to the ECU who will pass
this back to Action Fraud to complete the audit trail. The ‘ECU Fraud Database’ will also be updated
for auditing purposes.
There are also a collection of other fraud offences that are recorded as crimes by Derbyshire Police
(Appendix H). These are not recorded by Action Fraud and do not therefore require an Action Fraud
referral.
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All investigations within Derbyshire will be carried out according to the Victims Code of Practice
(VCoP). It will be for the investigating officer to decide, and agree with victims, the best method of
communication and update timescales. Crime contracts are “not required for major or serious cases,
as the officer dealing should be providing a bespoke service level to meet the victim’s needs”. Again,
this will be down to the assessment of the investigating officer as to how practicable it is to
complete. For example a serious fraud with 20 victims across the country can be dealt with using a
bespoke service eg mail merge.
All forces in the UK are implementing their own tailored version of Operation SIGNATURE. They will
all therefore be triaging their own victim data (discussed later) and identifying vulnerability. This
means that vulnerable victims of an investigation conducted by Derbyshire, whether they live in
Derbyshire or elsewhere, will be assessed and supported accordingly. Officers are reminded to
consider if their victims in another force area are vulnerable and liaise with that force where
necessary.
Investigating officers are expected to carry out expeditious enquiries within one month of receipt of
the investigation. If it is established that a suspect actually resides in another force area, that
investigation should then be passed to that force to continue the investigation. This is organised as a
transfer crime via Derbyshire CMU directly to Action Fraud who will assess and either agree or
disagree.
The Fraud Process Chart (Appendix J) shows the workflow for all fraud crime referrals from Action
Fraud and police attended incidents of fraud.
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Action Fraud Victim Data – Identifying Potential Vulnerability
A brief analysis of the data for Derbyshire shows that;
2016 – 3508 Derbyshire Victims reporting loses of £3,833,960
2017 – 3608 Derbyshire Victims reporting loses of £14,975,140

Based on figures from 2016 & 2017 Derbyshire Police receive around 23 crime referrals per month
(for investigation) but have around 300 residents per month reporting they are victims of fraud. Of
these, around 40 victims per month are aged over 70 years old, losing an average of just under
£2,000 each. This disparity between the number of victims and number of crime referrals is due to
the fact that most crimes are screened out by Action Fraud as “no viable lines of enquiry” and are
therefore never sent out to forces to investigate Also not every Derbyshire victim will have an
investigation lead by Derbyshire.
NFIB (Nation Fraud Intelligence Bureau) provide Derbyshire Police with access to a portal containing
details of all Derbyshire victims, regardless of whether the report has been reviewed or what the
outcome was. The Action Fraud Portal allows instant access to this data.
Upon receipt of the victim data the FPO, using a risk assessment matrix will identify those who are
potentially vulnerable based on the following;
•
•
•
•
•
•

Anyone over the age of 70
Anyone over the age of 60 who feels the impact of the crime is ‘Significant’
Anyone who feels the impact of their crime is ‘Severe’
Any victim who has a PPN on NICHE
A repeat victim of fraud
Any victim who appears from Niche checks to be a victim of other crime types that suggest
potential vulnerability
Any report that contains the keywords;

•
-

Exploit
Abuse
Vulner
Attorney
Trust
Carer
Advantage
Elderly
Disab

-

Frail
Mule
Child
Minor
Western +
Union
Moneygram
Romance
CPN

-

Social
Dementia
Alzheimer
Domestic +
violence
Support
Mobility

These keywords have been chosen through examination of Operation Signature documents
provided by multiple other forces and discussions with the Derbyshire Vulnerability Units. It
provides a proportionate amount of reports to be taken for further review, minimising the
risk of missing those who are potentially vulnerable.
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A brief assessment of the data from 2016 and 2017 shows;

Age 70+
Age 60-69
Impact 'Severe'
Age 60-69 & Impact 'Significant'

2016
Total
Per month
503
42
423
35
u/k
u/k

2017
Total
Per month
496
41
420
35
104
50

9
4

In 2017 thirteen of the ‘severe’ reports came from those aged 70 and over and several hits on the
keywords described above highlighted reports previously not selected. It is anticipated therefore
that the FAPO will have an average of 50 reports per month to review.
Those identified as potentially vulnerable will then be reviewed in full by the FPO using police
systems eg Niche Intelligence, including SARs to identify any wider issues in the case. If necessary
they may contact the victim direct to clarify points. The purpose of this assessment is to identify
those who are felt to likely be in need of police contact to assess whether they are in need of Protect
advice and guidance material or a face to face visit in order to help them avoid becoming a repeat
victim and sign post those with additional needs to relevant partner agencies and support groups.
The FPO will identify the victims who are in need of a face to face visit and create a non-crime
occurrence for the relevant Vulnerability Unit. This will initiate a review by the Vulnerability Unit
(North or South) and result in a local officer being tasked to visit the victim as previously explained. If
necessary the officer will create a PPN should partner agencies be required to be involved in further
support of that victim.
Any victim who is not highlighted as potentially vulnerable through the filtering process will have
their details retained on a spreadsheet held by the FAPO for 2 years. This is held to identify any
repeat victims of fraud.
To ensure this is compliant with the Data Protection Act 1998 Principles this spreadsheet will only
contain data less than 2 years old to ensure it is kept current and relevant.
Any victim who was initially highlighted as potentially vulnerable due to the above mentioned
criteria, but does not meet the criteria for a face to face visit, will receive an information pack
containing a letter from the Force FPO and Protect advice material (Appendix F). This will include the
Derbyshire version of the Home Office approved ‘Little Book Of Big Scams’ and details of further
support available to them.

Operation Signature

Page 10

SARs (Suspicious Activity Reports)
Derbyshire Police Force Intelligence Management Unit (FIMU) is responsible for receiving, sanitising,
analysing and actioning SARs. They also receive ‘fast track’ SARs which are reports concerning
vulnerable victims who the NCA feel may be subject to ongoing issues.
An adult safeguarding non-crime occurrence is created for any SAR which identifies a vulnerable
victim, whether highlighted by the NCA (fast track) or through the officer’s assessment. These
Occurrences are allocated to Divisional Intelligence Detective Sergeants to ensure safeguarding
checks are carried out and any criminality is identified and progressed to investigation. Currently
these visits are tasked to specialist Intelligence Development Officers (IDO’s).
Ultimately if the SARs process identifies a person who is vulnerable a PPN is created. When the FPO
is reviewing new fraud victims they will be cross referenced against PPN data, meaning the SARs
system and Action Fraud victim reviews are not operated in isolation.
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Money Mules
What is a Money Mule?
A money mule is a person who transfers illegally acquired money (eg stolen or obtained
through fraud) in person, through a courier service, or electronically on behalf of others. The
money is transferred from the mule’s account to the scam operator, typically in another
country.
The money mule is often paid for their services with a small part of the transferred money.
Money mules are often recruited through advertisements for ‘money transfer agents’, ‘local
processors’ and other similar titles. Alternatively some money mules are recruited via online
dating sites and romance scams.
Candidates are asked to accept funds and to subsequently forward to a third party after
deducting a relatively small payment for themselves.

Who is likely to be a money mule?
There are a number of categories of people who, in general terms, may fall victim to
becoming a money mule. Often the individuals who respond to the adverts, or who are
targeted by the criminals, are vulnerable in some way, or naïve to the offending behind their
transactions.
Students are often susceptible to these adverts as an easy way for them to make some
money whilst studying as they can complete the transactions from home with limited time
dedicated to the task.
Romance / dating frauds are also common methods of targeting the mules. The criminals
form a relationship with the individual through an online dating site and earn their trust by
purporting to be someone else. Once their trust has been earned they ask them to assist
them with the transferring of funds, either with small payment or promise of payment at a
later date.
In addition to those discussed above, some mules may knowingly be complicit in the offence
of money laundering.

Why do criminals use money mules?
The real benefit to criminals of using money mules is not the work carried out by the mule,
but that the criminals themselves are distanced from the risky, visible transfer.
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After money or merchandise has been stolen / subject to fraud, the criminal employs a mule
to transfer the money or goods, hiding the criminal’s true identity and location from the
victim and the authorities. By using instant payment mechanisms such as Western Union,
the mule allows the thief to transform a reversible and traceable transaction into an
irreversible and untraceable one, thereby significantly reducing their chances of being
identified and prosecuted.

How are money mules identified?
Incidents that are potentially money muling incidents often come to the attention of police
as a result of financial intelligence concerning the activity on a person’s bank account,
suspicious transactional activity at a money Transfer Agent (eg Western Union), or as a
result of dissemination from Action Fraud that indicates the recipient account of fraudulent
activities.

How will Derbyshire Police respond to these reports?
INITIAL ASSESSMENT OF SUBJECT
Dependent upon the circumstances and nature of the report / intelligence, there may be a
clear suggestion that the person involved is in fact vulnerable and as much a victim of the
criminal activity as well as being complicit in the transfer of potential criminal funds, for
example as part of a dating / romance fraud.
These vulnerable individuals, however, often present ongoing difficulties for police because
they may continue to engage in such activity despite police advice and safeguarding
activities.
In each case a full assessment of the report and intelligence on the subject will inform how
we deal with the report. In some cases where there exists clear previous criminality or links
to OCGs etc then the cease and desist route will not be appropriate and a criminal
investigation should commence.
In cases where the suspect is not known to police for criminality / links to criminal networks
or where they are deemed a vulnerable person, Derbyshire Police will adopt a two stage
intervention process which will provide a structure for a proportionate response to these
reports.
The process is as follows:
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Stage 1: The report will be allocated for a safeguarding visit under the Op Signature process.
A fraud non-crime occurrence will be created. This ensures that all fraud investigations are
searchable on Niche
The attending officer must:
•

•
•
•

Advise the individual that they are potentially laundering the proceeds of criminal
activity and that they must stop. Issuing a Money laundering Disruption Notice
(Appendix I)
Record the above in a Mobile Data entry.
Update the NICHE occurrence to this effect, attaching a signed copy of the notice.
Provide appropriate safeguarding assessment and advice /PPN referral for the
individual where appropriate.

If the individual continues to receive and send monies after initial police intervention, the
offence of money laundering under s327 Proceeds of Crime Act would possibly be made
out. The rational for this is that the individual should have ‘known or suspected’ the
proceeds are derived from crime because an officer has previously advised them of this. In
such circumstances they will be dealt with as per Stage 2.
Stage 2: In those cases where, despite intervention in accordance with Stage 1, the
individual persistently continues to engage in muling activity the following process will be
followed:
•
•
•
•
•
•

New NICHE POCA Money Laundering non-crime occurrence created
Individual named as a suspect
Individual dealt with as a suspect and interviewed accordingly.
Scope and further investigation based on outcome of initial investigation, interview,
further enquiries identified and potential likely outcome
Where appropriate Prosecution file submitted to CPS referencing stage 1
interventions.
Consideration given to exploring the use of CBOs post-conviction or SCPOs (as a
stand-alone civil recourse) as an alternative method of disposal or means of
controlling continued muling behaviour.
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Appendix A

AF DATA
DUMP

VVF
SARs

VULNERABILITY
FILTER

SARs REVIEWED
& VULNERABILITY
IDENTIFIED
(FIMU)

NOT VULNERABLE

RETAIN ON
RECORD, 2 YRS

AF CRIME
REFERRALS

FRAUD DS

CALL
999/101

CALL FOR SERVICE

TIER
ASSESSMENT

THRIVE
ASSESSEMENT
APPENDIX B

VULNERABLE

NOT
VULNERABLE

FPO
ASSESSMENT
APPX C & D

NCO CREATED &
ALLOCATED TO
DIVISIONAL SPOC

CREATE
INCIDENT FOR
OFFICER
ATTENDANCE

SEND TO CMU
FOR NCO &
ALLOCATION

FPO CREATE NCO
AND ALLOCATE
TO VU TO
ARRANGE FACE
TO FACE

IDO allocated to
conduct visit for
safeguarding and
identification /
progression of
criminal
investigation

OFFICER
INVESTIGATE &
CONSIDER
VULNERABILITY

– Derbyshire victims whose cases are not disseminated
– Crime Management Unit
– Fraud Protect Officer
- Vulnerability Unit
– Incident
– Non-Crime Occurrence
– Crime Number provided by Action Fraud
– Public Protection Notice
– Record Of Contact
– Safer Neighbourhood Team
– Single Point of Contact
– Vulnerable Victims of Frauds identified through SARs
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OFFICER ATTENDS.
VULNERABILITY
ASSESSMENT
APPENDIX C&D

NOT
VULNERABLE

Key
AF Data Dump
CMU
FPO
VU
INC
NCO
NFRC
PPN
ROC
SNT
SPOC
VVF SARS

CREATE ROC,
VULNERABILITY
QUESTIONS
APPX C

VULNERABLE

VULNERABLE

FPO - LETTER CRIME
PREVENTION
MATERIAL

NO CALL FOR SERVICE

INVESTIGATION /
OFFICER CREATE NCO
AND RECORD
EVIDENCE.
CALL HANDLER OBTAIN
NFRC NUMBER FROM
AF & ADD TO NCO

VULNERABLE

INVESTIGATION /
CREATE NON CRIME
OCCURRENCE.
CREATE PPN FOR
VULNERABILITY UNIT
REFERRAL
CALL HANDLER WILL
OBTAIN NFRC NUMBER
& ADD TO NCO

NOT VULNERABLE
CREATE INC FOR
SNT/LPU. OFFICER TO
TAKE DETAILS/
GATHER EVIDENCE /
COMPLETE PROTECT
MEASURES. &
COMPLETE APPX D
VULNERABILITY
ASSESSMENT

VULNERABLE
GATHER EVIDENCE
AND RECORD ON
NCO.
PROVIDE PROTECT
ADVICE &
MATERIAL.
CREATE PPN TO
VU.
CALL HANDLING
TO CREATE AF
RECORD

NOT VULNERABLE
UPDATE ROC/INC.
ADVISE CALLER TO
REPORT TO
ACTION FRAUD.
EMAIL ROC/INC
TO ECU INBOX
(ACTION.FRAUD)

NOT
VULNERABLE
FPO TO REVIEW
AFTER 1 WEEK
TO ENSURE
REPORT MADE
TO ACTION
FRAUD
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Appendix B
-

Is the crime in progress?

-

Is the offender at the scene? Nearby? Or due to return shortly?

-

Is the offender a known local offender?

-

Is there a realistic prospect to recover property / identify offender in the near future?

-

THRIVE principles relevant?
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Appendix C
No.

Question

1

HOW OLD ARE YOU?

2

HOW HAS THIS CRIME AFFECTED
YOU?

Options

Score
2
0

60+
<60
Severe (Received medical treatment / risk of
bankruptcy)
Significant (Direct impact on health / day to day
finances)
Concerned (Concerned but no impact on health /
day to day finances)
Other (Small impact on victim)

3
2
1
0

3

HAVE YOU BEEN A VICTIM OF
FRAUD BEFORE?

Yes
No

1
0

4

ARE YOU SUPPORTED BY SOCIAL
SERVICES / LOCAL AUTHORITY?

Yes
No

1
0

5

CAN YOU DISCUSS THIS CRIME
WITH ANYONE? (FRIENDS/FAMILY)

Yes
No

0
1

6

CALL HANDLERS PROFESSIONAL
JUDGEMENT

Vulnerable
Not Vulnerable

4
0

6. Examples Type of fraud, e.g. investment or
romance?
Victim has PPN or Control Works
markers?
Demeanour of caller
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Appendix D

Op Signature - Risk Assessment

VULNERABILITY RISK ASSESSMENT

Victim’s name:
Non Crime Occ No:
Consent to share personal details with Victim Support (Explain Benefits) YES / NO
1. How often do they receive mail / telephone calls/ both?

5
3
1
0

At least weekly
Occasionally
Once
Never

2. How often do they send money?

5
2
0

More than once
once
Never

3. How much money have they sent?

5
4
3
2
0
5
3
0

Over £ 10,000
£1,000 - £10,000
£100 - £1,000
Under £100
None
:
Within last 7 days
7 -28 days ago
Over 1 month ago
Yes
No
Yes
No
No
Yes - not local
Yes - local
Yes
Specify type(s):
No
Yes
Specify type(s)
No

4. When was the last activity?
5. Do they live alone?
6. Are they recently widowed / separated?
7. Do they have a trusted contactable next of kin?
And are they local?
8. Is there any evidence of scams taking place?
9. Are there any other vulnerabilities evident?
(e.g hoarder, victim of other fraud, doorstep callers etc)
10. How affected are they by what has happened?
(e.g. financially, physically, mentally, family relations etc)
11. Do they have any health issues?
( Consider physical and mental health, visual/speech
impairment, mobility etc)
12. Do they have any support?
Specify: friends / family / professional

Yes
No

Specify:

The victim is isolated from people who can offer
support
The victim has a few people to draw on for support
The victim has a close network of people who they
are willing to call upon for support

A score of 5 in any one category or 9 or more, the person is to be treated as a vulnerable victim
•
•

If the attending officer feels the victim is well supported and is unlikely to become a repeat victim of fraud then the NCO should
be updated to this effect
If the attending officer feels further support may be required from other agencies, ie social care , fire service, then a PPN
should be created and specify eg Hoarder – referral to DFRS

Additional comments of attending officer:

Person completing:
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Appendix E
Derbyshire Constabulary
Police Headquarters
Butterley Hall
Ripley, Derbyshire

DE5 3RS

Date: 28 December 2018

FRAUD PREVENTION – Op Signature
Derbyshire Police Ref:
Dear
Thank you for contacting Derbyshire Police in relation to you becoming a victim of fraud. At the time
of the call you will have been advised to make your report to Action Fraud, the national reporting
centre for Fraud & Cyber Crime in the UK. It is only when you have reported your crime with them,
and received an NFRC number, have you successfully reported the crime.
As Action Fraud takes reports on a national scale they are able to feed information into the National
Fraud Intelligence Bureau (NFIB) who process this data to pin point patterns and linkages in
offending. NFIB crime reviewers and analysts review the reports you make to identify opportunities
for law enforcement or partner agencies to take action.
Some people also think that fraud is a victimless crime, or that it’s not as serious as other crimes.
This is not true. Fraudsters are often part of serious organised criminal gangs, who use the money to
fund other crimes such as human trafficking, illegal firearms trade and terrorism.
I have enclosed a number of leaflets outlining different types of scams and ways to avoid becoming a
victim. Derbyshire Police have also produced the “Little Book of Big Scams” which can be accessed
via http://www.derbyshire.police.uk/Documents/Safety-Advice/Personal-Safety/Frauds-andScams/Little-Book-of-Scams.pdf.
If you have not already reported your crime to Action Fraud please visit
https://www.actionfraud.police.uk or call 0300 123 2040 to report.
If you would like further support or advice from Derbyshire Police please contact us on 101 and
quote the reference at the top of this letter.

Kind regards,

Tammy Barnes
Fraud Protect Officer
Economic Crime Unit
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Appendix G

•
•
•
•
•
•
•
•
•
•
•
•
•

CATEGORY 1 FRAUD

CATEGORY 2 FRAUD

CATEGORY 3 FRAUD

Fraud Investigation Team (FIT)

Vulnerability Fraud Team (VFT) / CID

CID / Uniform Section

Bribery & Corruption
Fraud committed against Local Government
(internal / external)
Fraud committed by a Politically Exposed
Person
Fraud committed by Charity organiser
Election offences
Complex Corporate Fraud
Fraud offences facilitated with the assistance
of professional enablers
Multiple victims
Frauds committed by Organised Crime Groups
Multiple suspects
Significant regional / International enquiries
High Value
Any other Frauds or related financial crime
offences which may result in significant
reputational / organisational risks if not dealt
with appropriately

•
•
•
•
•
•

•

•

•
•
•
•
•

Multiple victims
Consider vulnerability / repeat victim
Multiple suspects
High Value
Offender in position of Trust
Family or relative with power of attorney,
carer, solicitor, financial advisor, bank official,
accountant, medical professional, minister of
religion etc
Other examples dependant on level of
complexity may include PONZI type frauds,
Boiler room and advance fee fraud
Corporate fraud

NOTE: All of the above types of fraud can be tasked
UPWARDS / DOWNWARDS on the basis of
increased/decreased level of;
1.
2.
3.
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Not complex
Small number of victims
Small number of suspects
Lines of enquiry predominantly local
Low Value

Complexity
Reputational/Organisational Risk
Resources required to effectively and efficiently
investigate fraud and/or other related financial
crime offence.
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Appendix H – Crimed In Force With No Requirement To Refer To
Action Fraud
Making or supplying articles for use in fraud – 053/44/01
Make a False prescription for a scheduled drug -060/21/01 use 060/22/01
Make a false instrument with intent – 061/21/01 use 060/22/01 custody or control of false
instrument 061/23/01
Make a counterfeit of a currency note- 061/24/01
Possess materials to make counterfeit notes or coins 061/27/01
Make a false statement / representation re benefit or immigration. 078/07/01
Make a false statement in regard to the tobacco act. 095/13/01
Make a false statement to obtain a driving licence 807/05/01
Make a false statement to obtain insurance. 809/02/01
Tachograph – make a false entry on a record sheet. 814/04/01
Possess false / improperly obtained documents. 061/40/01 and 061/41/01
False representations to National Lottery 075/61/01
Trade mark offences- 084/08/01 and 02
False statements in respect of disclosure orders 095/66/01
False documents re gang master 098/01/01
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Appendix I - Money Laundering Disruption Notice
Dear <suspect’s name>
It has come to the attention of Derbyshire Police that on <date> <amount>
was paid into your bank account <account details>. It is believed this money was
obtained through crime; accepting this money into your bank account, withdrawing
it from your account, spending it or transferring it to any other bank account
anywhere in the world are criminal offences under section 327 of the Proceeds of
Crime Act 2002.
In this instance the decision has been made not to commence a criminal
investigation at this time with regard to this particular offence. However, these
details will be retained in police records for a minimum of six years with a continuing
five year review period and may be taken into account in any future decisions if you
are suspected of further money laundering offences. This does not mean that you
have a criminal record.
Offences under section 327 of POCA carry sentences of up to 14 years in prison on
conviction, and can result in money and other assets being confiscated.
You are strongly advised not to allow any other person to use your bank account or
your details. Criminals will often use fake job adverts, or create social media posts
about opportunities to make money quickly, in order to lure potential recruits and
victims. No legitimate company will ever ask you to use your own bank account to
transfer their money. Do not accept any job offers that asks you to do this and never
give your financial details to someone you don’t know and trust. If you do, you are
helping to conceal a criminal’s identity and helping them commit serious offences
like human trafficking, drug supply and fraud.
If you are approached to accept and transfer money in the future DO NOT agree to
this. Advice and assistance can be obtained by calling Derbyshire Police on 101 or at
the Action Fraud website www.actionfraud.police.uk.
This document was explained to me, and a copy was given to me on <date>
Signed
Witnessed by
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Appendix J - Fraud Process Chart
ECONOMIC CRIME UNIT
Fraud process Chart January 2019

AF
Crime Referrals
Sent to ECU for
review and
allocation

CALL CENTRE Incidents
allocated for police
attendance. Initial enquiries
and evidence gathering to be
added to Non-Crime Occ and
task / workflow sent to “Fraud
Investigation Unit” titled
“Fraud Review” on Niche for
review and allocation decision

VULNERABILTY FRAUD TEAM
DESKTOP INVESTIGATION / TRIAGE BY VULNERABILITY
FRAUD TEAM D/SGT AND FRAUD REVIEW OFFICER

DIVISION
Uniform / CID
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INVESTIGATION
TEAM

TRANSFER
VULNERABILITY
FRAUD TEAM
INCORPORATING
FRAUD PROTECT
OFFICER

or
Cease Investigation
(Fraud Conclusion
Letter to Victim)
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AGENDA ITEM 12 B APPENDIX B
SPA
25 NOVEMBER 2019

Force Policy
Document title: Fraud Policy

Document Reference:

Owner: Economic Crime Unit

Review date:

This Force policy

suitable for public disclosure under the

Freedom of Information Act 2000

This document sets out principles to help guide decision making and in some parts
may be quite prescriptive. However, it is vital that officers and staff have the freedom to
innovate, exercise discretion and take risk based decisions centred on the needs of the
victim and the merits of each case.
There may be occasions when a member of staff is considered to have acted outside
of the content of this document but if they have done so with honesty, integrity and
professionalism, to make the best decision for the community we serve, they will be
trusted and supported. On the occasions when this is the case, the rationale for it must be
properly recorded.

This document should be read in conjunction with the Force Policy Statement.
1|P a g e
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Introduction
Fraud is a growing area of criminality in Derbyshire. City of London Police figures show 8,380 reports
with a £12.4m loss to victims from April 2018 to March 2019 representing a 19.4% and 18.2% rise
respectively. It is committed using increasingly complex and sophisticated methods which presents
significant difficulties for police in terms of prevention, disruption and investigation. Modern
technology is enabling fraudsters to carry out attacks on a national and global scale and to employ
complex behaviours to remain undetected. Offenders frequently target the most vulnerable in
society, with victims often being repeatedly targeted. The impact on victims is not only financial;
there is a significant emotional impact.
This policy fulfils recommendations 2 and 9 of the April 2019 HMIC thematic report on fraud:
“By 30 September 2019, chief constables should publish their force’s policy for responding to and
investigating allegations of fraud (in relation to both calls for service and National Fraud Intelligence
Bureau disseminations for enforcement)”
“By 31 March 2020, the National Police Chiefs’ Council Coordinator for Economic Crime and chief
constables should ensure that forces have processes in place to accurately and efficiently report
fraud outcomes to the National Fraud Intelligence Bureau”.

Action Fraud and NFIB
The City of London Police (CoLP) are the national lead force (NLF) for economic crime and are
responsible for Action Fraud and the National Fraud Intelligence Bureau (NFIB). Action Fraud record
all instances of fraud; these may be reports directly from a member of the public or reports referred to
them by police forces. Action Fraud review reports of fraud from members of the public against a set
matrix. If a report scores high enough on this matrix it means it will be investigated further and will be
passed to a crime reviewer. The crime reviewer assesses the crime, identifies links and may conduct
initial enquiries for the purpose of identifying the force best placed to investigate. The dissemination
rationale is set by Action Fraud and NFIB apply it to all reports that score high enough on their matrix:
1st - The police force area covering the location of the fraudulent operation/suspect’s address or for
business related fraud the office address/ usual place of work of the suspect employee or if no office
address /usual place of work, the Head Office of the company. (The term “business related” generally
applies to corporate employee fraud, abuse of position of trust, boiler room addresses etc).
2nd - The police force area with the greatest number of individual usages (banking/credit industry) or
offences.
3rd - The police force area where the first offence (individual usage in banking/credit card fraud) was
committed.
4th - The police force area where the victim resides or works.
5th - In the unlikely event that it is impossible to determine a Force Area using these principles the
NFIB will determine a Force Area
Action Fraud crime reviewers then disseminate reports to individual forces. Each individual force
reviews disseminations from Action Fraud to assess the reports for viability for investigation. It is a
decision for each force as to whether they investigate the referral, which department investigates it
and to what extent.
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Procedures
Derbyshire Economic Crime Strategy
Derbyshire Economic Crime Unit (ECU) use the powers provided by legislation in the course of fraud
and money laundering investigations to disrupt, deter and prosecute offenders. Resources are
deployed effectively and work with partner agencies to protect the most vulnerable victims of fraud.
Criminal assets are targeted through POCA and civil powers.

Investigation Management
Derbyshire ECU receive crime referrals from Action Fraud via a portal system. The Fraud
Assessment Officer (FAO) is overseen by a Detective Sergeant and is responsible for assessing
these referrals. Derbyshire ECU operate a three-tier system of evaluating fraud to assist in deciding
which department investigates each report of fraud (Appendix A):
Category 1 – Fraud Investigation Team
Category 2 – Vulnerability Fraud Unit (VFU) / Criminal investigations Department (CID)
Category 3 – Local policing resources
A desktop investigation by the FAO takes place prior to allocation. The FAO ensures that all allocated
crimes have an investigation strategy applying the National Decision Model (NDM) along with the
Fraud Investigation Model (FIM) (Appendix B). Both of these models allow for regular reviews and
adjustment to parameters where necessary and proportionate. The objective of most investigations
will be a criminal investigation. However further investigation may present other and more
proportionate methods of disruption such as referral to partner agencies better placed to investigate
the offences and/or signposting the victim to civil procedures.
All crime referrals are then recorded as non-crime occurrences on Niche and allocated via the Crime
Management Unit (CMU), as per national guidelines.
Fraud reports are also made directly to police by both victims and officers. Victims reporting fraud
that is not deemed a ‘call for service’ are directed to Action Fraud to register their complaint. Action
Fraud will then record a crime. Calls for service are dealt with by police at the outset and are defined
by Action Fraud as follows:
1. Offenders are arrested by police or
2. There is a call for service to the police and the offender is committing or has recently
committed at the time of the call for service or
3. There is a local suspect
Calls for service are recorded in force as a non-crime occurrence on Niche and allocated to an
appropriate officer. A referral to Action Fraud is made by the officer dealing to obtain an NFRC
number which is recorded on the Niche occurrence. To ensure the FAO has reviewed and assessed
the investigation strategies on all recorded frauds, the Performance and Management of Information
Department provide the FAO with a list of frauds recorded on Niche as a call for service. This
means that both disseminations from Action Fraud and calls for service are assessed by the FAO.
There is a prescribed list of frauds that do not need to be referred to Action Fraud and are recorded
directly onto Niche as crime occurrences (Appendix C).
After an initial period of investigation some frauds may be identified as another force area having
primacy. These will be referred back through CMU to Action Fraud who will make the decision about
whether the crime should be transferred or not by reapplying the dissemination rationale.
3|P a g e
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All Derbyshire investigations are conducted according to the Victims’ Code of Practice (VCoP). The
investigating officer decides and agrees with victims the best method of communication and preferred
update timescales. The Code states that crime contracts are “not required for major or serious cases,
as the officer dealing should be providing a bespoke service level to meet the victim’s needs”. The
investigating officer should take a common-sense approach as to whether victims require a crime
contract or not. In either scenario it should be clear to victims how and when they will be updated.
The ECU produce a monthly list of frauds that have the words ‘banking protocol’ recorded within
them. The VFU Detective Sergeant and Fraud Protect Officer (FPO) assess the level of vulnerability
within each occurrence and whether the investigation is being completed appropriately. The FPO
provides advice and signposting to support for these vulnerable victims. The FPO provides additional
support to victims identified as vulnerable from calls for service and Action Fraud disseminations
(Appendix D).
Derbyshire crime outcomes recorded on Niche do not automatically update NFIB. Outcomes are fed
back to NFIB on a monthly basis by the Performance and Management of Information Department.

Money Mules
Money mules feature frequently in fraud and money laundering investigations. Whilst fraud and
money laundering offences are distinct, there is a significant amount of overlap in both areas of
investigation.
A money mule is a person who transfers criminal property (generally money) in person, through a
courier service, or electronically on behalf of others. The money is transferred from the mule’s
account to the scam operator, typically in another country. Mules are asked to accept funds and to
subsequently forward to a third party after deducting a relatively small payment for themselves. The
real benefit to criminals of using money mules is not the work carried out by the mule, but that the
criminals themselves are distanced from the risky, visible transfer and subsequent identification and
prosecution by law enforcement.
Potential money mule activity often comes to the attention of police as a result of financial
intelligence, suspicious transactional activity at a money transfer agent, or as a result of
dissemination from Action Fraud that indicates the recipient account of fraudulent activities.
The nature of the report and related intelligence may indicate that the person involved is in fact
vulnerable as well as being complicit in the transfer of potential criminal funds. These vulnerable
individuals present ongoing difficulties for police because they may continue to engage in such
activity despite police advice and safeguarding activities. In cases where the suspect is not known to
police for criminality / links to criminal networks or where they are deemed a vulnerable person,
Derbyshire Police will adopt a two stage cease and desist intervention process which will provide a
structure for a proportionate response to these reports.
For individuals who have no previous links to similar criminality, a non-crime occurrence will be
created on Niche and a Public Protection Notice (PPN) if appropriate. The individual will be
contacted by an officer or member of staff and advised that they are potentially laundering the
proceeds of criminal activity and that they must stop. They will be provided with safeguarding advice
and issued with a money laundering disruption notice (Appendix F).
If the individual continues to receive and send monies after initial police intervention a further cease
and desist letter will not be appropriate; a criminal investigation into money laundering offences will
be conducted.
There will be some cases where it will be clear from the outset that mules are complicit in the offence
of money laundering and are aware or suspect that the purpose of transferring the money relates to
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criminal activity. In cases where there exists clear previous criminality or links to Organised Crime
Groups (OCGs) then a Money Laundering Disruption Notice will not be appropriate and a criminal
investigation should commence.
There is no legislation that deals directly with the use of cease and desist letters. However, if used
correctly and in accordance with this policy they can either prevent an individual becoming further
involved in criminality or provide evidence to assist in subsequent prosecutions where there is a
continuance of the behaviour.

Financial Intelligence
Derbyshire Police Force Intelligence Management Unit (FIMU) is responsible for receiving, sanitising,
analysing and actioning financial intelligence. Intelligence identified for further investigation is
allocated to Divisional Intelligence Detective Sergeants to ensure safeguarding checks are carried
out and any criminality is identified and progressed to investigation. Intelligence which relates directly
to Child Sexual Exploitation (CSE), Human Trafficking, Modern Slavery or Terrorism are recorded on
Niche and allocated directly to the most appropriate investigation team. Intelligence relating to
immediate and significant financial loss or relating to professional enablers are assessed by the ECU
Financial Investigation Unit (FIU).
An adult safeguarding non-crime occurrence and PPN created for financial intelligence which
identifies someone as potentially a vulnerable victim. These occurrences are allocated to the VFU
Detective Sergeant for further investigation. When the FPO is reviewing new fraud reports, the
victims are cross referenced against PPN data.
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Part 1

Human Rights

1. What is the policy or procedure title, what is its purpose or objective and who will
be affected by it?

2. Will the policy or procedure restrict anyone’s Convention rights?

If the answer to Q2 was Yes proceed to Q3.
If the answer to Q2 was No proceed to Part 2, Equality Impact Assessment.
However, be alert to any possibility that your policy or procedure may restrict someone’s
Convention rights, things may change and you may need to reassess.
3. What Convention rights are restricted? Are they absolute rights or limited rights?

4. What is the legal basis for the restriction?

5. What is the legitimate aim for the restriction?

6. Are the actions that restrict the right proportionate? Are you sure you are not using a
sledgehammer to crack a nut?

7. Are the actions that restrict the right fair, non-discriminatory and least intrusive?

8. Does the policy or procedure specify that a record of any decisions that affect someone’s
rights are documented?

9. Has legal advice been sought on the policy or procedure?
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Form 0027
R4/15

Part 2 - Equality Impact Assessment

This form should be completed electronically and on completion forwarded to the equality unit mailbox.
This Equality Impact Assessment form must be used to inform your decision making when reviewing or
developing new policies/guidance/procedure/ working practices. It should remain a live document and be
reviewed at key milestones during development or at least yearly.
The General Duty
The general duty is set out in section 149 of the Equality Act 2010. In summary, those subject
to the Equality Duty must have DUE REGARD to the need to:
•

eliminate unlawful discrimination, harassment and victimisation, between those who
share a protected characteristic and those who do not;

•

advance equality of opportunity between those who share a protected characteristic
and those who do not;

•

foster good relations between those who share a protected characteristic and those who do not.

Authors have a statutory requirement to have DUE REGARD to the relevant protected
characteristics shown below, whilst taking a common sense approach
•

age

•

disability

•

gender reassignment

•

marriage & civil partnership

•

pregnancy and maternity

•

race

•

religion or belief

•

sex (gender)

•

sexual orientation

Name of the document, project or working practice:

Policy/Ref No:

1. Briefly describe the intention of the document, project or working practice?
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2. Does this document, project or working practice have a direct impact on people who :a. Work for Derbyshire Constabulary (including specials and volunteers)

Yes

No

b. Reside or visit Derbyshire

Yes

No

3. How does this policy affect the following protected groups?
Include what relevant quantitative and qualitative data you have. This may include national/local research, surveys, reports,
complaints and meetings. Please list any evidence in the boxes below.
Protected Characteristic

Positive Impact or Benefits

Negative Impact or Risks

Where impact/risk identified, what, if
anything can be done?

Age:
Disability
(physical, sensory, learning)

Transgender
(person is proposing to
undergo, is undergoing or
has undergone a process
(or part of a process) for
the purpose of reassigning
the person’s sex by
changing physiological or
other attributes of sex)

Race
(Black, Asian, Chinese &
Other, Mixed Race, White,
Gypsy/ Travellers, Asylum
Seekers)

Religion/Belief
Religion/Belief (Religion
means any religion and a
reference to religion
includes a reference to a
lack of religion. Belief
means any religious or
philosophical belief and a
reference to belief includes
a reference to a lack of
belief)
Sex (Gender)

Sexual orientation
(lesbian, gay man,
bisexuals, heterosexual)

Pregnancy and Maternity

Marriage and Civil
Partnership
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4. Is there any further engagement or consultation required to support the above?
No

If No go to
7

Yes

If Yes please contact the Equality Unit – Compliance and Inclusion Officer (75 04865)
for advice on who to consult with.

5. Who have you consulted with and what was their feedback? Was their feedback adopted?
(If not why not?)

6. Action Plan
This EIA will be reviewed on a yearly basis to monitor the impact on protected characteristics.
Following consultation and feedback what action will you take?
Action

Timescale

Action Owner
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7. Quality Assurance This assessment requires the signature of the EIA author. It should then be forwarded
to the Equality Unit.
I am satisfied this assessment demonstrates compliance with the General Duties under the
Equality Act 2010 , and that due regard has been given to the need to;•

Eliminate unlawful discrimination

•

Advance equality of opportunity

•

Foster good relations

EIA Author:

Date:

Head of Equality:

Date:

Department:

This EIA will be retained until the next review date:

Part 3 - Consultation
1. What departments, individuals and organisations have been consulted in the development
of this policy or procedure? At the very least you should consult with the below. It may
also be beneficial in some cases to consult with the Force Staff Network co-ordinator and
Legal Services.
Name

Department / Organisation

Date

Police Federation

Unison

Data Protection
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STRATEGIC PRIORITIES
ASSURANCE BOARD
STRATEGIC PRIORITY 2: WORKING TO TACKLE THE
EMERGING THREATS OF CYBER AND CYBERENABLED CRIME ON INDIVIDUALS, BUSINESSES AND
COMMUNITIES

REPORT
TITLE

REPORT BY CHIEF CONSTABLE
DATE

18 MARCH 2019

PURPOSE OF THE REPORT
To provide assurance to the Police and Crime Commissioner that the Constabulary are
making progress towards the Police & Crime Plan Objective 2: Working to tackle the
emerging threats of cyber and cyber-enabled crime on individuals, businesses and
communities.
ATTACHMENTS
1. None
RECOMMENDATIONS
To determine if the PCC can gain direct assurance that this area of business is being
managed efficiently and effectively
CONTACT FOR ENQUIRIES
Name:

Superintendent Steve Pont

Tel:

0300 122 5400

Email

spaenquiries@derbyshire.pnn.police.uk
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1.

OVERVIEW OF THE STRATEGIC PRIORITY
The National Lead Force for fraud, the City of London Police, hosts both the
National Fraud Intelligence Bureau (NFIB) and Action Fraud. Collectively, these
entities assume national responsibility for the recording of fraud and
Cybercrime. The NFIB collates and analyses the intelligence on fraud and
cyber, identifying viable lines of enquiry and developing packages for submitting
to a police force for investigation.
Figures recently published by the City of London Police revealed an increase in
this crime area for Derbyshire. The most prominent offence in this period was
computer virus/malware/spyware. This increase in reporting reflects a national
uplift in cyber dependant crime reporting however Derbyshire is above the
average and it is believed this is due to our teams work to encourage more
individuals and businesses to report such incidents.
Derbyshire Constabulary was one of the first forces to set up its own
Cybercrime unit to tackle Cyber Dependant crime across the county within the
Digital Investigation Unit that also supports the force in all other aspects of
digital crime.
The Cybercrime Unit actively investigates all incidents of cyber dependant crime
within Derbyshire Constabulary and also works closely with our Regional
Cybercrime Unit.
Our specialist Cyber Investigation Unit, alongside other partner agencies are
committed to offer a protect/prevent programme to safeguard the public and
businesses from Cybercrime. This includes those most vulnerable or at risk of
becoming a victim of crime within our communities.
Derbyshire Constabulary continues to be able to respond to a national cyber
security incident by maintaining public order and supporting the overall incident
management and response, recognising that the response to such an incident
may call for a multi- agency approach which could depend upon joint working
by local authorities, hospitals and the police.
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2.

SUB-OBJECTIVE 1: THE PCC WILL WORK WITH THE CHIEF CONSTABLE
TO ENSURE THAT DERBYSHIRE CONSTABULARY, AND PARTNERS,
HAVE A DEVELOPED UNDERSTANDING OF THIS RAPIDLY EVOLVING
CRIME TYPE
Cyber Dependent crimes
Cyber dependent crimes are “offences that can only be committed using
information communications technology, where the devices are both the tool for
committing the crime and the target of the crime”. For example, the use of
specially designed code to hack into a victim’s computer to steal sensitive
personal information such as account log in details and passwords.
Cyber dependent crime can be committed to steal personal data, money,
intellectual property or other sensitive information. It can also be committed to
alter, prevent access to, or otherwise disrupt a system, service or data. For
example, crimes such as hacking, ransomware and denial of service attacks.
The top 3 cyber dependent crime types in Derbyshire by volume of reports were
Businesses 1) Hacking Social Media and Email
2) Hacking Server
3) Hacking Personal
Individuals –
1) Computer Virus
2) Hacking Social Media
3) Hacking personal

These offences show how Cybercrime is affecting our local businesses,
education and personal computers.
Ransom ware offences are one of the most common forms of cyber dependent
crime. This is usually a splash screen type demand or prompt on a window
demanding the recipient pay Cryptocurrency for example Bitcoin, otherwise
3
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data or information will be permanently locked. This can often have a huge
impact on the business and could stop a company from functioning. This then
has a financial impact that can often outweigh the crypto demand. In effect the
impact on a business, its reputation, ability to trade, data sets (e.g. historical
data stored)
The way computers are infected continues to develop and improve and trying to
mitigate this effect provides constant challenges to Derbyshire Police in order to
stay up to date.
An example of this is a variant of Ransomware used successfully used to infect
computers called DMA locker. DMA Locker was used for a period of time until
the decrypt keys (the code needed to unlock the computers) became publically
available. Business or individuals affected by DMA Locker could visit the No
More Ransomware website which would provide them with the ability to
unencrypt the files affected for free.
This was successful for a period; however this ransomware has now evolved by
the developers re-engineered the code so that the public decrypt key available
on No More Ransomware no longer worked. The recipient in reality is left with
the option of paying the fee to unlock their files or it is likely they will remain
locked permanently.
Cyber dependent crime often requires greater technical skill and tools
compared to other forms of criminality. The impact of Cybercrime can hugely
damaging, threatening national infrastructure as experienced during the
WannaCry attack that so badly affected the NHS in 2017.
Consequently, it requires more specialist skills and capabilities to investigate it.
Derbyshire has a dedicated Cybercrime investigation team based at force
Headquarters.
In order to equip these Officers with the skills required to investigate Cyber
dependant crime, Derbyshire Police has provided them with specialist bespoke
Cybercrime training. This training was essential in providing our investigators
with the specialist knowledge required to effectively investigate these types of
offences.
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In a bid to recognise and promote the professionalism of the officers and staff
that operate in this arena, five members of staff from the team are taking part in
a National ‘Cyber Digital Career Pathways’ pilot. Benefits include profession
identification, a career pathway, accreditation and permeation between
organisations. The pilot is being run by the College of Policing.
Intelligence and information around cyber infections is shared regionally and
nationally to inform the national and international intelligence picture. Any best
practise is shared amongst forces with regular communication.
Officers of the Cybercrime team are contributing members to the European
Cryptocurrency Taskforce chaired by Europol. This allows Derbyshire to remain
at the forefront of Cryptocurrency evolution as Cryptocurrency enquiries are
often the most tangible method of tracing Cyber criminals.
The East Midlands region is the subject of a pilot scheme with regional
oversight and local delivery of Cyber dependant crime. This project is enabling
Cyber dependant investigation capability across the country. As this capability
builds and becomes more mature our ability to investigate across the United
Kingdom will continue to grow.
Cyber enabled crimes
Cyber enabled crimes are defined as “existing crimes that have been
transformed in scale or form by their use of the Internet. The growth of the
Internet has allowed these crimes to be carried out on an industrial scale”.
Cyber enabled crime forms the greater volume of Cybercrime.
Hacking of social media and email was the top cyber enabled offence in
Derbyshire in 2018 in volume. (62 between April and September 2018).
Hacking of social media in the context of cyber enabled is different to that of
cyber dependant. In cyber enabled access to a social media account is usually
facilitated by an ex-partner or friend without the account holder’s permission.
They either knew the account password or guessed it but a computer did not
breach the password credentials.
Investigations of this nature are usually investigated by divisional officers with
support from six Digital Media Investigator’s within the Digital Investigation Unit.
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(DIU)
The Digital Investigation Unit within Derbyshire is in the process of expanding
our cyber capacity in force, increasing the cyber investigation team to four
investigators. These investigators will concentrate on pursuing those with
criminal intent.
A Cyber Protect officer is also in place alongside the cyber investigation team.
The Protect officer concentrates on engaging with businesses offering advice
and support, making them less likely to be a victim of cyber-attacks.
One in five businesses that were attacked suffered damage to their systems last
year simply because they did not protect themselves properly. Cybercriminals
may choose to hack, send phishing emails, send spam, use ransomware and
spyware to infiltrate a business. To help prevent these attacks, the protect
officer delivers presentations on understanding the risks of Cybercrime and
offers advice on a disaster recovery planning. The Protect officer will review
steps the business could take to prevent themselves becoming a subject of
Cybercrime.
The Derbyshire Cybercrime team is a key member of the county wide
Cybercrime and Online Safety Group where partner agencies come together
with an action plan to combat Cybercrime and increase safety and awareness
for the elderly, vulnerable and young victims. Members of this group include,
Derbyshire County Council, Derby City Council, Derbyshire Fire and Rescue
district council members amongst key members.
A continual challenge is keeping up to date with new technology and ensuring
this training and development of intelligence is disseminated to frontline officers.
There is a need to develop the digital readiness of officers focussing on
knowledge, awareness, understanding and confidence. Regular inputs are
provided to divisional officers from the Digital Investigation Unit to assist with
this.
Cyber related crime is often difficult to trace and identifying suspects can be
challenging. Offences are often difficult to mitigate and this makes cyber
offences a challenging area to investigate and bring successful criminal justice
outcomes.
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3.

SUB-OBJECTIVE 2: THE PCC WILL WORK WITH THE CONSTABULARY
AND PARTNERS TO ENSURE THAT INDIVIDUALS AND COMMUNITIES
UNDERSTAND THE POTENTIAL RISKS THEY FACE AND ARE AWARE OF
AND UNDERSTAND HOW THEY CAN KEEP THEMSELVES SAFE ONLINE
Individuals and communities can be affected by both cyber enabled and cyber
dependent crime. Offences such as hacking are the most common offences
committed against communities and the majority of Cybercrime is preventable
by taking basic cyber security measures. Individuals and companies often put
too much information on line making them vulnerable to crime, including
stalking and hacking.
The Cyber Protect Officers main focus is to concentrate on engaging with our
business community offering advice and support, making them less likely to be
a victim of cyber-attacks
Our Protect officer attends national Protect Conferences and meetings, sharing
best practise and identifying emerging threats. This information helps to keep
our Protect officer informed on relevant mitigation advice for business.
The Protect and Prevent officers work hard to increase the number of people
Derbyshire police engage with. It is an aim to engage with as many Derbyshire
residents as possible and to continue with media campaigns on the back of
national and regional campaigns. They seek to make use of such campaigns to
continually to raise awareness and interest in the subject.
One of the most emotive issues is Cyber bullying. It is rife on the internet and
most young people will experience it or see it at some time. Cyber bullying can
occur twenty four hours a day, seven days a week and can quickly go viral. It
can have an adverse effect on young people and has many forms including
sexting, harassment, denigration, on line arguments, impersonation, “outing”
(revealing the secrets of others) cyber stalking, grooming, blackmail,
threatening behaviour and exclusion.
An example of Cyber Bullying is a secondary school in the North Division area
had reported ongoing issues with students making homophobic comments
towards a transgender student which included inappropriate messages being
sent using social media. Local SNT had been made aware and requested
7
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support from the Prevent PCSO. A number of individuals had been identified
and advice had initially been offered by the School and local officers followed by
home visits to speak with parents. The Prevent officer attended the school on a
number of occasions and provided inputs to each of the year groups around the
title of ‘Hate to Bully’ which included, what is hate crime and examples, online
content and offensive material, the law/consequences as well as awareness
around trolling and other general online safety tips. The school have not made
any further reports regarding this issue.
The Cyber Prevent officer is actively involved in working to deter young people
with an interest, talent or curiosity in computers, coding, gaming and other
related disciplines from finding themselves in a position where they have broken
the law. This is carried out in an environment where they can learn and exercise
cyber related skills.
Our Cybercrime response will continue to develop to ensure that communities
are kept safe from the threats posed by those who offend in the digital
environment. Derbyshire Police recognise the significant risks Cybercrime
poses to vulnerable people and as such have invested specific resources into
policing the growing digital landscape.
4.

SUB-OBJECTIVE 3: THE PCC WILL WORK WITH BUSINESSES, IN
PARTICULAR SMES, TO HELP ENSURE THAT THEY KEEP THEMSELVES
SAFE AND PREVENT THE HARM OF THE LOW-SOPHISTICATION – HIGHIMPACT THREATS THEY FACE DUE TO OUR EVER INCREASING
RELIANCE ON A DIGITAL INFRASTRUCTURE
Businesses are susceptible to both cyber dependent and cyber enabled crime,
including Malware, Ransomware and Denial of Service Attacks (DoS)
The investigations themselves are very challenging and technical and invariably
involve overseas enquiries. Good links are established and maintained with
Europol, interlinking Australia and USA which are essential to such enquiries.
The main threats for businesses are that they have often unwittingly exposed
their business due to a lack of IT knowledge or often earned from bad
experience.
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Derbyshire Constabulary maintains our ‘Cyber Essentials Plus’ accreditation for
in house cyber security and continues to promote this service to our business
community. Relevant businesses are referred to Cyber Essentials and Cyber
Essential Plus, a government backed scheme within the national cyber centre.
The Unit work with individuals to make sure they engage with this scheme.
The Cyber Security Information Sharing Partnership (CiSP) is a joint industry
and government initiative designed to exchange cyber threat information in real
time in a secure, confident and dynamic environment. This secure environment
is free to access and allows businesses to share. Businesses are signposted to
the partnership as part of prevent work within Digital investigations.
An example of how Derbyshire SMEs can be affected by Cybercrime is outlined
in this next example. A local business reported their IT infrastructure was
managed by an external firm. This firm had created their website and a number
of email addresses for individuals within the company. These email addresses
were created some time ago and some had never been used. One of those
never used belonged to the companies managing director. On the date of the
offence an email was sent from the managing director’s email to the finance
executive at the company. The email was crafted in such a manner that the
language used was business like and appropriate to the circumstances. It also
appeared to come from a legitimate email address. The content detailed an
urgent requirement for funds to be transferred in order to secure a business
contract. Despite this being unusual the finance executive made the payment
as the email address and content appeared plausible. Not long after the transfer
the finance executive saw the managing director in person and explained that
the transfer had been. At this point the managing director stated they had not
requested any transfer and they realised something was amiss. An investigation
remains ongoing.
By engaging with our SMEs and offering informed, practical low cost advice can
often prevent them becoming victims of Cybercrime in the majority of occasions.
Our specialist Cyber Investigation Unit, alongside other partner agencies are
committed to offer a protect/prevent programme to safeguard the public and
businesses from Cybercrime. This includes the most vulnerable or at risk of
9
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becoming a victim of crime within our communities.
5.

SUB-OBJECTIVE 4: THE PCC WILL WORK WITH FELLOW POLICE AND
CRIME COMMISSIONERS REGIONALLY TO CONTINUE TO DEVELOP OUR
ONLINE CAPABILITIES TO TACKLE ORGANISED CRIMINALITY, THOSE
WHO COMMIT ONLINE FRAUD AND THOSE WHO TARGET THE MOST
VULNERABLE IN OUR COMMUNITIES
The biggest threat around this area is the online capability of other police
forces. Not all forces have a dedicated cyber team and there is a disparity
across the country regarding this capability. Derbyshire are part of a pilot
scheme where all forces within the region have a digital/cyber investigation
team with varying resources and a capacity to investigate.
There is the ability to pool resources together to assist each other and to
promote learning and sharing best practise.
Our specialist Cybercrime Investigation Unit, alongside other partner agencies
are committed to offer a protect/prevent programme to safeguard the public and
businesses from Cybercrime. This includes those most vulnerable or at risk of
becoming a victim of crime within our communities.
We will continue to develop our Cybercrime response to ensure that
communities are kept safe from the threats posed by those who offend in the
digital environment. Derbyshire police recognises the significant risk Cybercrime
poses to vulnerable people and as such have invested specific resources into
policing the growing digital landscape.
We work closely with our partner agencies to share current best practice around
Cybercrime advice and hygiene and this ensures the national protect network
all work together
Operation Signature, the Vulnerability Fraud Unit within Derbyshire focuses on
those most vulnerable within our communities who are susceptible to online
fraud, which could include online dating fraud. Although in its early phase, the
emphasis is around safeguarding those who are vulnerable, preventing
reoffending and repeat victims. Working closely with partner agencies and
Action Fraud is an integral part of this unit.
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As knowledge and technology develops, we may see our traditional OCG’s
become more involved in cyber related crime. Vulnerable young people who are
technically gifted but are impressionable could be coerced into working with
organised criminality. This could facilitate an OCG selling drugs, firearms,
people and commodities on digital platforms including the dark web.
Commodities sold on the dark web are subject to layers of obfuscation and
investigating the sellers is challenging.
We are working closely with regional Cybercrime Unit and the National Crime
Agency in building dark web investigative capability.

6.

SUB-OBJECTIVE 5: THE PCC WILL WORK WITH PARTNERS IN
EDUCATION TO ENSURE THAT YOUNG PEOPLE UNDERSTAND HOW TO
KEEP THEMSELVES SAFE ONLINE AND PREVENT THE NEGATIVE
IMPACT OF CYBER-BULLING AND SO CALLED ‘TROLLS’
We work closely with our partner agencies to share current best practice around
Cybercrime advice and online digital profile awareness. The Cybercrime and
Online Safety group is a key driver in this area.
The Prevent PCSO is embedded within the Digital Investigation Unit and this is
now seen nationally as best practice for local units, this role is described as a
Digital PCSO.
They continue to have a shift based role that meets the demands of customers
who require presentations and inputs out of hours including weekends. It
includes dispensing advice around cyber hygiene and current identified threats
to communities including the elderly, schools, universities, autistic forums, the
deaf community and other hard to reach groups. The Digital PCSO is
responsible for creating presentations to be shared with SNT’s across the Force
so that the message around cyber safety can reach as many groups as
possible.
An example of work in this area is two young people from Derby had been
experiencing vicious bullying over Facebook and Instagram which left them
feeling fearful of going out alone. It was later discovered that the abuser was in
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fact another girl in their class. The Digital PCSO became involved with a
national charity whose aim is to use young people’s experiences to ‘fix the
future.’
A project was created in which a short video was made by the two girls to raise
awareness about online dangers in the hope that the film will encourage others
to take online bullying more seriously. The Prevent officer supported the two
young people through ‘Got Your Back’ part of the PCC’s funded victim services.
7.

SUB-OBJECTIVE

6:

THE

PCC

WILL

WORK

TO

ENSURE

THAT

APPROPRIATE SUPPORT IS MADE AVAILABLE TO THOSE WHO FIND
THEMSELVES A VICTIM OF CYBER OR CYBER-ENABLED CRIME
In Derbyshire every victim of cyber dependent crime is referred to the Digital
Investigation Unit, either through Derbyshire systems or via Action Fraud. This
can be a person that has been affected or a business.
They are contacted and an investigative assessment carried out, assessing
whether that person or company is a repeat victim, if there are vulnerabilities
and whether they require any safeguarding support.
Following this involvement in a police investigation may take place or a referral
will be made into the appropriate support area, whether this is a Prevent/Protect
officer, partner agencies, Cyber Essentials Plus or Cyber Security Information
Sharing Partnership (CiSP) for example.
An example of this support was provided to a primary school in the Derbyshire
area. On the date of the offence the victim became aware of issues with the
school computer network and IT support identified that ransomware had been
deployed by a malicious third party. The encryption deployed completely
enveloped the system and the victim lost access to everything held on
workstations or servers. The offender demanded a bitcoin ransom in exchange
for decryption keys and provided a contact email address. Extensive mitigation
work was required by the victim to right the system and considerable cost
expended in doing this. Enquiries on the bitcoin, email and IP addresses
relevant to the offence in question identified that this was part of a series of
offences believed to have been committed by the same criminal actors.
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Numerous other victims were identified in the UK and overseas. As a result of
enquiries the matter was incorporated into a national ongoing investigation.
Potential offenders have been identified and the enquiry continues to progress.
The Digital Investigation team provided support and advice to the school, this
continued for a period of months and Police were able to inform the school that
the decrypt keys had become publically available allowing the encrypted files to
be unlocked. Preventive steps were taken at the school with a view to making
them less likely to be a victim of future cyber-attacks.
8.

RISKS AND THREATS
The National Cyber Security Centre (NCSC) is the UK’s authority on cyber
security and is a part of the Government Communication Headquarters,
(GCHQ). Their purpose is to reduce the cyber security risk to the UK by
improving its cyber security and cyber resilience. The National Crime Agency
host the National Cybercrime Unit who effectively lead the UK’s response to
Cybercrime. The relationship with our Regional Cybercrime Unit and indeed,
our Force based Cybercrime Unit is meaningful and well established. The
National Crime Agency supports partners with specialist capabilities and
coordinates the national response to the most serious of Cybercrime threats via
cyber contingency plans
The future continues to be challenging with new technologies emerging. The
Team continue to improve their knowledge in these areas and an example of
this is that they are recognised regionally and beyond for being a point of
contact for incidents of Cybercrime that include virtual currency. The unit has
good links with Europol and are members of their ‘Virtual Currency Task Force’.
Under reporting from victims, particularly businesses are one of the biggest
risks regarding Cybercrime. Businesses can offer have reservations the Police
have the capability to respond to the crime they are reporting because of the
specialist nature Cybercrime presents. They may fear their company reputation
would be damaged should they report such a crime.
There is an opportunity for the PCC to assist with dispelling this myth this by
reassuring businesses he comes into contact with and encouraging them to
13
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have the confidence to report crimes.
The PCC has access to many communities and individuals. Further publicity
and information sharing would assist with reassuring communities, individuals
and businesses of the support available to them should they contact the police
in Derbyshire over such matters.
Continuing to understand the evolving nature of Cybercrime with a correct
infrastructure and experienced individuals trained to deal with this type of
offending is imperative to the success of such a unit. Support of training and
experience of new technologies would assist with this process.
Digital crime is an area where we need to push the boundaries if we are to keep
up to date with ever evolving technology and support around officer training and
awareness is invaluable
9.

SUMMARY
The Digital Investigation Team continue to improve their knowledge in these
areas and they are recognised regionally and beyond for being a point of
contact for incidents of Cyber Dependant and Cyber Enabled crime that include
virtual currency.
The DIU continues to grow in size and capability in an effort to meet the
challenges of investigating digital and online crime. Keeping pace with
technological advances will always prove challenging but the foundations of this
response are now being established and are better understood within the DIU.
Derbyshire Police with the support of the Chief Constable and the PCC are in a
strong position to deal with future threats posed to our communities. We will not
allow ourselves to be complacent and will strive to be at the forefront of new
and arising opportunities.

BACKGROUND PAPERS
A.
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•
•
•
•
•
•
•
•
•
•
•
•
•

CATEGORY 1 FRAUD
Fraud Investigation Team (FIT)
Bribery & Corruption
Fraud committed against Local Government
(internal / external)
Fraud committed by a Politically Exposed
Person
Fraud committed by Charity organiser
Election offences
Complex Corporate Fraud
Fraud offences facilitated with the assistance
of professional enablers
Multiple victims
Frauds committed by Organised Crime Groups
Multiple suspects
Significant regional / International enquiries
High Value
Any other Frauds or related financial crime
offences which may result in significant
reputational / organisational risks if not dealt
with appropriately

•
•
•
•
•
•

•

•

CATEGORY 2 FRAUD
Vulnerability Fraud Team (VFT) / CID
Multiple victims
Consider vulnerability / repeat victim
Multiple suspects
High Value
Offender in position of Trust
Family or relative with power of attorney,
carer, solicitor, financial advisor, bank official,
accountant, medical professional, minister of
religion etc
Other examples dependant on level of
complexity may include PONZI type frauds,
Boiler room and advance fee fraud
Corporate fraud

•
•
•
•
•

CATEGORY 3 FRAUD
CID / Uniform Section
Not complex
Small number of victims
Small number of suspects
Lines of enquiry predominantly local
Low Value

NOTE: All of the above types of fraud can be tasked
UPWARDS / DOWNWARDS on the basis of
increased/decreased level of;
1. Complexity
2. Reputational/Organisational Risk
3. Resources required to effectively and efficiently
investigate fraud and/or other related financial
crime offence.
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Derbyshire Constabulary
Police Headquarters
Butterley Hall
Ripley, Derbyshire

DE5 3RS

Date: 15 November 2019

FRAUD PREVENTION – Op Signature
Derbyshire Police Ref:
Dear
Thank you for contacting Derbyshire Police in relation to you becoming a victim of fraud. At the time
of the call you will have been advised to make your report to Action Fraud, the national reporting
centre for Fraud & Cyber Crime in the UK. It is only when you have reported your crime with them,
and received an NFRC number, have you successfully reported the crime.
As Action Fraud takes reports on a national scale they are able to feed information into the National
Fraud Intelligence Bureau (NFIB) who process this data to pin point patterns and linkages in
offending. NFIB crime reviewers and analysts review the reports you make to identify opportunities
for law enforcement or partner agencies to take action.
Some people also think that fraud is a victimless crime, or that it’s not as serious as other crimes.
This is not true. Fraudsters are often part of serious organised criminal gangs, who use the money to
fund other crimes such as human trafficking, illegal firearms trade and terrorism.
I have enclosed a number of leaflets outlining different types of scams and ways to avoid becoming a
victim. Derbyshire Police have also produced the “Little Book of Big Scams” which can be accessed
via http://www.derbyshire.police.uk/Documents/Safety-Advice/Personal-Safety/Frauds-andScams/Little-Book-of-Scams.pdf.
If you have not already reported your crime to Action Fraud please visit
https://www.actionfraud.police.uk or call 0300 123 2040 to report.
If you would like further support or advice from Derbyshire Police please contact us on 101 and
quote the reference at the top of this letter.

Kind regards,

Tammy Barnes
Fraud Protect Officer
Economic Crime Unit

