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MINUTES of a meeting of the JOINT AUDIT, RISK AND ASSURANCE
COMMITTEE held at the Derbyshire Police Headquarters, Butterley Hall, Ripley
on 17 July 2014
PRESENT
Miss K Alcock (in the Chair)
Mr M Carrington, Mr S Cook, Ms S Hart, Mr A Salt
Apologies were received from Angela Ward.
OPCC Present: Mrs H Boffy, Ms Amy Clarke,
ACPO Present: Mr T Neaves
Internal Audit: Mr P Green
External Audit: Mr A Cardoza, Mr J Cornett, Mr H Organ
Mr A Cardoza has taken over from Mr J Cornett as the KPMG Director
responsible for Derbyshire’s External Audit.
Ms A Clarke (OPCC) was introduced to the meeting as minute taker.
Mr H Organ (External Audit) was welcomed to the meeting as the graduate
colleague of Mr A Cardoza.
14/14

DECLARATIONS OF INTEREST
14.1 No declarations of interest were declared.
RESOLVED:
1.
To note that no members declared any personal or prejudicial
interests.

15/14

MINUTES OF THE MEETING OF THE JARAC HELD ON 13
MARCH 2014
15.1 The minutes of the meeting of the JARAC held on 13 March 2014
were available for members to confirm.
15.2 Minute 02/14 RESOLVED was amended as the JARAC meeting
referred to had actually been held on 17 December 2013 not 17
December 2014 as stated. The minutes will be amended to
accurately reflect the date of the meeting.
RESOLVED:

1
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1.

16/14

That, following the correction of the date to 17 December 2013 at
minute 02/14, the Minutes of the meeting of the JARAC held on the
13 March 2014 were noted.
ACTIONS

16.1 The actions arising from the previous meetings of the JARAC were
reviewed.
16.2 Action 8C. The committee were updated on the status of Financial
Governance: a memorandum of understanding is in place between
the Chief Constable and the Police and Crime Commissioner to set
the terms post Stage 2 Transfer; the final detailed scheme of
consent and delegation is currently undergoing quality assurance
prior to consideration by the Police and Crime Commissioner and
Chief Constable. Miss Alcock queried the potential timing for
completion, which Mrs Boffy advised would be September 2014; this
was agreed by the Constabulary.
16.3 Members requested that the list of agreed committee themes be
recirculated and large reports be sent to members in advance of the
agenda being published.
16.4 Due to committee member changes an updated contact list was
requested. The correct spelling of Mr Cardoza’s name was noted for
future reference.
16.5 It was agreed that the terms of reference would reflect the committee
self-assessment, as presented to the panel.
16.6 It was agreed that Mrs Boffy would produce a draft Annual Report in
order to explain to the public the context and background of the
JARAC and its role.
RESOLVED:
1.
To note the JARAC Review of Actions
17/14

FORCE RISK MANAGEMENT
17.1 This report was presented to provide Committee members with an
opportunity to consider the corporate risk register (Appendix A) at
the 2014/15 mid-year point, and to advise them of the strategic risks
facing the Force.
17.2

Mr Neaves highlighted the more extensive format of the Appendix A
to Agenda Item 5 and gave a verbal update on changes to the risks
that were reviewed in April. New risks flagged were around IS,
partly in relation to the age of the systems. Plans are in place to
look at a replacement Crime Recording System. However it is
2
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important to ensure that there are viable options available. The
current focus is on Command and Control and its systems. Ms Hart
queried whether there would be scope for collaboration with other
Forces. Mr Neaves reported that Derbyshire chose not to be part of
collaboration with other Forces on the purchase of a crime system
as there was an extremely limited choice at present and the Force’s
priority was to replace its Command and Control System. The
indication is that Derbyshire will wait approximately a year before
taking a decision on a replacement Crime Recording System.
17.3

Members welcomed the revised format of the report; it was better
annotated and easier to understand.

17.4

The risk level of 1 for 4.11 was queried with regards to recent
changes at senior level. Mr Neaves explained that the revised score
was based on the recent appointment of two permanent Assistant
Chief Constables, which were considered to provide a good degree
of continuity. He also indicated that the expiry of the contracts for
the Chief Constable and his Deputy were some 6 months apart.
Mr Neaves confirmed that new Assistant Chief Constable Martyn
Bates had commenced in post.

RESOLVED:
1.
The Committee gained direct assurance that risk is being managed
efficiently and effectively.
18/14

EXTERNAL AUDIT PLAN 2013/14
18.1 A report was presented to advise the Committee of the proposed
Audit Plan for 2013/14 accounts. The External Audit Plan 2013/14
was attached at Appendix A to the report.
18.2 Mr Cardoza presented the report to the Committee, noting that the
approach by the External Auditor remained unchanged from last
year, with the audit strategy and plan remaining flexible. He
highlighted key financial audit statement risks around the late issue
of guidance from CIPFA but assured the Committee that this would
not stop audit going ahead, and necessary restatement of the
previous year’s accounts would form part of the audit.
18.3 The potential for additional costs was discussed, with Mr Cardoza
confirming that, dependent on where any errors might have
happened, both Derbyshire County Council and the Police and Crime
Commissioner could be liable for any additional costs involved. The
planned audit fees were unchanged.
18.4 Mr Cardoza assured the Committee that the change in management
within KPMG would in no way decrease the quality of the work.
3
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18.5 Members queried the inclusion in Section 5 of potential risk from the
A19 failed employment tribunal but as this was not a risk for
Derbyshire it should be removed from the risk assessment.
18.6 It was confirmed that the External Auditor would take assurance from
the recent HMIC Valuing the Police inspection report.
RESOLVED:
1.
The Audit Plan for 2013/14 accounts was noted.
19/14

EXTERNAL AUDIT ANNUAL FEES 2014/15
19.1 This report was presented to advise the Committee of the fee level
determined by the Audit Commission and to be charged by KPMG
for the audit of the 2013/14 accounts.
19.2 Mr Cardoza confirmed that the fees will remain the same as those
charged in 2013/14 and highlighting the change in management as
reported on page 2 of Appendix A to the Agenda Item.
19.3 Mr Cardoza assured members that the ISA260 report would be
available prior to the September meeting.
RESOLVED:
1.
To note the fee level determined by the Audit Commission and the
change of auditors’ names for the audit of the 2013/14 accounts.

20/14

INTERNAL AUDIT ANNUAL REPORT 2013/2014
20.1 The Annual Report for the year ending 31 March 2014 was attached
at Appendix A to the report. The annual report of the internal auditors
for 2013/14 summarises the audit activity carried out during the year.
20.2 The report states that Baker Tilly are satisfied that sufficient internal
audit work has been undertaken to allow them to draw a reasonable
conclusion on the adequacy and effectiveness of the arrangements
of both the Derbyshire Office of the Police and Crime Commissioner
and the Office of the Derbyshire Chief Constable. In their opinion,
based upon the work they have undertaken, for the 12 months ended
31 March 2014 both the Derbyshire Office of the Police and Crime
Commissioner and the Office of the Derbyshire Chief Constable have
adequate and effective risk management, control and governance
processes to manage the achievement of the organisations’
objectives.

RESOLVED:
1.
The Committee gained assurance on the outcome of the work
undertaken by Internal Auditors Baker Tilly on the adequacy and
effectiveness of the arrangements for governance, risk management
and control at Derbyshire Constabulary and the OPCC for
4
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Derbyshire and should be included in the respective Annual
Governance Statements.
21/14

INTERNAL AUDIT: PROGRESS REPORT
21.1 The latest report for July 2014 was attached at Appendix A to the
report. Mr Green (Internal Auditor) presented the progress report as
a summary of the individual reports present as Agenda Items 7C to
7G. The following was highlighted and discussed;
21.3 The nature of an ‘Advisory’ opinion was clarified by Mr Green as not
being part of the overall assurance framework but only advisory.
21.4 Members queried the timing of the audit of ICT – Mobile Devices.
Mr Green advised that the audit had yet to be timetabled. Mr Neaves
advised that this audit was at an early stage of consideration and
that workshops with officers to identify their requirements were
currently underway.
RESOLVED:
1.
The Committee gained assurance that the internal audit plan
addressed relevant matters and was being delivered as expected.

22/14

INTERNAL AUDIT: PRIORITY BASED BUDGETING
22.1 The Priority Based Budgeting report for June 2014 was attached at
Appendix A to the report. The report reviewed the priority based
budgeting programme.
22.2 Paragraph 2.1. Mrs Boffy highlighted that the word ‘whilst’ should be
removed.
22.3 Mr Green presented the report on the Force’s response to the
austerity measures, praising the good framework in place and
emphasising that the programme was working well.
22.4 Mr Neaves updated members on the progress of the programme.
The last round of reviews was on-going, with a view to completion by
the middle of August 2014. He indicated that this would then lead to
a range of proposals being put forward for final decisions in October.
The Challenge process was described to the Committee and
members agreed that the programme was comprehensive.
RESOLVED:
1.
The Committee gained substantial assurance that the controls upon
which the organisation relies to manage Priority Based Budgeting as
a means of managing budgets to address expected future budget
shortfalls are suitably designed, consistently applied and effective.

5
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23/14

INTERNAL AUDIT REPORT: FOLLOW UP TO COLLABORATION
GOVERNANCE & FINANCIAL FRAMEWORK
23.1 The follow up Collaboration – Governance & Financial report for May
2014 (Appendix A to the report) was presented to receive and review
a follow up report from the Internal Auditors on the review of the
governance and financial framework of police collaboration in the
East Midlands region.
23.2 Mr Green presented the report, confirming that three medium and
two low priority recommendations had been fully implemented but
highlighting that two medium priority recommendations remained
outstanding due to timing concerns. The Committee were assured
that these outstanding recommendations would be followed up and
that the Internal Auditors were content that progress had been made.
23.3 The Committee was updated on the general approach taken to
assurance on collaboration, highlighting that work still needed to be
done on collaboration as a whole. Members were informed that Ms
Ward (Internal Audit) would be attending the Regional Finance
Meeting to be held in September in order to support the aim of
establishing the best way to audit collaboration going forwards. It
was agreed that Ms Ward would be asked to report back to the
Committee following the Regional Finance Meeting.
23.4 Members raised the concern that recommendations may not be
being used in practice and queried whether any projects
commencing since April 2014 had followed the recommendations.
Mr Neaves explained the cautious approach taken by Derbyshire
Constabulary and that there haven’t been any new collaborations
involving Derbyshire that could test out the implementation of the
recommendations. The report had prompted the Force to do more
work around the financial implications of the recent forensics
collaboration.
23.5 Members discussed the approach to auditing as it applies to
collaborating forces and outside agencies, and the difficulties
regarding obtaining assurance from a group of audit committees.
Mrs Boffy informed members that the PCCs do receive direct
assurance on collaboration performance via the East Midlands
Police and Crime Commissioners Board. It was agreed that the
External Auditors would work with Mrs Boffy to produce a report on
collaborative auditing processes; where assurance comes from; and
whether the assurance is sufficient.
23.6 Members agreed that Mrs Boffy and Mr Green would draw up a plan
of where audits fit together, who is looking for assurance and
highlighting where there are any assurance gaps.
6
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RESOLVED:
1.
The Committee noted progress made in delivering the actions rising
from the earlier audit report.

24/14

2.

The Committee agreed to receive a further report in due course as
part of the standard audit follow up procedures.

3.

The Committee requested a further report on an assurance
framework for collaboration.
INTERNAL AUDIT REPORT: ESTATES BUILDING DESIGN
CONSULTANTS

24.1 The Estates – Building & Design Consultants report for June 2014
was attached at Appendix A to the report. This report was presented
by Mr Green on the review of the management of the Estates
Building Design Consultants.
24.2 Members were informed that the report was commissioned as a
result of concerns raised by Mr Neaves over the status of a contract,
with performance and monitoring risks identified as a result of work
continuing where a framework had ceased. Mr Green confirmed that
these have now been addressed and the Internal Auditors were
confident that control mechanisms are now in place.
24.3 Members queried whether there had been a review on discounts on
invoices, as recommended in 3 Findings and Recommendations
Reference 1.1 of the Appendix A. Mr Neaves informed members that
this has been picked up by Strategic Finance and it was agreed that
he would follow this up.
24.4 The Committee discussed the nature and use of Key Performance
Indicators and the feasibility of financial penalties for not meeting
these.
RESOLVED:
1.
The Committee gained assurance that the controls upon which the
organisation relies to manage design consultancy are suitably
designed, consistently applied and effective, but that action needs to
be taken to ensure the risk is managed.
25/14

INTERNAL AUDIT REPORT: RISK MANAGEMENT
25.1 The Risk Management report for July 2014 was attached at
Appendix A to the report.
25.2 Mr Green presented the report on the review of risk management in
both the Constabulary and the Office of the Police and Crime
Commissioner. The report identified good progress on risk
management, acknowledging that, whilst risk is always evolving, the
7
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fundamental requirements have been addressed and the Internal
Auditors are content with the current position.
25.3 Further to previous agreement by the JARAC, the JARAC Chairman
and the Treasurer will set up a half yearly review of the PCC risk
register. Members declared that they were content with the current
system with the Force using Orchid software and the
Commissioner’s Office using a spread sheet method. The
Committee agreed to close the action to contact other forces
regarding the feasibility of the OPCC using the Orchid System.
RESOLVED:
1.
The Committee gained substantial assurance that the controls upon
which the organisations rely to manage risk management are
suitably designed, consistently applied and effective.
26/14

INTERNAL AUDIT REPORT: PAYROLL
26.1 The Payroll report for July 2014 was attached at Appendix A of the
report.
26.2 The report was presented on the review of payroll services for the
Constabulary and the Office of the Police and Crime Commissioner.
The term ‘substantive’ on the 3. RECOMMENDATION to Agenda
Item 7G was replaced by ‘substantial’.
26.3 Members queried whether access to shared drives was reviewed by
the Internal Audit team; members agreed that they required
assurance that there had been a review during the past 12 months,
although it was acknowledged that Divisional Commands and
different locations of work might make this difficult. The internal audit
Partner agreed to report back.
RESOLVED:
1.
The Committee gained substantial assurance that the controls upon
which the organisations rely to manage payroll are suitably
designed, consistently applied and effective.

27/14

ASSURANCE MAP 2013/14
27.1 This report sets out the assurances that have been gained by the
Joint Committee during the last financial year against their key areas
of responsibility as set out within their terms of reference. Mr Neaves
presented the Assurance Record for 2013/14 (Appendix A) and
talked the Committee through the development of the document.
27.2 The Committee agreed that whilst it was positive to see the list of
assurances seen at JARAC meetings there were some changes to
the format of the Assurance Record that they would like to see to
improve clarity.
8
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27.3 A graphical representation similar to a heat map was identified as a
potential method for presenting the information, to sit alongside the
list of assurances.
27.4 Members agreed that the inclusion of entire assurance activity
across the Force, OPCC, and JARAC would provide a holistic
approach to governance and would assist in identifying any gaps or
duplication as well as the frequency and status of assurance.
27.5 It was agreed that the External Auditors would work on a format to
display assurances within the parameters identified.
RESOLVED:
1.
The Committee noted the level of assurances gained over the last
financial year and recognised the need to further develop an
assurance map.
28/14

ANNUAL GOVERNANCE STATEMENT 2013/14 POLICE AND
CRIME COMMISSIONER
28.1 Mrs Boffy presented the report on the Commissioner’s Annual
Governance Statement for 2013/14 (Appendix A), highlighting to the
Committee the structure of the report with regards to the Appendix A
and accompanying Annexes.
28.2 Serial 4 of Annex 2 to Appendix A – formatting issues on
paragraph relating to JARAC. Annex 2 to be approved with the
understanding that the formatting issues be reviewed by Mrs Boffy.
28.3 A-1-3 of Annex 1 to Appendix A – the determination of the Deputy
PCC remuneration was queried by the Committee. Mrs Boffy
confirmed that the remuneration is decided by the PCC and checked
by the Police and Crime Panel.
28.4 A repeat of ‘integrity’ was highlighted in paragraph 4.3 of Appendix
A; this requires correction on one instance to ‘impartiality’.
28.5 The Committee agreed a change of wording in paragraph 7.10 of
Appendix A, from ‘carries out the role of an audit committee’ to
‘carries out a role similar to that of an audit committee but acting in
an advisory and assurance capacity’.
28.6 Paragraph 9.2 of Appendix A – The Committee agreed that ‘is
responsible for all audit matters and’ should be removed from the
first line and that the word ‘reassurance’ in the third line should be
changed to ‘assurance’.
28.7 Paragraph 12.1 of Appendix A – typographical errors were
9
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identified in lines 4 and 8. In line 4 the word ‘maintain’ required
correction to ‘maintaining’ and in line 8 the year required correction
to ‘2015/16’. The Committee approved these corrections.
28.8 Members discussed the wording of paragraph 12.2 of Appendix A,
agreeing that the collaboration programme should be referred to as
being ‘developed’ rather than ‘expanded’ and that on line 3 there
should be an addition of ‘and improving efficiency’ in reference to
making savings.
RESOLVED:
1.
The Annual Governance Statement for the Commissioner (Appendix
A, with Annexes) was considered and further content and
amendments identified.

29/14

2.

The Committee agreed the form of the Annual Governance
Statement 2013/14 to accompany the Statement of Accounts for
2013/14 for audit.

3.

The Committee considered further areas of Governance for
development in 2014/15 that should be identified in the final
statement; these were agreed to be collaboration and the production
of the assurance map.
ANNUAL GOVERNANCE STATEMENT 2013/14 CHIEF CONSTABLE

29.1 The report of the Chief Constable was presented by Mr Neaves, who
provided an overview of Appendix A, the Annual Governance
Statement. This report follows CIPFA guidelines and provides a
review of effectiveness of the governance arrangements, so as to
provide assurance on the effectiveness and/or to produce a
management action plan to address identified weaknesses in the
arrangements.
29.2 Section 6 of Appendix A - Members queried the role of JARAC in
scrutiny of risk registers, highlighting that the JARAC does not have
oversight over all risk registers. The Committee agreed that Mr
Neaves would amend this section to better reflect the role of the
JARAC.
29.3 The Committee suggested a change of wording of the final
paragraph in the Action relating to the community engagement
Governance Area to make reference to National Austerity
Measures.
29.4 Mrs Boffy agreed to send Ms Hart the Over to You 2014 programme
of events.
RESOLVED:
1.
The Committee agreed the Annual Governance Statement for the
10
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Chief Constable, subject to the amendments identified in 29.2 and
29.3.
30/14

STATEMENTS OF ACCOUNTS 2013/14
30.1 The draft Statement of Accounts (Appendices A and B) was
presented to the Committee; members were informed that the
Statement had been submitted for audit by the External Auditors.
Mrs Boffy highlighted the difference to the previous Statement as a
result of the restatement of accounts.
30.2 The Committee’s attention was drawn to the large number of
judgements on page 22 of Appendix A, as an unavoidable
weakness in the present reporting system. Mrs Boffy informed
members that PCC Treasurers were currently seeking changes to
simplify the accounts reporting system. A discussion took place
regarding the complexity and size of records and accounts, with Mr
Cardoza highlighting the current move towards the private sector
use of an Annex of Disclosures.
30.3 Members noted that there would be a further difference in the
accounts next year as a result of the Stage 2 transfer. Mr Neaves
commented on the changes to the accounts and the difficulties in
ensuring consistency, informing members that all reasonable steps
had been taken to set out the approach to be followed for preparing
accounts.
30.4 Mr Cardoza informed the Committee that Police accounts would be
considered by the External Auditors across the country and by their
central technical team, ensuring a degree of consistency and
comparability between sets of accounts.
30.5 Members queried spend reported for Agency and contracted
services in Note 1 of Appendix A. Following discussion between
members regarding the potential reasons for this increase Mr
Neaves suggested this may be a moved cost as a result of a more
spending in collaborative services. It was agreed that Mr Neaves
would check this spend and inform members of his findings.
30.6 Air Support Unit on page 35 of Appendix A – Members asked for
clarification of the £235,000 income on the Helicopter support unit,
as listed in the accompanying table. Mr Neaves advised that this
represented compensation received for the Power by the Hour
contract for the police helicopter.
RESOLVED:
1.
The Committee noted the draft Statement of Accounts for 2013/14.

11
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31/14

LOCAL AUDIT CONSULTATION
31.1 The report was presented to inform the Committee of the “Local
Audit” consultation document, issued by The Department for
Communities and Local Government and proposing changes to
auditor appointments and accounts. A number of questions were
posed, as reported in the Appendix A to the report.
31.2 Upon addressing Question 4 Mrs Boffy highlighted that the decision
to opt-in to sector led arrangements is one that is made by the Chief
Constable and the PCC rather than full council. Opting-in was
considered beneficial for cost saving purposes and in terms of the
safety of not having to make procurement and related arrangements.
Mrs Boffy also highlighted that an organisation would appear more
independent than if they chose their auditor. Members agreed that
the draft legislation should be commented on to reflect the PCC and
Chief Constable responsibility, resulting in the response that
‘regulations should require that the decision to opt-in to sector-led
arrangements is made by the PCC and the Chief Constable’.
31.3 Following discussion and consultation with the External Auditor, the
Committee agreed answer to Question 5 as the maximum length
appointing period for external auditors should be restricted to five
years plus the potential to extend for a further two years.
31.4 It was raised that Question 7 would apply to all accounting records
and not just the Statements of Accounts, thus representing an
extension of the existing 20 day period. In view of this, members
agreed that the response should be to request an alteration to ‘20
days as a suitable period for accounts to be available’.
31.5 The Committee agreed the draft responses to Questions 8 and 9.
31.6 With regards to Question 11, Members raised two proposed
additions, relating to the length of the audit and the artificial valuation
of police operational property. Members discussed fully the nature of
the valuation of properties in the accounts, with the need for
consistency. Members concluded that property valuations should
remain as they are presented currently.

RESOLVED:
1.
The Committee considered the consultation document and agreed
the specific response to be made.
The Committee thanked Mr Cornett (External Audit) for the work he has done for
the Committee and wished him well for the future.

12
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JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
REVIEW OF ACTIONS
Agenda Report Title and Action Required
Item
Meeting of the JARAC 17 December 2013
4A

Responsible Progress
Officer

HMIC Inspection Activity
To be reported to the Committee once per year and future reports should
provide a briefer overview of activity and include; the total number of
inspections and the total number of issues transferred to the risk register
during the period in question.

5A

Helen Boffy

September
2014

Internal Audit Progress Report
Internal Audit to examine the possibility of adding some commentary on
timings and/or delays for future reports.

8C

December 2014

Force Risk Management
Mrs Boffy to present the PCC’s Risk Register to the committee in
September 2014.

8B

Terry
Neaves

Internal Audit Clarification
from Internal
Audit awaited.

Audit Report: Financial Governance Report
An Information Sharing Protocol will be developed and the scheme of

-1-

Helen Boffy

Committee
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delegation and consent governance will be reviewed in readiness for Stage
2 Transfer. Each policy will be reported to the committee in due course.

10A

updated at the
July meeting.
Expected
completion date
September
2014.

NCRS and NSIR Compliance Report
A report be presented just once per year (to be included in the annual
reporting cycle) to highlight trends in compliance levels and to also provide
a statement to highlight any concerns.

Terry
Neaves

September
2014

The list of agreed committee themes to be recirculated to members.

Helen Boffy

Complete

Any large reports should be circulated to members in advance of the
agenda being published.

Helen Boffy

Noted –
Ongoing

An updated contact list to be circulated to members

Helen Boffy

Complete

The terms of reference should reflect the committee self-assessment

Helen Boffy

Complete

Produce a JARAC Annual Report explaining the context and background of
the JARAC and its role.

Helen Boffy

Drafted

Meeting of the JARAC 17 July 2014
4
Review of Actions

7D

Internal Audit Report: Follow Up Collaboration – Governance &
Financial Framework

-2-
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7E

Produce a report on collaborative auditing processes; where assurance
comes from and whether the assurance is sufficient.

Helen Boffy

December 2014

Prepare a plan of where audits fit together who is looking for assurance and
whether there are any assurance gaps.

Helen
Boffy/Mr
Green

December 2014

Internal Audit Report; Estates Building Design Consultants
Investigate with Strategic Finance whether there has been a review on
discounts on invoices.

8B

Mr Neaves

Annual Governance Statement 2013/14 Police and Crime
Commissioner
Review formatting issues of Serial 4 Annex 2 to Appendix A.

Mrs Boffy

Complete

Amendment to paragraph 4.3 of Appendix A – correction of word integrity to
‘impartiality’.

Mrs Boffy

Complete

Amendment to paragraph 7.10 of Appendix A – from carries out the role of
an audit committee to ‘carries out a role similar to that of an audit committee
but acting in an advisory and assurance capacity’.

Mrs Boffy

Complete

Amendment to paragraph 9.2 of Appendix A – The committee agreed that
‘is responsible for all audit matters and’ should be removed from the first
line and that the word ‘reassurance’ in the third line should be changed to
‘assurance’.

Mrs Boffy

Complete

Amendment to paragraph 12.1 of Appendix A – line 4 the word ‘maintain’ to
be changed to ‘maintaining’ and in line 8 the year should be corrected to
2015/16

Mrs Boffy

Complete
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Amendment to paragraph 12.2 of Appendix A – the collaboration
programme should be referred to as being ‘developed’ rather than
‘expanded’ and that on line 3 there should be an addition of ‘and improving
efficiency’ in reference to making savings.
8C

Mrs Boffy

Complete

Mr Neaves

Complete

Change of wording in final paragraph in the Action relating to the community Mr Neaves
engagement Governance Area to make reference to National Austerity
Measures.

Complete

Forward a copy of the Over to You 2014 programme of events to Ms Hart.

Complete

Annual Governance Statement for the Chief Constable
Amendment to section 6 of Appendix A – Amend wording to reflect the role
of the JARAC (the JARAC do not have oversight over all risk registers).

8D

Statement of Accounts
The spend reported for Agency and contracted services in Note 1 of
Appendix A be checked and reported back to members.

8E

Mrs Boffy

Mr Neaves

Local Audit Consultation
Question 4 – The draft legislation should be commented on to reflect the
PCC and Chief Constable responsibility to opt in to sector leg
arrangements.

Mr Neaves

Complete

Question 5 – the maximum length appointing period for external auditors
should be restricted to five years plus the potential to extend for a further
two years.

Mr Neaves

Complete

Question 7 – the response should be to request an alteration to 20 days as

Mr Neaves

Complete
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a suitable period for accounts to be available.
Question 11 – two proposed additions relating to the length of the audit and
the artificial valuation of police operational property.

-5-

Mr Neaves

Complete
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23 SEPTEMBER 2014
REPORT OF TREASURER
5A: JOINT AUDIT RISK AND ASSURANCE COMMITTEE TERMS OF
REFERENCE 2014

1.

PURPOSE OF THE REPORT

1.1

To advise the Committee of the revised terms of reference for the Joint Audit
Risk and Assurance Committee (JARAC) to reflect changes requested by the
Committee and to delete references to an interim JARAC which are no
longer relevant. The care fee day rate has been increased, with ‘minimum
wage’ replace by ‘Living wage’. A timetable of agenda reviews has been
added. The Strategic Governance Board at its meeting of 15 September
approved the changes.

2.

JOINT AUDIT RISK ASSURANCE COMMITTEE

2.1

In line with the principles of good governance as laid down by the Chartered
Institute of Public Finance & Accountancy (CIPFA) and the Financial
Management Code of Practice for the Police Service of England and Wales,
an independent Joint Audit, Risk & Assurance Committee (JARAC) was
established in 2012 initially on an interim basis and now operating
substantively. Terms of Reference (ToR’s) were established in 2012 and it is
now appropriate to review these.

2.2

The Chair and Vice Chair of the Committee along with the Director of
Finance for the Chief Constable and the Treasurer for the Commissioner
have reviewed the ToR’s and upon presentation to the Strategic Governance
Board on 15 September, 2014, the Commissioner and Chief Constable
approved adoption of the TOR (attached at APPENDIX A for information).

1
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3.

THE MAIN CHANGES
3.1

References to the Interim JARAC have been deleted. The formal

appointments of the 5 independent members have been made and the
Committee is operating in normal mode.
3.2

The assessment framework for the committee and its members has

been amended to a self-assessment rather than an external assessment.
There is an outline process included in the Guidance for Audit Committees
produced by the Chartered Institute for Public Finance and Accountancy so
that committees can self-assess, and it is proposed that this is adopted.
3.3

Change to the carer rates: to reflect the Commissioner’s accreditation

as an Living Wage organisation, the minimum rate for a carer has been
increased from minimum wage to Living wage and the maximum rate has
been uplifted to the current Derby City Council home carer rate. For
information-0 no members have claimed carer rates to date.
3.4

Moderate rewording of paragraph 10.1.4 and some minor typographical

and formatting changes which have no implications to the work of the
committee.
3.5

The introduction of an annual timetable for agenda items which

formalises the structures of assurance reviews that form the core work of the
committee.
4

RECOMMENDATIONS
i.

That members note the JARAC Terms of Reference 2014 as approved
by the Chief Constable and the Commissioner at the Strategic
Governance Board meeting of 15 September 2014.

5.

IMPLICATIONS
All implications are assessed and scored to the table below.
2
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HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

MEDIUM

HIGH

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
JARAC Terms of Reference 2012
ATTACHMENTS
Appendix A: JARAC Terms of Reference 2014
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DERBYSHIRE CONSTABULARY
POLICE AND CRIME COMMISSIONER FOR DERBYSHIRE

TERMS OF REFERENCE FOR
JOINT AUDIT, RISK & ASSURANCE COMMITTEE

August 2014
1.

INTRODUCTION
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1.1

In line with the principles of good governance as laid down by the
Chartered Institute of Public Finance & Accountancy (CIPFA) and the
Financial Management Code of Practice for the Police Service of
England and Wales, this independent Joint Audit, Risk & Assurance
Committee (JARAC) has been established, covering the separate roles
and offices of both the Police & Crime Commissioner (Commissioner)
and the Chief Constable.

1.2

The Office of Commissioner and Chief Constable are intrinsically linked
by the priorities of the Police and Crime Plan and therefore it is in the
best interests of the public, value for money and probity that a Joint
Audit, Risk and Assurance Committee (JARAC) is established.

1.3

The purpose of the JARAC is to provide independent assurance of the
adequacy the following:
•
•
•

•

The risk management and the internal control framework operated
by the Commissioner and the Chief Constable.
The effectiveness of their respective governance arrangements
including providing for value for money services.
Appointment, support and keep under review the work of internal
and external auditors as they provide assurance on risk
management, internal controls and the annual accounts through
their work.
The financial reporting process.

1.4

The JARAC is a non-executive Committee and has no executive
powers, other than those specifically detailed in these Terms of
Reference.

1.5

The JARAC will establish effective communication with the
Commissioner and Chief Constable, their nominated representatives,
their respective Chief Finance Officers, Head of Internal Audit, the
External Auditor and other relevant stakeholders, including the Police
and Crime Panel, for the purpose of fulfilling these terms of reference.
A working protocol will be established to ensure that this is achieved by
all parties.

2.

MEMBERSHIP

2.1

The JARAC will have a Chair, a deputy chair and three other members,
all of whom must be independent of the Commissioner, the Chief
Constable and the Police and Crime Panel.

2.2

Members of the JARAC shall be recruited by the JARAC Chair on
application and through open competition, in conjunction with the Police
and Crime Commissioner and Chief Constable or their representatives.
They shall be recruited to ensure that the JARAC has all the necessary
skills and experience to fulfil its terms of reference, in accordance with
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the job description for JARAC members. To ensure the independence
of the JARAC, members shall not be:
•
•
•
•
•

A standing or ex-Commissioner or Chief Constable.
A member or ex-member of a Police and Crime Panel.
Serving police officers or any person who has served as a police
officer within the last 5 years.
Currently serving officers of councils within the force area.
Have no direct or indirect fiduciary relationship with the
Constabulary i.e. a member of any partnership body.

2.3

The Chair of the JARAC will be jointly recruited by the Commissioner
and the Chief Constable and will serve for one term in this role as
Chair.

2.4

All JARAC Members will serve for a maximum of 2 terms, each term
being a maximum of 5 years. To ensure continuity, where possible,
members shall be rotated on and off the JARAC in turn rather than as a
group, therefore the term of membership for the JARAC will be
determined on recruitment of the member.

2.5

The deputy Chair is selected by a vote by members of the JARAC. The
deputy will serve for one term only in this role. The deputy Chair will
act as Chair at meetings in the absence of the Chair. If the Chair can no
longer continue in this role, the deputy Chair will act as the Chair until
the formal appointment of a new Chair. The deputy Chair will not
automatically become the new Chair, although may apply for the post of
Chair as part of the recruitment and replacement process run by the
Commissioner and Chief Constable.

2.6

All members of the JARAC will participate in an annual self-assessment
of the JARAC as detailed in clause 9.3.

2.7

On joining the JARAC, each member must attend an induction training
course to help them understand the roles of the Commissioner and the
Chief Constable, the Police and Crime Committee and the
organisations pertaining to the Commissioner and Chief Constable.
Further training on specific relevant topics will be provided as
necessary, according to the members’ own relevant experience and
emerging business needs of the JARAC. Members of the JARAC will
be expected to attend all such training and to develop their skills as part
of a member development programme. Training needs will be
considered during the annual self-assessment process and a training &
development programme established both for the JARAC and its
individual members as appropriate.

2.8

In accordance with the JARAC members’ code of conduct, each
member will be required to record any conflicts of interest in the register
of pecuniary and non-pecuniary interests. In addition, JARAC members
will be required to disclose any such interests at the commencement of
any meeting where there is a need to do so due to the nature of the
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JARAC agenda, or immediately if they arise unexpectedly in
discussion.
3
RIGHTS
3.1
The JARAC may with reasonable justification and with prior agreement
of the Commissioner and Chief Constable, procure specialist ad-hoc
advice to obtain additional skills, knowledge and experience at the
expense of the Commissioner and Chief Constable to support the
JARAC in the achievement of its terms of reference. This will be
considered appropriate where specialist advice is not available within
the existing JARAC support arrangements or it is not considered
appropriate to use this support.
3.2

Only members of the JARAC have the right to vote on matters.

3.3

The members of the JARAC will be remunerated and reimbursed for all
expenses incurred in the fulfilment of their JARAC duties, roles and
responsibilities in accordance with the schedule of allowances and
expenses agreed by the Commissioner and Chief Constable. The
allowances and expenses of the JARAC are detailed in par 3.4

3.4

The members of the JARAC will be remunerated and reimbursed for all
expenses incurred in the fulfilment of their JARAC duties, roles and
responsibilities in line with the allowances specified as follows
•
•
•
•
•
•
•

for a full day attendance (more than 4 hours including travel)
Chair £263.94; Ordinary Member £211.15.
for a part day attendance (less than 4 hours including travel)
Chair £130.62; Ordinary Member £104.50.
Notional preparation and reading time, per hour £15.00
Travel by car £0.45 per mile irrespective of engine size
Car parking: costs incurred, receipt required
Travel by taxi: costs incurred, receipt required
Carer or child care: costs incurred 1, receipt required

4
SUPPORT
4.1
The Chair, in conjunction with the Commissioner and Chief Constable
has particular responsibility for ensuring that the work of the JARAC is
appropriately resourced, including appropriate secretariat support and
any other specialist support necessary to ensure its members are
effective in their role. The JARAC Chair has a duty to report any
shortfall in the level of support to the Commissioner and Chief
Constable in the first instance and in a public report if this is not
remedied.
1

The carer cannot be a member of the claimant’s household;
The minimum rate will be the non-London adult hourly Living wage, and the maximum rate
will be £12.34 (the hourly weekday rate charged locally by Derby City Council for a home care
assistant).
The payment is payable only in respect of children aged 16 or under and in respect of other
dependants where there is medical or social work evidence that care is required.
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4.2

5

The allocation of secretariat support to the JARAC and its funding will
be agreed between the Commissioner and Chief Constable. This will
include ensuring that best practice as contained in relevant good
governance codes and protocols are upheld so that the JARAC is
effective and the members’ independence is maintained.
FREQUENCY AND NOTICE OF MEETINGS

5.1

The JARAC will meet at four times a year after March 2013. The
calendar of meetings shall be agreed at the start of each financial year.
One meeting shall be dedicated to the scrutiny of the statement of
accounts of the Commissioner and Chief Constable before or close to
submission to external audit.

5.2

Further meetings outside of the normal cycle of the JARAC can be
convened at the request of the JARAC Chair or any of its members,
subject to agreement by the Chair.

5.3

The Commissioner and or Chief Constable may ask the JARAC to
convene further meetings to discuss particular issues on which they
want the advice of the JARAC.

5.4

Meetings can be requested by the external or internal auditors where
this is considered necessary and on agreement of the JARAC Chair.

5.5

Unless otherwise agreed, formal notice of each meeting confirming the
venue, time and date together with the agenda of items to be
discussed, will be forwarded to each member of the JARAC, any other
person required to attend and all other appropriate persons determined
by the Chair, no later than five working days before the date of the
meeting.

5.6

Any meetings held outside the normal cycle of meetings should be
convened with a minimum notice of five working days. Extraordinary or
urgent meetings may be held with less notice but should be for
exceptional matters only, subject to the Chair’s agreement and quorum
requirements. In this case the agenda and any supporting papers will
be sent to the JARAC members and to other attendees at the same
time as the meeting notice is sent out, recognising that if the matter is
so urgent that there may only be an oral report. If this is the case then
this will be identified on the agenda.

6
6.1

ATTENDANCE AT MEETINGS
Members of the JARAC are expected to attend all meetings. If two or
more meetings are missed in a year, this will be discussed as part of
the annual self-assessment process. Regular non-attendance of
JARAC members will lead to their removal as a member of the JARAC
on agreement by the Chair.
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6.2

The Commissioner and Chief Constable, will attend all meetings of the
JARAC, or ensure that they are suitably and appropriately represented,
therefore ensuring that the purpose of the meeting is not compromised
and that the members are able to appropriately fulfil their
responsibilities. In addition, the Police Reform and Social Responsibility
Act 2011, Section 114 of the Local Government Finance Act 1988 and
the Audit and Accounts Regulations 2011 assign a number of statutory
responsibilities to each of the Chief Finance Officers of the
Commissioner and Chief Constable. Given the nature of these
responsibilities it is expected that both the Chief Finance Officers of the
Commissioner and the Chief Constable will attend all meetings of the
JARAC, or where this is not possible then their nominated
representatives.

6.3

The Head of Internal Audit and representatives of the external auditor
will be invited to attend meetings on a regular basis. The JARAC should
meet with the Head of Internal Audit and representatives of the external
auditor separately and privately at least once a year.

6.4

A minimum of three members of the JARAC must be present for the
meeting to be deemed quorate, one of whom must be either the Chair
or deputy Chair.

6.5

All JARAC meetings will be held in public with the matters discussed
being placed in the public domain. Where items are considered
commercially sensitive or contain issues which are deemed confidential
or relate to a member of staff the JARAC may sit privately, that is,
excluding members of the public or press, and will record their reasons
for this decision in the public domain.

6.6

The JARAC may hold private informal meetings e.g. for briefing and
training purposes without any non-members present if they so decide.
Decisions cannot be taken at such meetings.

7
7.1

8
8.1

ACCESS
The Chief Finance Officers, Head of Internal Audit and the
representative of external auditor of the Commissioner and Chief
Constable will have free and confidential access to the Chair of the
JARAC.
MINUTES OF MEETINGS
The secretary of the JARAC will record the names of those present at
the meeting, write minutes, including the key points and decisions of all
JARAC meetings, along with any actions stemming from discussion
that need to be taken. The minutes of the previous meeting must be
approved by the JARAC and signed by the chair as a true record at
each meeting.
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8.2

The secretary of the JARAC will establish, at the beginning of each
meeting, the existence of any conflicts of interest and minute them
accordingly, see also paragraph 2.9 of these terms of reference.

8.3

The unsigned and unapproved minutes of the most recent JARAC
meeting will be circulated promptly and generally no later than ten
working days after the meeting to all members of the JARAC, to the
Commissioner and the Chief Constable along with their nominated
representative at the JARAC, the Chief Finance Officers of the
Commissioner and Chief Constable and to the internal and external
auditors, once they have been approved by the Chair or deputy Chair in
the Chair’s absence.

8.4

The minutes of the JARAC will be placed in the public domain as soon
as these have been approved and signed by the Chair, with exclusion
to any matter deemed private and confidential, as per paragraph 6.5 of
these terms of reference.

9

REPORTING

9.1

The Chair of the JARAC will provide the Commissioner and Chief
Constable with an Annual Report in the name of the JARAC, timed to
support finalisation of the accounts and the Annual Governance
Statement, summarising its conclusions from the work it has done
during the year and drawing attention to any significant or emerging
issues as appropriate. This report will be placed in the public domain
following its discussion with the Commissioner and Chief Constable
along with their responses. The Chair will be responsible for dealing
with any public or media questions relating to that report.

9.2

The JARAC will, having regard to best governance practice, review
these terms of reference annually and make any changes deemed
necessary in consultation with the Commissioner and Chief Constable.

9.3

The JARAC will annually review its own performance to ensure it is
fulfilling its terms of reference and operating effectively. In doing so it
will make any recommendations for change to the Commissioner and
Chief Constable. This annual review of performance will be based on a
self-assessment model found in the Guidance for Audit Committees –
Local Authorities and Police (CIPFA 2013).

10

RESPONSIBILITIES

10.1 Risk

Management,
responsibilities

Governance

and

internal

control

The JARAC will obtain assurance in connection with the following:
10.1.1. The establishment and maintenance of an effective system of risk
management, integrated governance and internal control, across the
whole of the Commissioner and Chief Constable activities that
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supports the achievement of the objectives of the Police and Crime
plan, ensuring probity, value for money and good governance.
10.1.2. The timely implementation of any actions necessary to ensure
compliance with all internal standards and best practice, both financial
and non-financial operated by the Commissioner and Chief
Constable.
10.1.3. The adequacy of relevant disclosure statements, in particular the
Annual Governance Statement, together with any accompanying
Head of Internal Audit report, external audit opinion, risk register or
other appropriate independent assurances, prior to endorsement by
the Commissioner and / or the Chief Constable.
10.1.4. The adequacy of arrangements for ensuring compliance with relevant
regulatory, legal, code of conduct and antifraud and corruption
requirements as set out in Secretary of State Directives and other
relevant bodies or professional standards.
10.1.5. The JARAC will recommend for adoption the Annual Governance
Statement for the Commissioner and Chief Constable.
10.2. Internal audit responsibilities
It is anticipated that the Commissioner and Chief Constable will engage the
same internal auditors. The role of the JARAC in relation to internal audit will
include advising the Commissioner and Chief Constable on the following:
10.2.1. Consider and make recommendations on the provision of internal
auditors, including appointment, assessment of performance and
dismissal.
10.2.2. Review and advise on the internal audit strategy and annual internal
audit plan, ensuring that this :
• is consistent with professional standards;
• meets the audit needs of Commissioner and Chief Constable;
and
• provides the JARAC with adequate coverage for the purpose of
obtaining appropriate levels of assurance over the adequacy of
the risk management, governance and internal control
environment of both the Commissioner and Chief Constable.
10.2.3. Consider the Head of Internal Audit’s annual report and opinion, and a
summary of audit activity (actual and proposed) and the level of
assurance it gives over the risk management and governance
arrangements of the Commissioner and Chief Constable.
10.2.4. Consider the findings of internal audit reports (or their summaries),
the assurance provided and the adequacy of the response by the
Commissioner and / or Chief Constable.
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10.2.5. Commissioning additional work from the internal auditor, having
regard to any actual or potential conflicts of interest.
10.2.6. Ensuring co-ordination between the internal and external auditors to
optimise audit resources.
10.2.7. Annually review the effectiveness of internal audit.
10.2.8. Where the JARAC considers there is evidence of ultra vires
transactions, evidence of improper acts, or if there are other
important matters that the JARAC wishes to raise, the chair of the
JARAC must raise the matter with the Commissioner and Chief
Constable and where appropriate seek legal advice if required.
Exceptionally, the matter may need to be referred directly to the
external auditor, HMIC and / or the Home Office e.g. fraud suspicion
directly involving the Commissioner or Chief Constable.
10.3. External audit responsibilities
It is anticipated that the Commissioner and Chief Constable will engage the
same external auditors. The role of the JARAC in relation to external audit will
include advising the Commissioner and Chief Constable on the following:
10.3.1. Consider and make recommendations on the provision of external
auditors, including appointment and dismissal in conjunction with the
Audit Commission who are currently responsible for the appointment
of external auditors in England to bodies subject to audit under the
Audit Commission Act 1998.
10.3.2. Review, advise on and endorse the external audit strategy and annual
audit plan, ensuring that this is consistent with professional standards
and the External Audit Code of Audit Practice.
10.3.3. Consider the external auditor’s annual letter, relevant reports and the
report to those charged with governance.
10.3.4. Consider specific reports as agreed with the external auditor.
10.3.5. Commissioning work from the external auditor, having regard to any
actual or potential conflicts of interest.
10.3.6. Consider major findings of external audit work and the adequacy of
response of the Commissioner and / or Chief Constable
10.3.7. Ensuring co-ordination between the internal and external auditors to
optimise audit resources.
10.3.8. Annually review the effectiveness of external audit.
10.4. Annual Accounts of the Commissioner and Chief Constable
The JARAC will:
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10.4.1. Review and scrutinise the annual statement of accounts prior to their
external audit. Specifically, it will seek assurances whether
appropriate accounting policies have been followed and whether
there are any concerns arising from the financial statements.
10.4.2. Consider the external auditor’s report to those charged with
governance on issues arising from the audit of accounts.
11

INFORMATION REQUIREMENTS

11.1 A programme for the annual cycle of JARAC meetings will be prepared.
The current cycle is as follows
Quarter
Spring meeting

Approx month
about March

Main topic(s)
Value for Money

Summer meeting

about June

Risk Management and
Review and Advice on
Internal Controls

Autumn meeting

about September

Financial reporting / Final
Accounts /Data Quality and
Appraisal

Winter meeting

about December

Risk Management

11.2 In addition to the cyclic agenda, each meeting of the JARAC will be
provided with:
• A progress report from the head of internal audit summarising:
o Work performed and a comparison with work planned
o Key issues emerging from internal audit work
o Management response to audit recommendations
o Changes to the periodic plan
o Any resourcing issues affecting the delivery of internal audit
objectives
• A progress report from the external audit representative
summarising work done and emerging findings.
• A summary report of actions being tracked and progress made in
particularly in connection with the implementation of significant risk,
governance and internal controls matters, thereby providing an
on-going process of follow-up.
And where applicable:•

A report summarising any significant changes to the Commissioner
and Chief Constable risk and controls profile and any action
planned in response.
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•

A report on any governance matters arising or a note that no
governance matters have arisen since the last meeting and any
action planned in response.

Alan Charles
Commissioner for Derbyshire
Version 3
Effective from September 2014

Mick Creedon QPM
Chief Constable of
Constabulary

Derbyshire
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REPORT OF THE TREASURER
5B: JOINT AUDIT RISK AND ASSURANCE COMMITTEE: ANNUAL REPORT
2013-14

1. PURPOSE OF THE REPORT
1.1

To present the Joint Audit Risk and Assurance Committee Annual Report
to members of the Joint Audit Risk and Assurance Committee.

2. INFORMATION
2.1

In line with the principles of good governance as laid down by the
Chartered Institute of Public Finance & Accountancy (CIPFA) and the
Financial Management Code of Practice for the Police Service of
England and Wales, an independent Joint Audit, Risk & Assurance
Committee (JARAC) is in place to support and advise the Chief
Constable and the Commissioner in respect, predominantly, of risk and
financial assurance.

2.2

The JARAC operates under Terms of Reference, one of which is to
prepare an Annual Report. A copy of the Report for the financial year
2013/14 is attached at APPENDIX A. The report has been prepared in
consultation with the Chair of the Committee.

2.3

The report is a public document and will be published on the
Constabulary and the Commissioner’s websites.

2.4

In addition, the Annual Report will be presented by the Commissioner to
the Police and Crime Panel at its meeting in October.

1
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3.

RECOMMENDATIONS
i.

That the Committee receives and approves the JARAC Annual Report
for 2013-14.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required
LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

MEDIUM

HIGH

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
JARAC Terms of Reference 2012 and 2014 (draft)
ATTACHMENTS
Appendix A: JARAC Annual Report 2013-14
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Police and Crime Commissioner for Derbyshire
Chief Constable of Derbyshire
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
ANNUAL REPORT 2013/14
POLICING GOVERNANCE: A NEW MODEL

November 2012 saw a fundamental change in the governance of Policing with
the abolition of Police Authorities and the election of Police and Crime
Commissioners (except in London where the elected Mayor is responsible for
policing). This new model was heralded as a shift from a bureaucratic to an
accountable model, with Police and Crime Commissioners elected every 4
years.

It is the responsibility of the commissioner to appoint and if necessary dismiss
the Chief Constable and to hold him/her to account for the efficient delivery of
policing in the area. Commissioners must produce a Police and Crime Plan and
set the budget and policing precept.

The Chief Constable retains responsibility for operational policing, and has
direction and control of all police officers and all police staff who do not directly
support the Commissioner.
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As part of the 2012 change, the Home Office produced new guidance and
expected that Chief Constables and Commissioners would be supported by
independent Audit Committees. In Derbyshire this is the Joint Audit Risk and
Assurance Committee or JARAC
The purpose of the JARAC is to provide independent assurance to the Chief
Constable and the Commissioner of the adequacy the following:
•

The risk management and the internal control framework operated by the
Commissioner and the Chief Constable.

•

The effectiveness of their respective governance arrangements including
providing for value for money services.

•

Appointment, support and keep under review the work of internal and
external auditors as they provide assurance on risk management, internal
controls and the annual accounts through their work.

•

The financial reporting process.

It is a non-executive committee and works to Terms of Reference approved by
the Commissioner and the Chief Constable, based on national professional
guidance from the Chartered Institute of Public Finance & Accountancy.
Therefore the JARAC operates in line with the principles of good governance.

In addition to an audit committee, there is a Police and Crime Panel, hosted in
this case by the Derbyshire County Council made up of 16 members to achieve
political balance; this panel holds the Commissioner to public account between
elections; it has other statutory functions from time to time.
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DERBYSHIRE JOINT AUDIT RISK AND ASSURANCE COMMITTEE
(JARAC)
In Derbyshire, there are 5 JARAC members, all independent of the
Commissioner and the Chief Constable. The members are appointed through an
open recruitment process and selected on the basis of experience and
expertise. They have been appointed for periods between 3 and 5 years.

The current members are

(clockwise from bottom right)
Kate Alcock, Chair; Mike Carrington, Vice Chair; Tony Salt; Samantha Hart; Steve Cook

The JARAC meets in public at least 4 times a year, usually at Constabulary HQ
at Ripley. A programme for the annual cycle of JARAC meetings has been
established and the cycle for 2013/14 was as follows
Quarter
Spring meeting

Approx month
around March

Main topic(s)
Value for Money

Summer meeting

around June

Risk Management and Review and
Advice on Internal Controls

Autumn meeting

around September

Financial reporting / Final Accounts
/Data Quality and Appraisal

Winter meeting

around December

Risk Management
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The attached schedule summarises the conclusions from the work of the
JARAC during 2013/14.

The committee will continue with these activities and in 2014/15 we will also
focus on the following areas:
1. Following up on issues highlighted in action plans to ensure that they are
addressed.
2. Development of an Assurance Map showing assurance activity across the
Force, OPCC, PCP, and JARAC to present a holistic approach to governance
and to highlight any gaps or overlaps in governance. The map will show how
assurance is attained and the frequency of doing so and the status of the
assurance. The JARAC will also seek greater understanding of how
assurance is established where the Force is working in collaboration with
other Forces.
3. Improved communication with the Police and Crime Panel to ensure good
governance.
4. Completing a self-appraisal using the model issued by CIPFA in 2013 to
monitor its performance and to establish training needs.

Agendas are published in advance on the Commissioner’s
website http://www.derbyshire-pcc.gov.uk/Home.aspx and Minutes are
published with Strategic Governance Board papers as well as on the next
following JARAC agenda.
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SUMMARY OF ASSURANCE GAINED 2013/14
Risk Management and Internal Control
Meeting

Minute

13/12/13

29/13

Decision/Assurance Gained
HMIC Inspection Activity
RESOLVED:
1. The report was received to gain direct assurance that there is a process in place for the Constabulary to
implement HMIC recommendations.

13/12/13

30/13

Force Risk Management
RESOLVED
1. The report was received and significant and direct assurance was taken that this area of business is
being managed efficiently and effectively.

13/12/13

31/13

Report On Attendance At The Force Strategic Risk Management Board
RESOLVED:
1. Assurance was taken from the verbal feedback provided by Ms S Hart that the area of Risk is being
managed efficiently and effectively by the Constabulary.

13/3/14

04/14

HMIC Inspection Activity
RESOLVED
1. The committee gained direct assurance that there is a process in place to implement where
relevant, HMIC recommendations.
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Governance and Value for Money Arrangements
Meeting

Minute

20/6/13

07/13

Decision/Assurance Gained
PCC Risk Management
RESOLVED:
1. The committee took assurance that progress was being made to implement Risk Management in the
Office of the Police and Crime Commissioner was noted.

20/6/13

12/13

Derbyshire Joint Code Of Corporate Governance For The Police And Crime Commissioner And
The Chief Constable
RESOLVED
1. Assurance was taken that suitable and appropriate Code(s) of Corporate Governance are in place for
the Commissioner and the Chief Constable, noting that in Derbyshire, a joint Code had been adopted.

13/12/13

38/13

Audit Report: Collaboration Governance & Financial Framework
RESOLVED:
1. Assurance was taken as to the design and application of the control framework.
2. To note the 5 medium and 3 low priority matters identified in the action plan relating to the design of the
control framework have been accepted by management and will be addressed according to the plan
timescale.

13/12/13

13/3/14

41/13

NCRS and NSIR Compliance Report

10/14

RESOLVED:
1. To gain direct assurance that this area of business is being managed efficiently and effectively.
Value for Money
RESOLVED:
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Meeting

13/3/14

Minute

11/14

Decision/Assurance Gained
1. The committee took assurance that the controls upon which the organisation relies to manage this area
is suitably designed, consistently applied and effective.
Priority Based Budgeting
RESOLVED:
1. The committee gained assurance from the report that Derbyshire Police is continuing to take steps to
deliver future value for money.

Oversight of Internal and External Audit
Meeting

Minute

Decision/Assurance Gained

20/6/13

10/13

Internal Audit Annual Report
RESOLVED:
1. To note and take assurance from the Internal Audit Annual Report.

20/6/13

11/13

Internal Audit Governance Arrangements
RESOLVED:
1. To note and take assurance from the Internal Audit Governance Arrangements
2. Members’ receive a copy of all future Strategic Governance Board meeting papers.

13/12/13

33/13

Annual Audit Letter
RESOLVED:
1. To receive the Annual Audit Letter for 2012/13 and take assurance
that once again the arrangements by Derbyshire Police for financial
reporting, value for money and external reporting were satisfactory.
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13/12/13

13/12/13

35/13

Internal Audit Progress Report

39/13

RESOLVED:
1. The Committee takes assurance that the internal audit plan addresses relevant matters and is being
delivered as expected.
Follow Up Of Previous Internal Audit Recommendations
RESOLVED:
1. To take assurance from the follow up report that all but 3 of the previous internal audit
recommendations have been implemented and that those outstanding have a planned action to deliver.

13/3/14

07/14

Internal Audit Progress Report

08/14

RESOLVED:
1. The committee took assurance that the internal audit plan addressed relevant matters and was being
delivered as expected.
Internal Audit Report – General Ledger
RESOLVED:
1. The committee took assurance that the controls upon which the organisation relies to manage this area
is suitably designed, consistently applied and effective.

09/14

Internal Audit Report – Payments And Creditors
RESOLVED:
1. The committee took assurance that the controls upon which the organisation relies to manage creditors
and payment are suitably designed, consistently applied and effective.
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The Financial Reporting Process
Meeting

Minute

26/9/13

22/13

Decision/Assurance Gained
Statement of Accounts 2012/13
RESOLVED:
1. Members were provided with a final overview of the Statement of Accounts as set out within the report
to provide assurance to the Chief Constable and the Police and Crime Commissioner prior to them signing
their statements of accounts.

13/12/13

33/13

Annual Audit Letter – please see above
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JOINT AUDIT RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014
REPORT OF THE CHIEF CONSTABLE

6A:

HMIC INSPECTION ACTIVITY

1.

PURPOSE OF THE REPORT

1.1

To inform Committee members on the process that the Constabulary takes in
relation to Her Majesty’s Inspectorate of Constabulary (HMIC) inspection
activity recommendations.

2.

INFORMATION AND ANALYSIS

2.1

Members will be aware that a series of HMIC inspections occur throughout
the year and are carried out to measure the efficiency and effectiveness of the
Force.

2.2

The Force is engaged with HMIC pre, during and post inspection activity to
ensure it continues to respond to and manage both the operational and
business risks that it faces.

2.3

When an inspection takes place and there are recommendations made by the
HMIC, then the relevant business lead is alerted and where applicable, action
plans created. Any significant risks are transferred to the risk register.
Corporate Services maintain the overview of such plans.

2.4

Per note 29.4 of the March 2014 JARAC minutes (It was agreed that an HMIC
inspection report be provided to the committee just once per year and future
reports should provide a briefer overview of activity and include; the total
number of inspections and the total number of issues transferred to the risk
register during the period in question.) a full report will be provided to the
committee on HMIC inspection activity in December. The will follow
publication of HMICs first full force inspection which is scheduled for each
November.

3.

RECOMMENDATIONS

3.1

To determine if the Committee can gain direct assurance that there is a
process in place, to implement where relevant, HMIC recommendations.

4.

IMPLICATIONS

4.1

Legal/Personnel and Environmental Considerations

1
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HMIC operates under a legal framework set out within the Police Act 1996
and is the primary body that informs parliament and the public about the state
of policing in the UK. Chief Officers and the Police and Crime Commissioner
are obligated to plan policing to meet nationally established standards. The
Home Secretary has reserved powers to deal with persistently underperforming forces.
4.2

Financial Considerations
Recommendations from any inspection activity can carry financial
considerations. Internal inspections have regard to issues of efficiency,
effectiveness and economy.
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required

Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

LOW
x
x
x

MEDIUM

HIGH

x
x
x
x
x

Name: Chief Superintendent Sunita Gamblin
External telephone number: 0300 122 4196
Email address: sgbenquiries@derbyshire.pnn.police.uk

2

Section B
Part I For Publication

AGENDA ITEM 6B
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014

JOINT AUDIT RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014
REPORT OF THE CHIEF CONSTABLE

6B:

DATA PROTECTION AUDIT BY THE INFORMATION COMMISISONER

1.

PURPOSE OF THE REPORT

1.1

The purpose of this report is to provide information to the Joint Audit and Risk
Assurance Committee on the recent data protection audit by the Information
Commissioner.

2.

INFORMATION AND ANALYSIS

2.1

The Information Commissioner (IC) is responsible for enforcing and promoting
compliance with the Data Protection Act 1998 (the Act).

2.2

Section 51(7) of the Act contains a provision giving the Information
Commissioner power to assess any organisation’s processing of personal
data for the following of ‘good practice’, with the agreement of the data
controller. This is done through consensual audit.

2.3

Derbyshire Constabulary agreed to a consensual audit by the IC of its
processing of personal data which took place between 8 - 10 April 2014.

2.4

The audit focussed on data protection governance and records management.

2.5

The purpose of the audit is to provide the IC and the Constabulary with an
independent assurance of the extent to which the Constabulary is complying
with the Act.

2.6

There are four levels of assurance which are; ‘very limited’, ‘limited’,
‘reasonable’ and ‘high’.

2.7

The IC has found that the Constabulary reaches a level of ‘reasonable
assurance’, which means that there is a reasonable level of assurance that
processes and procedures are in place delivering data protection compliance.
The audit has identified some scope for improvement in existing
arrangements to reduce the risk of non-compliance with the Act. Three areas
have been identified where controls can be enhanced to address the issues
which are detailed in the full report with 28 specific recommendations for
development.

2.8

A full copy of the report is attached for information.

2.9

The areas for improvement are:
1
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Risk assessments are not completed for information assets by Information
Asset Owners to identify and mitigate emergent risks and no formal annual
assurance is provided to the SIRO to confirm that assets are being managed
effectively.
There is a lack of tracking procedures for manual records held in on site
storage. No attempts are made to trace records that are missing or not
returned to on site storage in a timely manner unless the same file is
requested again.
No scheduled or triggered reviews of records are being undertaken to ensure
the processing of sensitive personal data is adequate, accurate, relevant and
timely and complies with the Act.
2.10

The Constabulary is required to complete a local action plan to address the
‘detailed findings and action plan’ as reported by the IC.

2.11

The majority of the actions are straightforward and many are already
underway.

2.12

The IC is expected to follow up on the Constabulary’s progress in six months’
time.

2.13

The IC publishes his findings in summary form on his website and the
summary for Derbyshire Constabulary was published on 4 July 2014.

2.14

A report published on June 24 found that ten of the forces subject to audit by
the IC, gave reasonable assurance that they abided by the law, six gave
limited assurance and one had a high assurance.

3.

RECOMMENDATIONS

3.1

The Committee note the findings of this audit by the regulator.

4.

IMPLICATIONS
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required

2
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LOW
Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

MEDIUM

HIGH

X

Name: Chief Superintendent Sunita Gamblin
External telephone number: 0300 122 4196
Email address: sgbenquiries@derbyshire.pnn.police.uk

ATTACHMENTS
Appendix A Executive Summary
Appendix B Final Report
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Derbyshire Constabulary
Data protection audit report
Executive summary
June 2014

1.

Background

The Information Commissioner is responsible for enforcing and promoting
compliance with the Data Protection Act 1998 (the DPA). Section 51 (7) of the
DPA contains a provision giving the Information Commissioner power to assess
any organisation’s processing of personal data for the following of ‘good
practice’, with the agreement of the data controller. This is done through a
consensual audit.
The Information Commissioner’s Office (ICO) sees auditing as a constructive
process with real benefits for data controllers and so aims to establish a
participative approach.
Derbyshire Constabulary has agreed to a consensual audit by the ICO of its
processing of personal data.
An introductory meeting was held on 7 February 2014 with representatives of
Derbyshire Constabulary to identify and discuss the scope of the audit.

ICO data protection audit report – executive summary
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2.

Scope of the audit

Following pre-audit discussions with Derbyshire Constabulary, it was agreed that
the audit would focus on the following areas:
a. Data protection governance – The extent to which data protection
responsibility, policies and procedures, performance measurement controls, and
reporting mechanisms to monitor DPA compliance are in place and in operation
throughout the organisation.
b. Records management (manual and electronic) – The processes in place for
managing both manual and electronic records containing personal data. This will
include controls in place to monitor the creation, maintenance, storage,
movement, retention and destruction of personal data records.
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3. Audit opinion
The purpose of the audit is to provide the Information Commissioner and
Derbyshire Constabulary with an independent assurance of the extent to which
Derbyshire Constabulary, within the scope of this agreed audit is complying with
the DPA.
The recommendations made are primarily around enhancing existing processes
to facilitate compliance with the DPA.
Overall Conclusion

Reasonable
assurance

There is a reasonable level of assurance that processes
and procedures are in place and are delivering data
protection compliance. The audit has identified some scope
for improvement in existing arrangements to reduce the
risk of non-compliance with the DPA.
We have made two reasonable assurance assessments
where controls could be enhanced to address the issues
which are summarised below.
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4. Summary of audit findings
Areas of good practice
Clear action plans are in place to achieve the vision detailed within the force
Information Management Strategy and to implement improved structures for
data protection and records management compliance as well as specific project
action plans for the Protection of Freedoms Act. Progress on these action plans is
reported to the Information Management Project Board (IMPB) on a regular
basis.
There is a robust incident management process, with trends monitored by the
Force Security Committee and tracked using a graph which clearly illustrates
increasing and decreasing trends of different incident types.
The Force has recently launched a “Just Think” campaign which includes
elements of records management awareness such as staff responsibilities in
relation to data quality and accuracy. The campaign consists of targeted
communications via the intranet, posters and computer screen savers.
There is a comprehensive framework of policies or procedures covering aspects
of data protection and each has an assigned owner for policy review purposes.
The policy and procedure drafting stage includes a consultation and review
process in which policy authors should complete a number of impact
assessments including one relating to data protection. The Force is moving
towards the completion of PIAs for the introduction of new policies and guidance.
Areas for improvement
Risk assessments are not completed for information assets by Information Asset
Owners (IAO) to identify and mitigate emergent risks and no formal annual
assurance is provided to the SIRO to confirm that assets are being managed
effectively.
There is a lack of tracking procedures for manual records held in on site storage.
No attempts are made to trace records that are missing or not returned to on
site storage in a timely manner unless the same file is requested again.
No scheduled or triggered reviews of records are being undertaken to ensure the
processing of sensitive personal data is adequate, accurate, relevant and timely
and complies with the DPA.

ICO data protection audit report – executive summary
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The matters arising in this report are only those that came to our attention
during the course of the audit and are not necessarily a comprehensive
statement of all the areas requiring improvement.
The responsibility for ensuring that there are adequate risk management,
governance and internal control arrangements in place rest with the
management of Derbyshire Constabulary.
We take all reasonable care to ensure that our audit report is fair and accurate
but cannot accept any liability to any person or organisation, including any
third party, for any loss or damage suffered or costs incurred by it arising out
of, or in connection with, the use of this report; however such loss or damage is
caused. We cannot accept liability for loss occasioned to any person or
organisation, including any third party, acting or refraining from acting as a
result of any information contained in this report.

ICO data protection audit report – executive summary
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Derbyshire Constabulary
Data protection audit report

Auditors:

Leanne Doherty – Team Manager
James Hirst – Engagement Lead Auditor
Mandy Enfield - Lead Auditor

Data controller contacts:

Abby Turner – Head of IMS
Liane Dodd – Senior Compliance Officer

Distribution:

Abby Turner – Head of IMS
Liane Dodd – Senior Compliance Officer

Date of first draft:

29 April 2014

Date of second draft:

21 May 2014

Date of final draft:

13 June 2014

Date issued:

13 June 2014

The matters arising in this report are only those that came to our attention
during the course of the audit and are not necessarily a comprehensive
statement of all the areas requiring improvement.
The responsibility for ensuring that there are adequate risk management,
governance and internal control arrangements in place rest with the
management of Derbyshire Constabulary.
We take all reasonable care to ensure that our audit report is fair and accurate
but cannot accept any liability to any person or organisation, including any
third party, for any loss or damage suffered or costs incurred by it arising out
of, or in connection with, the use of this report; however such loss or damage is
caused. We cannot accept liability for loss occasioned to any person or
organisation, including any third party, acting or refraining from acting as a
result of any information contained in this report.
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1.

Background

1.1

The Information Commissioner is responsible for enforcing and promoting compliance with the Data Protection Act
1998 (the DPA). Section 51 (7) of the DPA contains a provision giving the Information Commissioner power to assess
any organisation’s processing of personal data for the following of ‘good practice’, with the agreement of the data
controller. This is done through a consensual audit.

1.2

The Information Commissioner’s Office (ICO) sees auditing as a constructive process with real benefits for data
controllers and so aims to establish a participative approach.

1.3

Derbyshire Constabulary has agreed to a consensual audit by the ICO of its processing of personal data.

1.4

An introductory meeting was held on 7 February 2014 with representatives of Derbyshire Constabulary to identify
and discuss the scope of the audit.

ICO data protection audit report
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2.

Scope of the audit

2.1

Following pre-audit discussions with Derbyshire Constabulary, it was agreed that the audit would focus on the
following areas:
a. Data protection governance – The extent to which data protection responsibility, policies and procedures,
performance measurement controls, and reporting mechanisms to monitor DPA compliance are in place and in
operation throughout the organisation.
b. Records management (manual and electronic) – The processes in place for managing both manual and electronic
records containing personal data. This will include controls in place to monitor the creation, maintenance, storage,
movement, retention and destruction of personal data records.

ICO data protection audit report
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3.

Audit opinion

3.1

The purpose of the audit is to provide the Information Commissioner and Derbyshire Constabulary with an
independent assurance of the extent to which Derbyshire Constabulary, within the scope of this agreed audit is
complying with the DPA.

3.2

The recommendations made are primarily around enhancing existing processes to facilitate compliance with the DPA.

Overall Conclusion
There is a reasonable level of assurance that processes and procedures are in place and are
delivering data protection compliance. The audit has identified some scope for improvement in
existing arrangements to reduce the risk of non-compliance with the DPA.
Reasonable assurance
We have made two reasonable assurance assessments where controls could be enhanced to
address the issues which are summarised below and presented fully in the ‘detailed findings and
action plan’ section 7 of this report.

ICO data protection audit report
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4.

Summary of audit findings

4.1

Areas of good practice

Clear action plans are in place to achieve the vision detailed within the force Information Management Strategy and to
implement improved structures for data protection and records management compliance as well as specific project action
plans such as for the Protection of Freedoms Act. Progress on these action plans is reported to the Information Management
Project Board (IMPB) on a regular basis.
There is a robust incident management process, with trends monitored by the Force Security Committee and tracked using a
graph which clearly illustrates increasing and decreasing trends of different incident types.
The Force has recently launched a “Just Think” campaign which includes elements of records management awareness such
as staff responsibilities in relation to data quality and accuracy. The campaign consists of targeted communications via the
intranet, posters and computer screen savers.
There is a comprehensive framework of policies or procedures covering aspects of data protection and each has an assigned
owner for policy review purposes. The policy and procedure drafting stage includes a consultation and review process in
which policy authors should complete a number of impact assessments including one relating to data protection. The Force
is moving towards the completion of PIAs for the introduction of new policies and guidance.

4.2

Areas for improvement

Risk assessments are not completed for information assets by Information Asset Owners (IAO) to identify and mitigate
emergent risks and no formal annual assurance is provided to the SIRO to confirm that assets are being managed
effectively.
There is a lack of tracking procedures for manual records held in on site storage. No attempts are made to trace records that
are missing or not returned to on site storage in a timely manner unless the same file is requested again.
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No scheduled or triggered reviews of records are being undertaken to ensure the processing of sensitive personal data is
adequate, accurate, relevant and timely and complies with the DPA.

ICO data protection audit report

8 of 33

5.

Audit approach

5.1

The audit was conducted following the Information Commissioner’s data protection audit methodology. The key
elements of this are a desk-based review of selected policies and procedures, on-site visits including interviews with
selected staff, and an inspection of selected records.

5.2

The audit field work was undertaken at Derbyshire Constabulary HQ, Butterley Hall, Ripley, Derbyshire between 8 and
10 April 2014.

ICO data protection audit report
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6.

Audit grading

6.1

Audit reports are graded with an overall assurance opinion, and any issues and associated recommendations are
classified individually to denote their relative importance, in accordance with the following definitions.

Colour code

Internal audit
opinion

High
assurance

Reasonable
assurance

Limited
assurance

Very limited
assurance

Recommendation
priority

Definitions

Minor points only are
likely to be raised

There is a high level of assurance that processes and procedures
are in place and are delivering data protection compliance. The
audit has identified only limited scope for improvement in
existing arrangements and as such it is not anticipated that
significant further action is required to reduce the risk of noncompliance with the DPA.

Low priority

There is a reasonable level of assurance that processes and
procedures are in place and are delivering data protection
compliance. The audit has identified some scope for
improvement in existing arrangements to reduce the risk of noncompliance with the DPA.

Medium priority

There is a limited level of assurance that processes and
procedures are in place and are delivering data protection
compliance. The audit has identified considerable scope for
improvement in existing arrangements to reduce the risk of noncompliance with the DPA.

High priority

ICO data protection audit report

There is a very limited level of assurance that processes and
procedures are in place and are delivering data protection
compliance. The audit has identified a substantial risk that the
objective of data protection compliance will not be achieved.
Immediate action is required to improve the control
environment.
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7.

Detailed findings and action plan

7.1 Scope: Data protection governance. The extent to
which data protection responsibility, policies and
procedures, performance measurement controls, and
reporting mechanisms to monitor DPA compliance are in
place and in operation throughout the organisation.
Risk: Without robust governance processes for evaluating
the effectiveness of data protection policies and procedures
there is a risk that personal data may not be processed in
compliance with the DPA resulting in regulatory action
and/or reputational damage.
Management Structures
a1. Derbyshire Constabulary (DC) have an established
information governance framework with key posts
including Records Manager, Senior Compliance Officer
and FOI Officer positioned within the Information
Management Section(IMS) and reporting to the Head
of Information Management, who is the nominated
Data Protection Officer (DPO).

Records Manager and Senior Compliance Officer
attend this forum on invitation.
a4. The Force Security Officer currently sits within the
Professional Standards Department (PSD), directly
reporting into the Head of PSD with an established
line of report to the SIRO.
a5.

A Force Security Committee (FSC) is also in place,
chaired by the Head of PSD and attended by the
Security Officer, Heads of Department and Divisional
Representatives. The security officer does not attend
the IMPB to provide updates from the FSC which
may be relevant to information management.
Recommendation: Ensure that the Information
Security Manager attends the Information
Management Security Board to provide a security
perspective on data protection issues.
Management Response: Accept

a2. The Head of Information Management has a line of
report through the Deputy Head and Head of
Corporate Services to the Deputy Chief Constable
(DCC) who is nominated SIRO for the Force.

Action: Terms of reference for the Information
Management Programme Board (and any
subsequent revised Boards) to include the role of the
Information Security Officer.

a3. The SIRO is also the assigned chair of the Information
Management Programme Board (IMPB) and therefore
has oversight of data protection and records
management issues through this channel. The Force

Implementation Date: Inaugural meeting of the
revised Board.
Owner: Head of Information Management

ICO data protection audit report
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a6.

a7.

a8.

The Force has an Information Management Strategy
which sets out a forward vision for information
governance within the Force however this is
currently out of date (referring to PITO and in
addition referring to the SIRO post as being fulfilled
by the Assistant Chief Constable). It is suggested
that this strategy is updated to reflect changes
to policing structures and systems.
Despite this there are clear action plans in place to
achieve this vision and implement improved
structures for data protection and records
management compliance as well as specific projects
such as the Protection of Freedoms Act. Progress on
these action plans is reported to the IMPB on a
regular basis.
Advice and guidance on data protection and records
management are provided centrally. It was reported
that informal data protection ‘contact points’ are in
place within individual departments however this
role has not been utilised recently. DC could
establish this role more formally to ensure that
there is a network of known support
throughout the force for data protection
queries and issues.
Policies and Procedures

a9.

DC has a comprehensive framework of policies and
procedures covering aspects of data protection; such
as records management, information security, and
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data sharing with each having an assigned owner for
policy review purposes.
a10.

Such policies and procedures are subject to a
documented process for creation and review. This
covers drafting, approval, maintenance and review
and is overseen by a central Policy Officer.

a11.

The policy and procedure drafting stage includes a
consultation and review process in which policy
authors should complete a number of impact
assessments including one relating to data
protection.

a12.

Policies and guidance are listed in a central register
which includes details of review dates and records
policies which are due for review. The Policy Officer
is responsible for ensuring that policies are reviewed
in a timely fashion and where necessary failure to do
so will be escalated to a line manager.

a13. Policies, procedures and guidance follow a similar
format and style and record date of last review and
next review. However they are not fully version
controlled and in some instances recorded details
are inaccurate; for example, supporting Information
Security Policies were still recorded as being ‘under
review’, when such review had already been
completed.
Recommendation: Review information
management and security policies to ensure that
they contain adequate version control and
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information currently recorded regarding status of
policies, procedures and guidance is accurate and up
to date.
Management Response: Accept
Action: Review and update policies.
Implementation Date: 30 June 2014
Owner: Senior Compliance Officer
a14. Policies are published on the intranet in an
alphabetised list of policies, procedures and
guidance. Further information is provided on specific
intranet sites for information security, data
protection and to a lesser extent records
management. In the case of the Records
Management function, no links were provided to
Force policies within these pages.
Recommendation: Review and update the Records
Management intranet page to ensure it provides
clear links to policies, procedures and guidance
where appropriate.
Management Response: Accept
Action: Review and update the Records
Management intranet page.
Implementation Date: 30 June 2014
Owner: Records Manager
a15. Staff awareness of policy issues is also promoted
through ‘Chief’s Orders’ which highlight important
developments and issues in relation to information
management.
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a16. The Information Management Section has also
recently completed an information sharing roadshow
which was aimed at promoting awareness of such
issues within the Neighbourhood Unit.
Information Risk Management
a17. The Force Risk Management Strategy sets out the
structures, roles and processes by which risk will be
managed at a corporate level within the Force. This
also articulates a need for acceptance of a higher
level of information risk as opposed to other types of
risk.
a18. However, no supporting information risk
management policy or procedure exists below this
document. This is not in line with HMG Standards 1
& 2 which requires such a policy to be in place with
specified content to be included.
Recommendation: Create an Information Risk
Management Policy to support current corporate risk
management processes, detail IAO reporting lines
and management processes for escalation and
oversight of information risk within the Force.
Management Response: Accept
Action: Create Information Risk Management Policy.
Implementation Date: 31 December 2014
Owner: Head of Information Management
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a19. Information Assets Owners (IAOs) are in place at
divisional or head of department level and are
assigned responsibility for operational control over
allocated assets and the submission of annual
Information Asset Returns to the Records Manager.
However concerns were raised regarding the
accuracy of these returns which sometimes contain
missing fields.
Recommendation:
(a) Carryout compliance checks to ensure that IAOs
are identifying and recording assets within their
returns accurately and comprehensively.
(b)The importance of completing IA returns in full
should be re-emphasised to all IAOs. In addition,
random dip checks should be introduced to ensure
that IAOs fully complete returns.
Management Response: Accept

assurance is provided to the SIRO to confirm that
assets are being managed effectively.
Recommendation: (a) IAOs should undertake
periodic risk assessments of paper and electronic
assets under their control and where necessary
record identified risks on departmental risk registers.
The IMPB should maintain a register of all
information risks within the Force for the purposes of
oversight, where necessary escalating risks to the
strategic risk register.
(b) Formal assurance should be provided to the
SIRO by IAOs on a periodic basis to allow the SIRO
to provide a clear report within the statement of
internal control regarding the management of
information risk.
Management Response: Accept

Action: (a) Introduce regime for random and
routine compliance checks against the Information
Asset Register. (b) Publish guidance to IAOs on
responsibilities for information assets.

Action: (a) Ensure IAO published responsibilities
include the undertaking of risk assessments (b)
Ensure Terms of Reference for revised IMPB include
Information Risk Register (c) Ensure revised IMPB
structure includes clear lines of responsibilities for
formal assurances to the SIRO by IAOs.

Implementation Date: 30 September 2014
Owner: Records Manager

Implementation Date: 31 December 2014
Owner: Head of Information Management

a20. Currently, there are no risk assessments completed
for information assets by the IAOs to identify and
mitigate emergent risks and no formal annual
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a21. Despite this the SIRO provides an annual report
within the Force Statement of Internal Control

14 of 33

confirming that the Force is compliant with the
IAMM, SPF and IS6.
a22. The Force uses the ORCHID system to manage risk
and there are departmental risk registers along with
a strategic risk register in place within this system.
Information and records management risks were
observed to have been identified both at
departmental and strategic level however there is no
separate information risk register (see a20).
a23. A Risk Management Board is in place within the
Force which reviews high level information risks that
have been identified on a regular basis. A
representative from the Office of the Police and
Crime Commissioner (OPCC) sits on the Board as an
observer and regular reports are provided to the
Joint Audit, Risk and Assurance Committee (JARAC).

Action: Introduce process for identifying and
reporting security trends onto Force risk register.
Implementation Date: 31 July 2014
Owner: Acting Information Security Officer
Compliance and Assurance
a25.

There is a risk based programme of internal audit
within the Force with scheduled audits of data
quality and information security. In addition a joint
audit of collaborative governance within the East
Midlands region is planned. Oversight of this audit
programme sits with the Joint Audit, Risk and
Assurance Committee (JARAC) who receive periodic
reports of progress against the audit schedule.

a26.

In addition, responsibility for carrying out data
protection audits sits within the IMS’s Data
Protection Compliance unit. Annual risk based data
protection audit schedules are developed using Part
2 of the ACPO Manual of Guidance. The schedule for
2014-15 has been developed and is awaiting
ratification.

a27.

Summary reports are provided to the SIRO
regarding the findings of such audits and a follow up
report is also disseminated based on the progress
outlined within management responses.

a24. There is a documented process for reporting and
managing security incidents within the Force. All
incidents are reported to the FSC and lessons learnt
are cascaded as appropriate. However this process
does not require the escalation of identified trends
onto any Force risk register.
Recommendation: A process for adding identified
trends in information security incidents onto Force
risk registers should be documented and
implemented.
Management Response: Accept
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a28. Much of the unit’s audit work has focused on
ensuring the accuracy of data for upload under the
requirements of Schengen. This has meant that only
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two audits from the 2013-14 schedule were
completed.
Recommendation: Ensure that an element of
contingency planning is built into the 2014/15
schedule in order to deal with any unexpected work
and reassign resource to ensure there is no slippage
towards the next year’s plan.

Implementation Date: 30 October 2014
Owner: Senior Compliance Officer
a30.

KPIs in relation to FOI and subject access requests
are reported to the IMPB but due to high levels of
compliance with statutory deadlines this is done by
exception. Progress on the review and agreement of
information sharing agreements and data processor
contracts are also reported to the IMPB however
they are not put into a statistical context. It is
suggested that progress against assigned
objectives should be reported to the IMPB
against meaningful KPIs rather than on an
achievement basis e.g. number of data
processor contractors reviewed against
number awaiting review.

a31.

KPIs in relation to the accuracy and timeliness of
entry of PNC data are also reported to the IMPB and
benchmarked against other regional forces.

a32.

Progress is tracked against the various action plans
in place within the IMS and this is subsequently
reported at the IMPB. In addition, trends in
categories of security incident that are reported by
the Information Security Officer to the FSC are
tracked on a graph showing increasing and
decreasing trends which was identified as good
practice.

Management Response: Accept
Action: Review and revise the 2014/15 audit plan to
reflect resources.
Implementation Date: 30 June 2014
Owner: Senior Compliance Officer
a29. Routine checks in relation to clear desk, secure
storage and confidential waste are not carried out
within the Force. There is a programme of audits on
shared police premises using ‘SAPMA’ and on new
third party contractors using ‘PASF’ however these
are on an ad hoc basis and are not detailed in an
annual schedule.
Recommendation: Develop a schedule of routine
information security compliance checks on the
disposal of confidential waste, compliance with the
clear desk policy and secure storage procedures.
Management Response: Accept
Action: Develop a schedule of routine information
security compliance checks on confidential waste,
compliance with the clear desk policy and secure
storage procedures.
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a33. The Force submits returns under the IAMM and an
action plan has been developed by the ISO using a
gap analysis study and the weaknesses that were
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identified as part of last year’s return. However this
action plan has not been followed or updated and,
although the IAMM is a standing agenda item at the
FSC, progress against the action plan is not
reported.

a35. There is no documented procedure to give guidance
on the appropriate level of sign off for new PIA and it
is not clear how the Force aims to monitor
compliance to PIA related procedures or guidance
that are in place.

Recommendation: Progress against the Force’s
IAMM Action plan should be monitored through the
FSC or IMPB.

Recommendation: Current Force guidance on PIAs
should be reviewed against the ICO’s new guidance
on the production of PIAs to ensure that it
documents a process for screening all new projects
to identify the appropriate level of PIA, procedures
for review and sign-off and requirements for the
documentation of risks within the PIA and, where
appropriate, Project Risk Registers.

Management Response: Accept
Action: (a) Terms of reference for revised
Information Management Project Board (and any
subsequent revised Board) to include oversight of
IAMM Action Plan. (b) Review and revise IAMM
Action Plan (30/09/14)
Implementation Date: 30/12/14
Owner: Head of Information Management

Management Response: Accept
Action: Update PIA guidance
Implementation Date: 30 June 2014
Owner: Senior Compliance Officer

Privacy Impact Assessments
a34.

The Force’s Data Protection Policy requires that
Privacy Impact Assessments (PIAs) be completed at
an early stage in projects to identify privacy risks.
Supporting Guidance entitled “Guidance for Project
Managers” places responsibility on project managers
to ensure that projects are compliant with the Data
Protection Act 1998 and Information Security Policy.
In addition the guidance identifies key stages at
which project leads are required to consult with the
IMS. However there is no process for screening
projects to ensure that an appropriate level of PIA is
completed in a timely manner when required.
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a36.

PIAs are yet to be fully embedded within the Force
and to date only one PIA has been completed. A
need for the completion of a PIA in relation to the
strategic deployment of ANPR has been identified via
the audit process however this has not yet been
completed.

a37.

The Force is also moving towards the completion of
PIAs for the introduction of new policies and
guidance. This will replace the current DP
Compliance checks which must be completed when
creating a new policy.
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7.2 Scope: Records management: The processes
in place for managing both electronic and manual
records containing personal data. This will include
controls in place to monitor the creation,
maintenance, storage, movement, retention and
destruction of personal data records.

Force. The Force ISO is responsible for delivering
training to the IAO’s to ensure they meet their
responsibilities with regard to the assets they own.
b4.

In addition, the data protection compliance team,
headed by the Senior Compliance Officer and
reporting to the Head of IM, have some records
management responsibilities. These include data
quality and advice & guidance on
spreadsheets/databases to be registered. There is
also a Data Quality (DQ) Team within the Force who
specifically focus on record duplicates, matching and
merging and the quality of PNC ACT reports and a
Review, Retention and Deletion (RRD) Team. There
are plans to merge these teams together however
retaining the same functions.

b5.

At departmental level, the Criminal Justice Unit
(CJU) have a Criminal Data Section (CDS), who are
responsible for updating police systems with the
criminal justice custody and court records and they
have appointed Records Supervisors to manage the
day to day records in their respective areas.

b6.

Elements of RM are overseen through the IMPB and
the GUARDIAN User group, and the Records
Manager utilises the expertise of recognised
individuals in key business areas; however there are
currently no formally identified “Records
Management champions” across the Force to provide
advice, attend various meetings where RM issues are
discussed, support the RM function within their local
business areas and ensure the RM policy is

Risk: In the absence of appropriate records
management processes, there is a risk that records
may not be processed in compliance with the DPA
resulting in regulatory action by the ICO,
reputational damage to the data controller and/or
damage and distress to individuals.
Records Management Organisation
b1. Strategic oversight of records management within the
Force lies with the Deputy Chief Constable (DCC) and
overall responsibility sits with the Head of the
Information Management (IM).
b2. The Records Manager, reporting to the Head of IM, is
assigned operational responsibility for records
management. These responsibilities include review,
retention & disposal, physical on and off site storage,
information asset annual returns and oversight of
Records Management functions on the new crime and
intelligence system to replace the GUARDIAN system
which will become obsolete by 2016.
b3. As noted previously, Information Asset Owner’s (IAO)
have been assigned at divisional or head of
department level and are operational across the
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implemented. As previously suggested at a8, the
Force should look to formalise these roles to
ensure that there is a network of known
support throughout the force for both data
protection and records management queries
and issues.
b7.

b8.

The GUARDIAN User Group meets quarterly (the
most recent meeting was in March 2014) and is
attended by representatives from stakeholder
departments along with the Records Manager. Topics
of discussion have included MoPI, Flagging,
Property, Duplicate Records, Intelligence scoring
matrix, crime outcomes and the “Just Think
Campaign”.
The IMPB, who are responsible for delivering and
ensuring compliance with MoPI guidelines, discuss
strategic and operational issues in relation to records
management. They also oversee number of action
plans that are in place in relation to records
management and progress is reported by the Head
of IM to the Board. These include a data quality plan
and an action plan for the SCHENGEN Project which
is due to go live in October 2014.
Records Management Policy

b9.

There is a Records Management Policy in place which
is owned by the Head of Information Management.
It is reviewed every 3 years; the last review date
being November 2012 undertaken by the Records
Manager. The RM policy covers both manually and
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electronically processed records and sets out
arrangements, staff roles and responsibilities and
how compliance will be monitored.
b10.

There are a number of other policies which provide
additional guidance for staff in relation to the secure
handling of information in both electronic and
manual form. These include the DP Policy, MoPI
Policy, RRD Policy, information security policies,
SyOps for Information Systems and a Home working
policy.

b11.

All Records Management related policies are
published for staff on the intranet. Any changes or
updates to policies or legislation are circulated either
by email or published on Chief’s Orders where there
has been a significant change. The updated policy is
then published on the intranet in place of the
previous version.

b12.

Within the CDS the processes and procedures for the
various RM tasks performed are not formally
documented. Any changes to procedures or
legislation are communicated via email, team
meetings or cascaded to staff via the Chief’s Orders.
It is suggested that to ensure a consistent
approach to archiving and storage a standard
process is documented for crime filing which
details the responsibilities and reporting lines
of staff. In addition, procedures for monitoring
and oversight of this function should be
documented.
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b13.

The Force’s “Just Think” campaign includes elements
of records management awareness such as staff
responsibilities in relation to data quality (DQ) and
accuracy. This is communicated via the intranet,
posters and computer screen savers.

Implementation Date: 30 September 2014
Owner: Head of Information Management
b15.

Caseworkers in the CDS do not receive specific
annual refresher training in RM, however all new
staff are initially allocated a mentor then receive a
combination of 1-2-1 desk side records management
training and eLearning. All training is recorded on
their Learning Plan and 100% of their work is
audited until competent (then subsequently on an ad
hoc basis). Please see b14.

b16.

The Records Manager has created a
bespoke training package called the MOPI
GUARDIAN Workflow, the package focusses on
review, retention and deletion of records and
information management within the GUARDIAN
system. This guidance/training was prepared for
direct reports for the implementation of the
Guardian/MoPI module. This training has not yet
been rolled out due to low prioritisation within IT
and lack of resource.

b17.

Staff requiring additional system training, for
example for GUARDIAN, NSPIS Command & Control,
PNC or PND must have this authorised by their Line
Manager with a justified business reason. The
individual must also sign a declaration that they
have received data protection refresher training
before access is provided.

Records Management Training
b14.

There is no specific stand-alone records
management training for staff within the Force;
however elements of RM are included within
induction and other training material such as data
protection, information security and systems training
both in the classroom and via NCALT/MoPI
eLearning packages. This training is mandatory for
all staff including temporary, agency and special
constables.
Recommendation: In order to establish awareness
of the Force’s policies in relation to records
management include mandatory, Force specific,
records management training such as the NCALT
“Lawful Handling of Information” at induction for all
staff processing personal data. Staff with records
management responsibilities should receive more
specialised training to enable them to carry out their
roles more effectively.
Management Response: Accept
Action: (a) Ensure ‘Lawful Handling of Information’
training is mandated as part of induction package for
all staff (b) Research options for further specialist
training for Records Manager and others
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Collection of Data
b18.

The homepage of the Force’s website includes a
section on fair processing as required by the First
Principle of the DPA. The website guide “how we use
personal data” dated 7th December 2011 lists the
requirements of a fair processing notice as set out in
the DPA. It makes reference to out of date
information i.e. PNC retention 2006 with a link to the
ACPO website which includes the PNC “step down
model”.
Recommendation: The guidance and website
should be brought up to date to accurately reflect
current legal practices. DC should review and amend
the following:
Remove the reference to the DPO and replace with
the most appropriate person;



PNC

retention periods and “step down” 2006 no
longer apply, they were amended in 2009; and

For

clarity ensure both documents are amended
with section 55 of the DPA.

Management Response: Accept
Action: Arrange for review and revision of website
documentation
Implementation Date: 30 June 2014
Owner: Senior Compliance Officer
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b19.

The DC Information Charter and guide published on
the website incorrectly refer to section 59 of the
DPA. See b18.

b20.

There was evidence of Fair Processing Notices (FPN)
on HR application forms, the SAR form and Caution
forms. The Custody Unit had various posters on the
wall in relation to the legal basis for obtaining
fingerprints, photographs and DNA and who to
contact should further information be required.

b21.

Leicestershire Police conduct user satisfaction
surveys on behalf of the Force, by contacting
members of the public who have reported an
incident to DC. Any issues or complaints received
are provided to DC who can trace the incident back
to the individual call taker or officer in the case. The
caller is not informed at the time of the call or soon
afterwards that their information will be used for a
different purpose i.e. a satisfaction survey. See
b22.

b22. Calls to the Force are received in the Force Contact
Centre (FCC) via the switchboard. All 101 and 999
calls are recorded, the source telephone number of
the caller is disclosed automatically by the police
telephony system, callers are not informed that their
call is being recorded or for what purpose and if they
can opt in/out.
Recommendation: Although it is likely that there is
reasonable expectation that emergency calls to the
Force will be recorded the Constabulary should
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review the fair processing given to callers in relation
to the recording of non-emergency line and sharing
of data for satisfaction surveys
Management Response: Accept
Action: Review fair processing notice given to
emergency and non-emergency callers.
Implementation Date: 30 September 2014
Owner: Senior Compliance Officer

police systems with custody information, any
discrepancies with the accuracy of the data is
verified and validated with the officer in the case
and/or other police systems.
b26.

The CDS receive a regular DAF (Daily Activity File)
report from Hendon Data Centre for PNC entries
which require validation, accuracy checks and
justification. Any amendments are made
immediately and provide a full audit trail.

Storage and Maintenance of Records
b23. It was reported that each IAO is required to
complete an individual Information Asset Register
(IAR) annually which would feed into an overall force
IAR; however there is no up to date comprehensive
overall inventory or asset register in place that
shows all records that are held, what they contain,
in what format, and what value they have for the
force as a whole. If a central overall register
were created it could be used to inform the
plan of work for records management
monitoring in order to help ensure that data
sets are monitored periodically. Cross
referencing data quality audits and checks with
the IAR should help to prevent areas where
records are ‘unchecked’.
b24.

Auditors were shown a previous systems map dated
2011which included all systems and how information
flowed through the network as a whole.

b25.

As part of the CDS’ responsibilities for updating
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b27. The retention period for pocket notebooks (PNB) is 7
years. Individual officers retain their own PNB for the
first 2 years then they are archived by DC in a
central basement for 5 yrs.
Recommendation: Publish procedures for the offsite retention of officer’s PNBs containing personal
data, include the minimum security requirements.
These should be communicated to all appropriate
staff. Also ensure a comprehensive central record is
maintained to track all PNB’s. Compliance with these
mandated procedures should be monitored and
appropriate action taken in events of noncompliance.
Management Response: Accept
Action: Update arrangements for storage and
monitoring of central records for PNBs and publish.
Implementation Date: 30 September 2014
Owner: Records Manager
b28.

The Force use the third party service provider Iron
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Mountain for off-site archive storage for any media,
paper, DVD or Tapes. Requests are restricted to
authorised personnel and only delivered to a
recognised list of police addresses such as Criminal
Justice Unit (CJU), the CDS or Custody. They are
then collected in person by the requestor. Boxes are
bar coded and anonymised so that the contents are
not known. For files being delivered from Iron
Mountain, the seals are checked and a security
incident is raised if they are damaged or broken.

GUARDIAN system. Other active files are held across
the force by other departments however only CDS
staff have access to log and track file movement on
the GUARDIAN system.

b29.

The Records Manager and ISO conducted a Security
Audit of Iron Mountain as per the clause agreed in
the contract. Iron Mountain staff contracts contain
terms specifically relating to security and data
protection.

b30.

MoPI records classified 1, 2 and 3 are retained by
the Force on site for 3 years initially at storage in
two locations, namely C & D Division, then only MoPI
1 & 2 records are archived and retained off site by
Iron Mountain.

Compliance with this system (above) should be
monitored. Any instances of lack of use or misuse
should be flagged and raised as appropriate.
Document a suitable dip sampling process to enable
DC to test that a sample amount of files can be
located and are held in the correct place. Any
reports coming from these dip samples and
monitoring should be reported to the Records
Manager and the relevant departmental managers as
appropriate.

b31. The on-site records are boxed, allocated the
associated crime number and logged on the
Guardian database. The archived records at Iron
Mountain are boxed, bar coded and entered onto a
spreadsheet.
b32. The CDS receive various requests for ‘active’ files,
and if only part of a file is required it is scanned and
sent via secure email. The movement of on-site files
held by CDS is recorded by the CDS staff on the
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Recommendation: A formal process mandating the
use of one system or process that can accurately
and consistently be relied upon to track and locate
all paper files should be established. If necessary
this should be accompanied by training.

Management Response: Accept
Action: Research and identify options for the
tracking and locating of all paper files.
Implementation Date: 31 December 2014
Owner: Records Manager
b33. Physical security audits of active files and on site
storage areas are not conducted so any missing files
would only be noticed if a request for that file was
made. See recommendation at b34.
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b34. No attempts are made to trace records that are
missing or not returned to on site storage in a timely
manner unless the same file is requested again then
the original requestor would be contacted.

Recommendation: DC should conduct regular
checks of the back-ups stored off-site to ensure that
the storage medium has not degraded and the data
remains intact and capable of being restored to
operational use.

Recommendation: Regular checks should be
introduced to ensure that all records have been
returned in a timely manner. Where a record has not
been returned, appropriate action should be taken.
Any instance where a paper file cannot be located
should be reported as a potential security incident.
Management Response: Accept
Action: Introduce regular checks to ensure that
records are returned in a timely manner and take
appropriate action where necessary.
Implementation Date: 30 September 2014
Owner: Head of Criminal Justice Department
b35. There was no evidence that compliance checks are
undertaken to assure the effectiveness of tracking
mechanisms. See recommendation at b32.
However, during the audit the ICO selected a
random file number from the GUARDIAN database
and the corresponding paper file was promptly
located and retrieved from the on-site storage area.

Management Response: Accept
Action: Ensure that back-up data stored off site
remains fit for purpose through regular checks.
Implementation Date: 31 December 2014
Owner: Head of Information Services
b37.

The Force has implemented Disaster Recovery plans
which are due to be upgraded by the introduction of
a further specialist server off-site for real time
systems back up.

b38.

A specialist service has been employed by the Force
to conduct live testing of their disaster recovery
capabilities, the aim being to carry out up to 2
exercises per year under this contract.

b39.

Business Continuity Plans are currently being
reviewed to ensure that they are fit for purpose.
We would suggest that as part of the review DC
ensures their business continuity plans identify
all business critical records essential to the
continued functioning or reconstitution of the
organisation in the event of a disaster.

b36. Back-up copies of records in digital systems are kept
and stored securely at the off-site storage; however
there are no checks undertaken to provide
assurances that the stored data remains fit for
purpose.

Security and Access
b40.
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Entry to the Head Quarters (HQ) buildings are
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via keypads, the PIN is the same for all external
doors and is not changed routinely, only if a member
of staff leaves the organisation. It was relatively
easy for the ICO (or any other visitor) to view the
PIN being entered. Access to all other police
buildings across the force estate is via proximity
access cards.

all of which are left unlocked out of hours. Contract
cleaners attend to collect confidential waste for
shredding during office hours only.
Recommendation: The Force should review the
security of records stored at Cardinal Square and the
C Division main building to ensure that measures
are commensurate with the sensitivity of the
personal data stored there.

Recommendation: The HQ premises will be moving
location in 18 months’ time to a building with
proximity card access. Whilst still at the current
location, DC should arrange for the door access PIN
to be changed on a more regular basis. In addition,
instruct staff to take the necessary steps to ensure
the PIN is not unintentionally disclosed to a third
party or compromised whilst entering it into the
keypad.
Management Response: Accept
Action: Arrange for more regular change of door
access codes and issue reminder to all staff that the
security of these codes must not be compromised.
Implementation Date: 30 June 2014
Owner: Acting Information Security Officer
b41.

Access to Cardinal Square is via a communal
main door; floors 3 & 4 are for force staff members.
Access to the main office and storage area is via two
secure doors using the proximity card. Visitors must
sign in the visitors log book and are escorted.
However, the main office is open plan and all staff
have access to all the filing cabinets and the on-site
storage room containing lockable mobile shelving;
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Management Response: Accept
Action: Review the security of records held at
Cardinal Square and C Division main building and
ensure suitable exit strategy as appropriate.
Implementation Date: 30 September 2014
Owner: Records Manager
b42.

It was reported that once access to the C Division
main building is gained using proximity card there is
unrestricted access to all areas, cupboards and filing
cabinets within that building. Please see b41.

b43.

Situated in the back office of the Custody area there
is a fax machine which is used to send personal
data. Interviewees were unaware if this was on a
secure network, however did advise that the
numbers are pre-set in the fax to avoid misdialling.
There is a fax front sheet but neither this nor the
procedure/guidance document were with the fax
machine.
Recommendation: Should DC decide to continue to
use this method of transmitting sensitive personal
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information, ensure it is on a secure network and
provide a set of rules for staff to follow should they
need to use the fax to transfer information to
another organisation.

by administrators who record the initial password in
an email or sealed envelope. The user is asked to
change the password on first logon.
b47.

When a person leaves, is suspended or is under
discipline/investigation the Service Desk are notified
and access to the network is closed immediately.
The systems administrator for each individual
system then cancels access and disables the
account.

b48.

All system passwords and logons are unique and it
was reported that they were never shared.
Passwords are complex, require special characters
and 3 failed logons will disable the account.
Password guidance is available on the intranet and
the requirements are mandated in the Access
Control policy.

b49.

Access is only granted to individually identifiable
users to ensure accountability. There is a formal
documented process in place to register, grant and
revoke user access to systems. Access control logs
show what permissions have been granted to a
particular user, by whom and when.

b50.

The ICO was provided with a demonstration of the
process for providing a user access to PNC. All
levels of access are on a central spreadsheet which
is fully auditable.

b51.

The Systems administrators do conduct some dip
sampling of access permissions across the Force

Management Response: Accept
Action: Review fax arrangements and arrange for
procedure and guidance documentation to be
suitably sited.
Implementation Date: 30 June 2014
Owner: Senior Compliance Officer
b44.

b45.

b46.

Although as previously stated, there are no routine
clear desk security checks force-wide, the
Compliance unit confirmed the requirement to clear
the desk at the end of each day, ensure all drawers
and cabinets are locked and the main key is left in
the secure office of the Senior Compliance Officer.
There is a clear desk policy available on the force
intranet.
The System Administrators are centralised and part
of Information Services. All requests for access are
via their service desk. There is a documented
process in place for starters, movers and leavers
instigated by HR via an ACE form and all accounts
are created using the unique collar number of the
individual. All requests for access or account
closures are logged and tasked to a specific
administrator to action.
Network and system access passwords are issued
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however this was reported to be problematic as the
HR data is not always current and the ACE form
from HR can be delayed. This has resulted in a lack
of periodic reconciliation between HR records and
systems and network access.
Recommendation: Access permissions should be
reviewed periodically to ensure the privileges
granted continue to be based on business need and
have been correctly authorised. The frequency of
review will depend on the level of privilege granted
to the user. Also run regular reports to ensure
access permissions are correct and to grant or
revoke access for movers and leavers. In addition,
the HR process needs to be streamlined to ensure
prompt notification of changes in access
permissions.
Management Response: Accept
Action: Review and update procedures for managing
access permissions in conjunction with HR.
Implementation Date: 31 December 2014
Owner: Head of Information Services
b52.

A recent security breach had been reported to the
IAO for the GUARDIAN database as a member of DC
staff had been able to maintain the same higher
level of access as an analyst even though they had
moved to work in a partnership building. The IAO
confirmed this was being addressed; however at the
time of the audit a formal Security Incident Report
had not been raised.

Recommendation: This serious security breach
should be formally logged on an Information
Security Report in accordance with the Information
Security policy and the access of the User concerned
be reviewed and amended as appropriate. Any
weaknesses in the mover’s process should be
promptly addressed by the business owner, ISO and
HR to prevent the risk of this reoccurring.
Management Response: Accept
Action: Security breach procedures to be
implemented.
Implementation Date: 30 June 2014
Owner: Head of Crime Support
Disposal of Records
b53. At HQ, confidential waste bins are located in
departmental corridors. The bins are left unsecured,
lined with a semi-opaque white bag with the name of
the waste contractor on. The confidential waste bins
are emptied daily by the contract cleaners and
contain any types of paper and cardboard not just
restricted and confidential information.
Recommendation: To reduce the risks of
unauthorised access to personal data, keep paper
waste within a locked room when unattended as a
standard requirement. Bags should be sealed by
departments prior to collection. It would also be
good practice to document these rules within policy
to ensure consistency across business areas.
Management Response: Accept
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Action: Identify options for improved security of
paper waste and produce new policy and procedures.
Implementation Date: 31 December 2014
Owner: Acting Information Security Officer

neither caretaker nor the cleaners have received any
training in data protection or similar to ensure their
understanding of the risks. See b58.
b58.

b54.

There is a secure storage area for confidential waste
at the Force HQ which is waiting to be shredded.
There are two keys both kept in a key cupboard in
the uniform store area. The key to the cupboard is
then secured in the office. Access is strictly
restricted to the Facilities Manager and Supervisor
Caretaker.

b55.

Facilities manage the disposal of most on-site waste,
including confidential waste. A third party contractor
attends HQ and other police premises weekly to
perform on site shredding for paper, CDs and Tapes.
A collection note is used to record the number of
bags collected and shredded.

b56.

b57.

Confidential waste shredding is witnessed by the
Caretaker Supervisor who is also a contractor;
although vetted to the same level as police
employees. The Facilities Manager recently arranged
an unannounced audit of the contract caretaker and
cleaners to ensure the shredding procedure was
supervised and monitored throughout the process
and complied with the terms of the contract and to
ensure security is of the appropriate agreed
standard.
The caretaker supervises the cleaners and their
collection of the confidential waste but, neither the
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The cleaning contract does not stipulate the
completion of such training as a requirement and
does not refer to the security of data or their
obligations in this regard. Allowing third party staff
to have access to personal data without training or
monitoring is not consistent with the role-based
access restrictions which are in place for all other
police staff at DC.
Recommendation:
(a)The Force should ensure that in situations where
third party contractors have access to personal data
they have received adequate training in order to
allow them to process that data securely and in line
with the requirements of the DPA.
(b) The Force should ensure that there are
contractual terms in place which outline the above.
Management Response: Accept
Action: Review and ensure that all contracts for
third party processing include adequate terms and
conditions to address data protection responsibilities
through consultation with the Data Protection
Officer.
Implementation Date: 31 December 2014
Owner: Head of Procurement
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b59.

The Records Manager has produced a retention
schedule based on the ACPO National guidance; this
has been amended to the requirements of DC. The
schedule is still in draft, awaiting sign off and the
framework to be authorised by ACPO.

GUARDIAN MoPI module should resolve this issue.
Decisions to delete other systems data are made
against NRAC (National Retention Assessment
Criteria) and cross indexed with other systems
providing a full audit trail.

b60.

The Force RRD team is currently understaffed and
no scheduled or triggered reviews of records are
being undertaken to ensure the processing of
sensitive personal data is adequate, accurate,
relevant and timely and complies with the DPA.

Recommendation: In order to ensure compliance
with the fifth principle the Force should formulate a
plan detailing how it will manage the back record
deletion of the GUARDIAN data when the new MoPI
module is implemented.

Recommendation: The Force should start to
conduct scheduled and triggered reviews to ensure
that data is adequate and accurate.

Management Response: Accept
Action: Produce action plan detailing deletion
programme for Guardian data.
Implementation Date: 31 December 2014
Owner: Records Manager

Management Response: Accept
Action: Implement scheduled and triggered reviews
Implementation Date: 31 December 2014
Owner: Head of Information Management
b61. Ad hoc, proactive, data quality reviews are
undertaken by the RRD Team and the Compliance
Unit which include checks on duplicate persons,
however in general, records are only reviewed on
notification or if a complaint is received. See b60.
b62.

There is currently no mechanism to delete an entire
record within GUARDIAN; however the information
can be hidden from general user view as a work
around. Although the information is not visible to the
user it is still possible to retrieve it. It was reported
that the future implementation of the new
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b63.

IT hardware minus the hard drive is de-identified by
removing all reference to DC before sending it
periodically for disposal. The IT department keep IT
asset equipment awaiting disposal in a secure area
on site. Tapes and CD’s are stored in red bags/bins
awaiting collection.

b64.

The User/IT department retain the hard drive(s)
until they are destroyed by a third party contractor
on a quarterly basis. The disposal (via “smelting”) is
witnessed and therefore a destruction certificate is
not obtained.

b65.

Hard drives that have been destroyed have not been
asset tagged or logged within the hardware register
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and therefore there is the risk that there is no way
of reconciling destroyed hard drives with those
owned by the Force.

daily searches to identify any data quality issues
across the force. Individuals are sent guidance via
email “Just Think” tips. There is no formal record
made and therefore the Force is unable to measure
value or improvement. We would suggest that
any data quality issues identified through
these daily search audits are formally
documented in order to identify trends with
individual offenders or in types of errors being
made and to inform any training needs
analysis. This would also enable the force to
measure the success of these audits and track
improvements in quality.

Recommendation: The Force should ensure that all
hard drives awaiting for disposal and subsequently
destroyed are accounted for.
Management Response: Accept
Action: Review and improve audit trail for
destruction of hard drives.
Implementation Date: 31 December 2014
Owner: Head of Information Services
Monitoring and Reporting on Records
Management
b66.

The Records Manager receives monthly performance
reports from Iron Mountain. In a recent report it was
noted that there are some delays in record / file
retrieval times. The Records Manager reported that
he would deal with such issues and that he is also
required to reviews costs and trends so that risks
can be assessed and appropriate action taken.

b67.

Staff from the Intelligence Unit produce a list of real
time data quality errors that are traced back to
users to identify where procedures have not been
followed. These are discussed at the GUARDIAN User
Group and any issues are escalated if appropriate.

b68.

The RRD Team and the Data Protection Compliance
Unit conduct audits of the GUARDIAN database via
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b69.

It was evidenced during interviews with supervisors
in the FCC that random dip samples of records are
conducted on a regular basis and reviewed against a
Quality Assurance (QA) matrix. Any issues are
highlighted with the individual and their line
manager where necessary at the time.

b70.

The Force has appointed a Force Crime & Incident
Registrar based in the FCC. An Annual Audit Plan is
produced for compliance with National Crime
Recording Standards (NCRS) and National Standards
for Incident Recording (NSIR) which includes
accuracy, relevancy, correlation between Command
& Control and the GUARDIAN database. The findings
are fed into the Force Strategic Risk & Threat
Assessment.

b71.

The Compliance Unit conducts annual independent
data protection risk assessments for information
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systems which contribute towards the Force Audit
Plan. They are based on the ACPO Data Protection
Manual of Guidance and relate to MoPI, data quality,
accuracy and other records management related
issues. The final report is published to the SIRO,
Head of Information Management, Director of
Intelligence and Head of Crime Support/IAO.
b72.

Random, overt monitoring of PNC transactions are
conducted on a daily basis - a minimum of three
checks per day are reviewed and the PNC requestor
and Line Manager must provide justification for the
transaction. All checks are formally logged and
responses or breaches are followed up, escalated to
the Senior Compliance Officer or Counter Corruption
Unit when appropriate. Statistical information is
produced and, although not routinely reported to the
IMPB, it is available on request.

b73.

The Compliance Unit also reported that any errors
made and discovered during their quality assurance,
audits or compliance reviews are fed back to the
individual by either the Unit themselves, the Records
Manager or the Line Manager for training purposes.
This helps to maintain knowledge of data accuracy
and quality issues.
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7.3

The agreed actions will be subject to follow up to establish whether they have been implemented.

7.4

Any queries regarding this report should be directed to James Hirst ICO Good Practice.

7.5

During our audit, all the employees that we interviewed were helpful and co-operative. This assisted the audit
team in developing an understanding of working practices, policies and procedures. The following staff
members were particularly helpful in organising the audit:
Abby Turner – Head of IMS
Liane Dodd – Senior Compliance Officer
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Section B
For Publication

AGENDA ITEM 7A
JARAC
23 SEPTEMBER 2014

JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014
REPORT OF THE TREASURER
7A: OPCC Risk Register: mid-year review 2014
PURPOSE OF THE REPORT
1.1

To report the outcome of the mid-year review of the OPCC risk register
carried out by officers and agreed with the Chair of the Committee.
INFORMATION AND ANALYSIS

2.1

Risk management is an important tool for good governance. Both the Chief
Constable and the Commissioner maintain risk registers and the JARAC has
taken a keen interest in the oversight of arrangements for risk management.

2.2

The approved internal audit plan includes a review of risk arrangements. The
latest review recommended that the risk register for the OPCC be reviewed
every six months.

2.3

A review by all officers in a role of responsibility within the OPCC has been
carried out. The Chair of the JARAC was then consulted and a meeting held;
the Chief Executive and the Treasurer attended and advised the chair of the
outcome of the officer review. Further amendments were suggested and the
final version of the register is attached for information.

2.4

The Committee is recommended to note that the OPCC risk register review
has taken place and to take assurance that an up to date register has been
produced.
RECOMMENDATIONS
That the JARAC takes assurance:

i.

that the mid-year risk register review has taken place, and

ii.

that an up to date OPCC risk register has been produced.
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IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

x

Environmental

x

Equality & Diversity

x

Financial
X

Human Rights

X

Legal

X

Personnel

for enquiries

HIGH

x

Health & Safety

Contact details

MEDIUM

x

Name:

Helen Boffy

Telephone: 0300 122 6005
Email:

helen.boffy.4808@derbyshire.pnn.police.uk

ATTACHMENTS
Appendix A – OPCC Risk Register 2012-17 v2.3
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Reports to Strategic Governance Board

g
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ongoing
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Inherent
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In Place
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DP

DERBYSHIRE POLICE and CRIME COMMISSIONER RISK REGISTER 2012-17 v2.3

PCC 1: Work to improve the support provided to victims and witnesses

Cause: training and
resources. New
recruits. Culture.
Identifying the victims
Inability to commission and witnesses. New
effective policing
Command and Control
PCC support & response to system not delivered
h
1.1 vulnerable people by on time.
the constabulary
Effect: missed victims,
poor or no service.
Inability to identify
vulnerable/multiple
victims

m

Relationships with
Ministry of Justice and
Home Office Criminal
Justice
Commissioner sits on
Criminal Justice Board
Funding victims
services e.g. outreach,
service and self
6
m
referrals
at all risk levels
CSF budget allocated
Grants scheme to
provide funding
Close oversight of
force contact
management & call
handling
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m

Residual risk: partners
unable to fulfill
statutory duties
Develop closer
working with partners
and agencies
4 Representation on
Command and Control
Project Board
Follow up on SGB
annual forward plan
development

√√
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Action Date

Type of
assurance

Assurance
level

contract awarded by September 2014
for Oct 14 start

Stragegy approved by Strategic
Governance Board

m

Rehabilitation
revolution -review of
local delivery options
4
Policy officer to
monitor developing
govt agenda

reports of CJB meetings

√√

Score

√√√

Probability
l

Continue to work with
current providers and
partners to scope
service.
Victim and witness
process group to
3 identify service needs
and improvements.
Clarity of delivery in
service specification
Developing working
relationship with
general provider

ongoing

Commissioner attends
Criminal Justice Board
Deputy Police and
Crime Commissioner
has detailed
2 knowledge of this
m
area.
Relationships being
developed.
Grant support to
Probation service

Responsibility

l

Commissioning
knowledge and activity
already taking place in
the County.
Experienced Head of
Commissioning
h
6 recruited and in post
Completed
Commissioning
Strategy for
general/enhanced
service model

MB

m

m

Existing Risk
Mitigation
Procedures/Controls
In Place

DP/HB

Cause: poor
relationships and
Ineffective working
communications.
with CJS to improve
Unclear roles and
PCC the operational
responsibilities
1.3 response to achieve
Effect: poor outcomes
an effective end to end
Public lose trust in the
process
CJS and confidence
falls

h

Residual
Impact

Inability to effectively
PCC commission victims'
1.2 services ready for
October 2014

Cause: ignorance of
effective
commissioning
processes and
outcomes
Effect: poor or no
service, not vfm,
inaccessible service
for clients, not local
&/or economies of
scale push out small
providers

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Planned Risk
Mitigation
Procedures/Controls
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Score

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Action Date

Type of
assurance

Assurance
level

m

Planned service shift
between current/future
providers from general
to enhanced service
support.
6
Fit for purpose
monitoring reports
from service providers.
Managing a lack of
service suppliers.

MB

Milestones currently being developed (from
Oct 14 to Oct 15)

Contracts, monitoring reports, victim
satisfaction surveys

Impact

h

Funding victims
services e.g. outreach,
service and self
referrals
at all risk levels.
Commissioning
strategy includes a
9 workstrean to develop h
the market.
OPCC has instigated
a Joint Strategic
Commissioning
Partnership with main
local authority and
other partners

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Cause: strategy
unclear or
misunderstood
no market for this
service
current providers not
Inability to effectively
delivering to suitable
open tender to
PCC
quality
commission victims'
h
Effect: failing to deliver
1.4
services ready for April
responsibilities uinder
2016 (new contract)
Victims' Code
missed victims, poor
or no service.
Inability to identify
vulnerable/multiple
victims

Score

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent
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Assurance
level

Type of
assurance

Action Date

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Score

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Residual
Impact

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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m
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m

m

Strategic Governance Board reports.

h

Reviews of partners
agendas contributes to
meeting
Restate
Commissioner's
objectives.
4
Ongoing programme
of public engagement
events and
walkabouts.
Up to 3 summits a
year

Annual review of engagement strategy during 4th
qtr 2014
Feedback from summits & events as required

Cause: poor
relationships and
communications.
Unclear roles and lack
of knowledge of
Failure to manage key
players. Lack of
relationships
involvement at a
PCC (including governance)
strategic level
2.1 and demonstrating
Effect: Disparate
due regard to others'
service delivery.
strategic plans
Ineffective & duplicate
service delivery
Failure to comply with
legislation, failure to
deliver VFM

Commissioner sits on
main boards inc
Health & Wellbeing
Brd, Derbyshire Safer
Communities Board,
Derby City
Partnerships, Local
Criminal Justice Brd
Recruited a full team
6
of community
engagement officers.
Engagement
programme in place
Share Police and
Crime Plan with
partners
Partners attend joint
threat and risk

AC

PCC 2: Work to provide strong and effective partnership working including Neighbourhood Watch and the Voluntary, Community and Social Enterprise
Sector to facilitate greater impact and use of resources

√√√
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Type of
assurance
HMIC VfM Profiles
in scope of Internal Audit programme
VfM under remit of JARAC

Adopt a vfm strategy

m

Review impact of
Social Value Act
Develop co
commissioning
6 opportunities within
the county & region
Effective
commissioning
strategy

Assurance
level

Action Date

Score

Probability

Impact
h

Reports to Strategic Governance
Board on grant outcomes.
Engagement with the Police & Crime
Panel

m

Experienced
Commissioning
manager in post to
6 develop and
implement the
commissioning
strategy.

m

Ongoing reviews of
service and funding
gaps to target
commissioned
4
services post April 14

Commisioning Strategy
Reports to Strategic
Governance Board

h

Assistance from
County and City as
part of Crime Fund
grants process.
Audit trails for
payments after receipt
3 of targeted monitoring m
reports
Grant agreements for
service outcomes
Review of grant
scheme for vfm by
internal audit

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Cause: poor
commissioning skills.
Effect: taxpayers
money, need not
addressed, future
proofing local delivery.
Loss of local expertise
and public confidence

l

Existing Risk
Mitigation
Procedures/Controls
In Place

HB

Inability to effectively
commission services
to achieve both
PCC
economies of scale
2.3
and supporting local
delivery
(commissioning)

h

Residual

HB

Value for money not
demonstrated from
PCC
Police and Crime
2.2
Commissioner grant
scheme (grants)

Cause: weak criteria,
scheme not written
well, ineffective
controls/outcomes
Effect: poor use of
taxpayers money.
Need not addressed

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Action Date

Type of
assurance

Assurance
level

reports to Police and Crime
Commissioner's Board

Specific collaboration
risk register being
written
Performance
4 management
framework being
refreshed.

n/a

m

Score

Probability

Impact

m

Planned Risk
Mitigation
Procedures/Controls

Responsibility

h

All projects have risk
registers. All
collaboration is
covered by S22 & S23
agreements
Police and Crime
m
6 Commissioner Board
in place with quarterly
meetings.
Memorandum of
Understanding
(Collaboration
Principles) in place

Existing Risk
Mitigation
Procedures/Controls
In Place

DP

Cause: difference in
political outlook, local
Collaboration
needs outweigh
arrangements do not regional. Regional
PCC
deliver improved
needs outweigh local
2.4
efficiency or financial Effect: breakdown in
savings to Derbyshire service effectiveness,
breakdown in
relationships

Score

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent
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Type of
assurance

Assurance
level

Engagement and consultation reports to SGB & PCP

l

Annual review of
Community
Engagement
programme & add in
engagement
opportunities re
current issues.
Better understand
effective feedback
processes communities
recognise the value of
3
engagement.
Develope use of
existing
formal/informal
networks to keep
communities informed
Implement a case
management system
to profile & statistically
analyse trends so
perceptions can be
identified

√√

Score

Probability

Impact
h

Action Date

Community
Engagement Team
has been expanded.
Dynamic community
engagement
programme supported
by ongoing
communications.
Analytical skills within
6 OPCC to provide
advice on community
demographics and
detailed analysis of
consultation results.
Basic casework
system to handle
individual contacts
made and manage
public perceptions

Planned Risk
Mitigation
Procedures/Controls

ongoing

m

Existing Risk
Mitigation
Procedures/Controls
In Place

Responsibility

h

Residual

AKC

Cause: weak
engagement
programme, lack of
analysis & responses
translating feedback
into action. Lack of
resources, lack of
knowledge
Failure to engage with,
PCC
ofcommunities served.
listen to and respond
Failure to
2.5
to communities
communicate actions.
Effect: Public lack of
confidence in
Commissioner,
unwillingness of public
to engage. Not
understanding
community priorities

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent

APPENDIX A
AGENDA ITEM 7A
JARAC
23 September 2014

DERBYSHIRE POLICE and CRIME COMMISSIONER RISK REGISTER 2012-17 v2.3

Page 8 of 19

Assurance
level

3

Type of
assurance

l

Action Date

h

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Score

h

Probability

h

PCC strategic
engagement with
partners via Health &
9 Wellbeing Boards,
Criminal Justice
Board, Community
safety forums

Existing Risk
Mitigation
Procedures/Controls
In Place

Impact

Cause: Diminishing
resources (financial,
human or other)
against a backdrop of
Impact of wider
increasing demand.
funding cuts and
Effect: Partners l;ess
chnages to partnership able to respond to
PCC
structures/delivery on demands, which
2.6
the ability to deliver
impacts on the PCC's
Police & Crime Plan
ability to deliver Police
and PCC's reputation & Crime Plan. Also
potential reputational
risk to PCC and wider
Criminal Justice
Partners

Score

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent
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Assurance
level

Type of
assurance

Action Date

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Score

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Residual
Impact

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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m

Engagement at
national level with HO
(APCC) as horizon
scanning
If necessary, review of
4 Police and Crime Plan
to amend priorities
Continued
Commissioner focus
on cyber enabled
crime esp CSE

Reports with scorecards to Strategic
Governance Board

m

Oversight of crime
figures through NCRS
and scorecard reports.
Risk and threat
6 assessements
m
Continued
Commissioner focus
on cyber enabled
crime esp CSE

ongoing

Cause: change in
crime recording
criteria
Increase in crime
Failure to respond to
generally
the changes within the
Increases in specific
type of crimes
PCC
crime
committed and the
3.1
catagories/changing
way in which the Force
face of crime
responds to them
Effect: reputational
and falls in public
confidence.
Increases in numbers
of victims

DP

PCC 3: Work to keep people, particularly the most vulnerable in our communities, safe from harm, antisocial behaviour and criminal activities

√√√
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Responsibility

Action Date

Type of
assurance

Assurance
level

ongoing

Reports with scorecards to Strategic
Governance Board

√√√

ongoing

Monitoring reports from
grant recipients

Impact

m

m

Ongoing community
engagement to
establish public views
Consistant positve
messages and
4 highlighting good news
to dispel poor
perceptions of crime to be communicated at
events, through press,
and through casework

AKC

h

Planned Risk
Mitigation
Procedures/Controls

HB

Cause: poor
commissioning skills
Effect: taxpayers
money poorly applied;
need is not addressed

County Safer
Communities Tasking
& Advisory Board and
City Safer
m
6 Communities Group
identify other shortfalls
in service delivery
Root and branch
review of grants

m

Score

Ineffective use of
Community Safety and
PCC Crime Prevention
3.3 monies to resource
services and
partnership funding

m

Community
engagement to
establish public views
Scorecard reporting
monitors the latest
position.
Persistent
6
complainants
meetings
Random sampling of
complaints
PCC representation at
Force Confidence
Steering Group

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Cause: increase in
crime, failure to deliver
priories, increase in
Reductions in public
PCC
complaints, negative
h
confidence and
3.2
media portrayal of
satisfaction in policing
police
Effect: damage to
reputation

Score

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent

APPENDIX A
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√√√

m

Implementation of
reviewed
commissioning cycle
(including
decommissioning of
4 services)
Strategic
Commissioning Group
created.
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Action Date

Type of
assurance

Assurance
level

during 2014-15

Reports from Criminal Justice
Board

h

Responsibility

h

Scrutiny of reoffending data to
9 determine whether or
not re-offending is
increasing

Planned Risk
Mitigation
Procedures/Controls

DP

Impact

h

Score

h

Offending/Reoffending Sub Group
9
to receive Reoffending scorecards

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Cause: poor
performance by new
CRC (Community
Rehabilitation
Company i.e. the
Transforming
private part of the
PCC Rehabilitation agenda:
probation service)
3.4 Possible increases in
provider.
re-offending
Effect: Increases in
crime and victims,
reputational impact
and falls in public
confidence

Score

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent
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√
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Responsibility

Action Date

Type of
assurance

Assurance
level

next full review 2015

Commissioner & OPCC attendance
at seminar

Planned Risk
Mitigation
Procedures/Controls

DP

Score

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Residual
Impact

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent

APPENDIX A
AGENDA ITEM 7A
JARAC
23 September 2014

√√√

this cell is intentionally blank

PCC 4: Work to support local policing and maintain current strength, distributing resources into places of greatest need

Breakdown in joint
arrangements to
PCC
establish risk and
4.1
threat within the
county

Cause:
communications, lack
of trust in the process,
poor analysis, lack of
intelligence. Changes
in governmant
agendas
Effect: disparate
objectives across the
partnerships,
duplication or service
failure, poor vfm.

m

l

County wide Risk
&Threat process with
high levels of
partnership buy in.
Regional shared
2 activity.
All responsible
authorities plus
Commissioner sit on
relevant safer
communities boards.

Page 12 of 19

m

l

Continue to participate
in county wide Risk
2
and Threat process
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Type of
assurance

Assurance
level

Reports to Strategic Governance Board
Commissioner or rep on MF4 programme
board.
HMIC PEEL assessment

Score

Constabulary Priority
Based Budgeting
3
programme and
OPCC engagement

Action Date

l

Planned Risk
Mitigation
Procedures/Controls

reports October 2014

Establishment of
JARAC
regular planned
financial monitoring
reports to Strategic
Governance Board
CSR position being
3
h
monitored and MTFP
adjusted accordingly
Treasury management
and reserves policy
externally reviewed.
Treasury mgt advisors
retained

Probability

Impact

Existing Risk
Mitigation
Procedures/Controls
In Place

Responsibility

l

Residual

HB

Cause: ineffective
Medium Term
Failure to carry out
Financial Plan
appropriate financial
(MTFP), poor budget
planning or anticpating monitoring or
reductions in
planning, failure to
PCC
government grants
monitor national
h
4.2
that may require
trends and horizon
unplanned reductions scanning
in Police Officers and Effect: reputational,
staff resources
confidence, meltdown,
intervention, inability to
recruit

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Type of
assurance

Assurance
level

Engagement with the Police and Crime Panel

l

Ongoing dialogue with
the CC and the DCC
1
to understand their
plans for the future

√√√

Score

Probability

Score

Impact
l

Action Date

l

Ongoing dialogue with
the CC and the DCC
3
to understand their
plans for the future

Planned Risk
Mitigation
Procedures/Controls

April 2015 as 6 month lead in

h

Existing Risk
Mitigation
Procedures/Controls
In Place

Responsibility

Cause: Both the Chief
Constable and the
Deputy CC have
completed their 30
years service so could
decide that they
wished to retire.
Effect: If this were to
happen simultaniously
this could impact on
succession planning
within the ACPO
Ranks (NB The PCC
is only responsible for
the recruitment of the
Chief)

Residual

DP

PCC Retirement of key
4.3 senior Police officers

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Assurance
level

Type of
assurance

Action Date

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Score

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Residual
Impact

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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l

Page 15 of 19

l

2 County wide use of
single threat and risk
assessment
Commissioning
Strategy

ongoing

m

Regular review of
performance against
Business Plan
objectives
DP

Cause: poor planning,
lack of resourcespeople and money.
Lack of clarity.
Failure to deliver
external factors such
PCC
Police & Crime Plan & as austerity, local and
5.1
(manifesto priorities) national political
environment,
Effect: reputation,
nationally and locally,
discredits the office,

Business plan for
OPCC
Force delivery plan
Police and Crime
Commissioner risk
register
JARAC oversight of
force risk
Reciprocal
appreciation between
m
2
the Commissioner and
partners of 'due
regard' under PRSR
Act
Commissioner sits on
main partnership
boards
Performance reporting
timetable for Police
and Crime Panel

Annula Report.
Oversight by Police & Crime Panel

PCC 5: Work to drive continual improvements in performance through robust performance framework that identifies key risks and manifesto priorities

√√√
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Action Date

Type of
assurance

Assurance
level

May-14

Reports to Strategic Governance
Board
Reports to the Police & Crime
Panel

l

Next R&T planned for
October 2015
Commissioner and his
senior team attend
2 Informal responses
from partners
JARAC, OPCC to get
copy of mid-year
review

Reports to Strategic Governance
Board

√√√

Score

√√√

Probability

Impact
m

l

date of next mid year review

l

Risk and threat is
Constabulary
3 response to NIMS
process

l

Responsibility

h

m

Quarterly scorecard
reports to SGB
- fitness for purpose
and timeliness
1 Unfettered access to
force systems for
performance data
Performance trends
for some scorecards

DP

Cause:
communications, lack
of trust in the process,
poor analysis, lack of
intelligence
Effect: disparate
objectives across the
partnerships,
duplication or service
failure, poor vfm.

m

Strategic Governance
Board scorecards.
Thematic reports
In-house analytical
capability
4 Regular meetings
between Chief
Constable and Police
and Crime
Commissioner and bet
CX and ACPO

Existing Risk
Mitigation
Procedures/Controls
In Place

DP

PCC Risk and threat
5.3 process abandoned

Cause: unreliable or
irrelevant data, lack of
understanding of
requirements and
emerging issues
Effect: CC not held to
account, force not
delivering appropriate
services, focus and
use of resources in
wrong areas.

Score

Ineffective
PCC
performance mgt
5.2
framework

Cause and Effect

Residual

Probability

Risk Description

Impact

Risk No.

Inherent
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Type of
assurance

Assurance
level

Reports to Strategic Governance Board

l

Score

Probability

Impact
m

County wide Risk and
Threat
2 Robust financial
planning & monitoring
Horizon scanning

Action Date

Threat and risk
process
Scheduled Chief
Constable &
Commissioner one to
one meetings
scorecards
3
HMIC inspections
HO APCC PATTS
APACCE provide
national intelligence
Collaboration
arrangements
Robust MTFP

Planned Risk
Mitigation
Procedures/Controls

Annualy in December

l

Existing Risk
Mitigation
Procedures/Controls
In Place

Responsibility

h

Residual

DP

Cause: ineffective
horizon scanning, lack
of resource, inability to
realign in required
Poor management of
timescale
existing & emerging
PCC
Effect: poor value for
policing risks
5.4
money, financial risks
highlighted by external
not addressed.
inspection
Potential for
intervention. Damage
to reputation and loss
of public confidence

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Assurance
level

Type of
assurance

Action Date

Planned Risk
Mitigation
Procedures/Controls

Responsibility

Score

Existing Risk
Mitigation
Procedures/Controls
In Place

Probability

Residual
Impact

Score

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Page 18 of 19

l

Brokerage role of the
Commissioner
Scoping to be carried
out in relation to drugs
2
related crime to
assess risks & threats
and how these can be
mitigated

Minutes of meetings and review of progress.
Report to PCP

m

June 2014 Alcohol
Summit brought
together key partners
covering night time
economy data sharing
/Cardiff model
Ipswich model for high
m
4 strength beers and
ciders
Social responsibility
deal alcohol services voluntary and
mandatory
Drug Intervention
Funding

Under scope for Jan 2015

Cause: lack of
research and local
knowledge. Ineffective
working with partners
creating breakdown in
Lack of progress on
communications
PCC reducing the effects of
Effect: focus on wrong m
6.1 alcohol and drugs on
issues, resources not
crime.
allocated to need,
alcohol and drug
related crime does not
fall, domestic violence
continues

AC

6 Encourage further investigation in the issues relating to drugs, alcohol related crime and harm, explore ways to intervene early to prevent it
– with support from our partners

√√
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Assurance
level
√√√

Score

Probability
l

Type of
assurance

l

Intention to facilitate a
follow up newsletter
with contributions on
progress from
1 strategic leads.
Further follow up &
monitoring through an
appropriate partner
board.

Report to Police and Crime
Panel

action plan, scheduled
follow up meetings

Impact

Score
1

Action Date

l

Planned Risk
Mitigation
Procedures/Controls

During 4th Qtr 2014

l

Existing Risk
Mitigation
Procedures/Controls
In Place

Responsibility

Cause: lack of
planning to deliver
agreements: change
in staff. Poor planning
Effect: lost opportunity
to reduce alcohol
related crime.

Residual

AC

Failure to follow up
PCC
agreements made at
6.2
the alcohol summit

Cause and Effect

Probability

Risk Description

Impact

Risk No.

Inherent
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Part I –
For Publication

JOINT AUDIT RISK AND ASSURANCE COMIITTEE
23 SEPTEMBER 2014
JOINT REPORT OF
THE TREASURER AND THE CHIEF CONSTABLE
8A:

REPORT TO THOSE CHARGED WITH GOVERNANCE (ISA 260) REPORT

1.

PURPOSE OF THE REPORT

1.1

To consider a copy of the Auditor’s report to those charged with governance
(ISA 260) for 2013/14.

2.

INFORMATION AND ANALYSIS

2.1

Part of the reporting process to the Commissioner and the Chief Constable by
the external auditor is the annual governance report or the Report to those
charged with governance (ISA 260). The report sets out the key issues for
the two corporations sole to consider before the auditor completes his audit.
It also reports on the arrangements for securing economy, efficiency and
effectiveness. This brings to a close the last financial year, and on the
completion of the audit process an opinion will be issued and the accounts
can be published as final.

2.2

The ISA 260 report (as attached at APPENDIX A) has been discussed with
the two chief financial officers. It states that in the Auditor’s opinion he
intends issuing an unqualified opinion on the financial statements by 30
September. The audit has not identified any material adjustments that
required an amendment to the accounts. There are good processes for the
production of the accounts and good quality supporting working papers.

2.3

During the audit, management agreed to make minor adjustments to the
annual governance statements of both the Chief Constable and the
Commissioner in response to recommendations. These adjustments had no
impact on operating costs.

2.4

The Auditor has given his Value for Money conclusion on the arrangements
for securing economy, efficiency and effectiveness in the use of resources
1
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which is informed by their work to assess performance against criteria
specified by the Audit Commission. The Auditor has set out the findings of
the VFM work, addressing each of the risks identified and the resultant impact
on the VFM conclusion. The Auditor intends to conclude that there are no
matters arising from the VFM work in 2013/14.
2.5

It is important that members of the JARAC understand the contents of the ISA
260 as there are implications for other items on this agenda – the Letters of
Representation and the assurance to the Commissioner and the Chief
Constable for post audit approval of the Statement of Accounts for 2013/14.
Furthermore, should there be any matters arising as recommendations from
the report (which there are not) they would need to be considered for the
planning of audit activities during 2014/15.

2.6

The Auditor’s report is structured whereby Section 2 summarises the headline
messages and Section 3 sets out the key findings from the audit work in
relation to the 2013/14 financial statements. Section 4 outlines the key
findings for the work on the VFM statement. All sections report positive
comments.

3.

RECOMMENDATIONS

i.

That the ISA 206 report to those charged with governance is received and its
contents discussed.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

2
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LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

MEDIUM

HIGH

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS : NONE
ATTACHMENTS
Appendix A. Report to those charged with governance (ISA 260) 2013/14 KPMG
dated 23 September 2014.
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Report to those
charged with
governance
(ISA 260) 2013/14
Police and Crime Commissioner for
Derbyshire
Chief Constable of Derbyshire
September 2014
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Section one

Introduction

This document summarises:

Scope of this report

VFM arrangements conclusion

■ the key issues identified
during our audit of the
financial statements for
the year ended 31 March
2014 for the PCC and CC;
and

This report summarises the key findings arising from:

Our External Audit Plan 2013/14 explained our risk-based approach to
VFM work, which follows guidance provided by the Audit Commission.
We have now completed our work to support our 2013/14 VFM
arrangements conclusion. This included:

■ our assessment of the
PCC’s and the CC’s
arrangements to secure
value for money (VFM) in
its use of resources.

■ our audit work at the Police and Crime Commissioner for
Derbyshire (‘the PCC’) and the Chief Constable of Derbyshire (‘the
CC’) on their 2013/14 financial statements; and
■ our work to support our 2013/14 value for money (VFM)
arrangements conclusion.
ISA 260 requires us to produce this report for those charged with
governance; the PCC and the CC acting as corporations sole. We are
also providing a copy of this report to the Joint Audit Risk and
Assurance Committee to assist with their role.

■ assessing the potential VFM risks and identifying the residual audit
risks for our VFM arrangements conclusion; and
■ considering the results of any relevant work by the PCC and CC,
and other inspectorates and review agencies in relation to these
risk areas.
Structure of this report

Financial statements

This report is structured as follows:

Our External Audit Plan 2013/14, presented to you in June 2014, set
out the four stages of our financial statements audit process.

■ Section 2 summarises the headline messages.

Planning

Control
Evaluation

Substantive
Procedures

Completion

This report focuses on the third stage of the process: substantive
procedures. Our on site work for this took place during July and
August 2014.
We are now in the final phase of the audit, the completion stage. Some
aspects of this stage are also discharged through this report.

■ Section 3 sets out our key findings from our audit work in relation to
the 2013/14 financial statements of the PCC and CC.
■ Section 4 outlines our key findings from our work on the VFM
arrangements conclusion.
Acknowledgements
We would like to take this opportunity to thank the finance teams and
other colleagues for their continuing help and co-operation throughout
our audit work.
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Section two

Headlines

This table summarises the

Proposed audit
opinion

Our audit is substantially complete.

Audit adjustments

For the PCC and the CC our audit has not identified any material adjustments that required an amendment to the accounts.

Changes in
accounting approach

New authoritative guidance has been issued by CIPFA to assist police bodies in allocating financial activity between the
PCC and the CC in their single entity financial statements.

headline messages.
Sections three and four of
this report provide further

We anticipate issuing unqualified audit opinions on the financial statements for both the PCC and CC by 30 September
2014. We will also report that the wording of your Annual Governance Statements accord with our understanding of
arrangements in place.

details on each area.

The CC has therefore recognised the costs of operational policing in their 2013/14 financial statements. A prior period
adjustment has been made to ensure the financial statements are comparable between the two periods.
Derbyshire have adopted a slightly different approach to a number of other Police Forces in that they have accounted for
the pensions liability and accumulated absences of the civilian staff in the group accounts rather than the CC balance
sheet. This approach is still being considered by our internal technical department but at the present time we anticipate that
no amendment will be required.
Key financial
statements audit risks

We review risks to the financial statements on an ongoing basis. We have worked with officers throughout the year to
discuss specific risk areas. The PCC and the CC addressed issues appropriately.

Accounts production
and audit process

The PCC and CC have good processes in place for the production of the accounts and good quality supporting working
papers. Officers dealt efficiently with audit queries and the audit process has been completed within the planned
timescales. IT security issues mean we do not always have access to electronic working papers at the start of the audit but
these are provided on request.

Completion

At the date of this report our audit of the financial statements is substantially complete.
Before we can issue our opinion we require signed management representation letters for both the PCC and CC.
We confirm that we have complied with requirements on objectivity and independence in relation to this year’s audit of the
financial statements of the PCC and the CC.

VFM arrangements
conclusion and risk
areas

We have completed our work on VFM. We conclude that the PCC and the CC have made proper arrangements to secure
economy, efficiency and effectiveness in their use of resources.
We therefore anticipate issuing an unqualified VFM arrangements conclusion by 30 September 2014.
We will provide an update when we present this report to the Joint Audit Risk and Assurance Committee (JARAC) on 23
September 2014.
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Section three

Financial Statements - Proposed opinion and audit differences

Our audit has identified no

Proposed audit opinion

issues that are considered to
be material.

We anticipate issuing an unqualified audit opinion on the financial
statements of the PCC and the CC following approval of the Statement
of Accounts by the PCC and the CC on 23 September 2014.

■ they comply with Delivering Good Governance in Local
Government: A Framework published by CIPFA/SOLACE; and

The wording of your Annual
Governance Statements

Audit differences

■ they are not misleading or inconsistent with other information we
are aware of from our audit of the financial statements.

accords with our
understanding of your
governance arrangements.

In accordance with ISA 260 we are required to report uncorrected
audit differences to those charged with governance for both the PCC
and the CC. We also report any material misstatements which have
been corrected and which we believe should be communicated to you
to help you meet your governance responsibilities.

Our review of the amended Annual Governance Statements confirm
that:

There were no material errors identified which required correction for
both the PCC and the CC.
There are no misstatements which are material enough to bring to
your attention for both the PCC and the CC.
No adjustments were required to ensure that the PCC and CC
accounts are compliant with the Code of Practice on Local Authority
Accounting in the United Kingdom 2013/14 (‘the Code’).
Annual Governance Statements
We have reviewed the Annual Governance Statements for both the
PCC and the CC.
We found that a number of items required by the CIPFA guidance
were initially omitted from the CC’s Annual Governance Statement
presented for audit. We requested that amendments were made to
bring the AGS in line with CIPFA requirements. These amendments
were duly made.
A smaller number of amendments were requested on the PCC Annual
Governance Statement. These have been agreed and amended.
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Section three

Changes in accounting approach

We have worked with
management to considering

For 2013/14, the PCC and the CC have changed the basis on which
their single entity financial statements have been produced.

and discussing the

Prior period approach

implications of the new

For 2012/13, in common with PCCs and CCs in many other police
areas, the PCC and the CC adopted the concept of agent/principal
when accounting for their activity. This approach recognised:

accounting guidance issued
by CIPFA. The PCC and the
CC have revised their
accounting approaches

■ the PCC’s strategic policing role in setting the Police and Crime
Plan;

the prior period, to reflect

■ the CC’s use of assets owned by the PCC, and of police staff
employed by the CC, to deliver the CC’s operational policing role;
and

these discussions.

■ the PCC’s ability to hold the CC to account.

adopted for 2013/14, and in

As a result, it was considered that the CC was acting as the PCC’s
agent, with the CC managing the PCC’s resources to meet the PCC’s
strategic objectives, rather than as a principal in their own right. This
meant that operational policing and all other activity was recognised in
the PCC’s primary statements only, with the CC producing ‘zero’
accounts, that explained their role and showed the resources deployed
by the CC on the PCC’s behalf, but did not recognise any income and
expenditure or assets and liabilities.
Despite the significantly different approaches adopted by different
police bodies, there were no qualified audit opinions issued in 2012/13
because the lack of definitive guidance meant that the wide range of
different approaches were all considered reasonable to reflect the
nature of local arrangements.
Why change the approach for 2013/14?
The inconsistencies that were apparent in 2012/13 prompted a
reconsideration of the basis of police accounting and a desire for
greater consistency between the accounts of PCCs and CCs in
different police areas.

local authorities in their own right, changed the statutory basis on
which CCs prepared their financial statements, legally requiring them
to adopt the Code of Audit Practice for Local Authority Accounting, and
permitting CIPFA to consider issuing guidance on interpreting the
Code for CCs.
In March 2014, CIPFA issued LAAP Bulletin 98A which provided police
bodies with authoritative guidance on apportioning activity and assets
between the PCC and the CC in their respective single entity financial
statements. The Audit Commission and its audit suppliers, including
KPMG, have discussed the guidance to ensure a consistent approach
is being adopted to the audit of PCC and CC accounts in 2013/14.
What changes have been made?
Following discussions between the Responsible Finance Officers and
ourselves, we have agreed that, on the basis of the new guidance
issued since our 2012/13 audit opinion was issued in September 2013,
it is appropriate to change the accounting approach adopted for
2013/14.
In 2013/14, the CC is recognising the operational costs of policing as
costs within the Comprehensive Income and Expenditure Statement.
This includes the full costs of employing police officers and civilian
staff, except for staff employed in the Office of the PCC. Accumulated
absences and pensions for police officers have been recognised in the
CC’s Balance Sheet. Those of the police staff are recognised in the
Groups Balance Sheet which is a slightly different approach taken to
other police bodies audited by KPMG.
All other income and expenditure, assets and liabilities are recognised
by the PCC in their single entity financial statements. A prior period
adjustment has been made to both sets of financial statements to
apply the same accounting approach to the prior period, to make the
financial performance and position in both years comparable.
There have been no changes to the group financial performance or
position reported in 2012/13 as a result of these changes.

Changes enacted in the Anti-social Behaviour Act 2014 made CCs
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Section three

Key financial statements audit risks and other audit issues

We have worked with
officers throughout the year

In our External Audit Plan 2013/14, presented to you in June 2014 we identified the key risks and other audit issues affecting the 2013/14
financial statements for the PCC and CC. We have now completed our testing of these areas and set out our evaluation following our
substantive work.

to discuss specific risk
areas. The PCC and the CC
have addressed these issues

Key financial statements audit risks
The table below sets out our detailed findings for each of the risks that are specific to the PCC and the CC.

appropriately.
Key audit risk

LGPS
Triennial
Valuation

Issue

Findings

During the year, the Local Government Pension Scheme for
Derbyshire (the Pension Fund) underwent a triennial
valuation with an effective date of 31 March 2013 in line with
the Local Government Pension Scheme (Administration)
Regulations 2008. The PCC and CC’s shares of pensions
assets and liabilities is determined in detail, and a large
volume of data is provided to the actuary in order to carry out
this triennial valuation.

We have confirmed that the PCC/CC has
obtained independent actuarial valuations
and that the underlying data submitted to
the actuary for this purpose was complete
and accurate. We have also confirmed
that the assumptions underpinning the
actuarial valuations have been reviewed
by management and found to be
reasonable, and that the IAS19 figures in
the accounts agree to the information
provided by the actuary. We have also
obtained assurances from the auditors of
the Pension Fund as to the processes in
place at Derbyshire County Council.

The IAS 19 numbers included in the financial statements for
2013/14 will be based on the output of the triennial valuation
rolled forward to 31 March 2014. For 2014/15 and 2015/16
the actuary will then roll forward the valuation for accounting
purposes based on more limited data.
There is a risk that the data provided to the actuary for the
valuation exercise would be inaccurate and that these
inaccuracies would affect the actuarial figures in the
accounts. Most of the data is provided to the actuary by
Derbyshire County Council who administer the Pension
Fund.
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Section three

Key financial statements audit risks and other audit issues (cont’d…)

We have worked with
officers throughout the year

Key audit risk

to discuss specific risk
areas. The PCC and the CC
have addressed these issues
appropriately.

Form and
Content of
Accounts

Issue

Findings

CIPFA has issued guidance on the form and content of the
2013/14 accounts. In particular, they expect to see policing
activities accounted for in the Chief Constable’s accounts in
recognition of the control that the Chief Constable exercises
in practice. This is a significant departure from the treatment
adopted in the 2012/13 accounts, when all the transactions
were accounted for in the Commissioner’s accounts, and will
require restatement of last year’s accounts to be consistent
with this years approach.

We had discussions with finance staff as
the accounting guidance evolved. We
agreed an appropriate way forward and
we are satisfied that the accounts, as
presented, are compliant with the agreed
approach.

Additionally, we considered the risk of management override of controls, which is a standard risk for all organisations.
Our controls testing and substantive procedures, including over journal entries, accounting estimates and significant transactions that are
outside the normal course of business, or are otherwise unusual, did not identify any issues.
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Section three

Accounts production and audit process
Accounts production and audit process
The PCC and CC have good
processes in place for the
production of the accounts
and good quality supporting
working papers. IT security

ISA 260 requires us to communicate to those charged with
governance, the PCC and the CC as corporations sole, our views
about the significant qualitative aspects of their accounting practices
and financial reporting. We also assessed the processes for preparing
the accounts and supporting an efficient audit.

Element

Commentary

Response to
audit queries

Officers resolved audit queries in a reasonable
time.
A small number of finance staff were on annual
leave at stages through the 3 week audit visit but
all issues were resolved either in their absence or
on their return.

We considered the following criteria:

issues mean that we cannot
always obtain information in
an electronic format at the
start of the audit but this is
provided on request.
Officers dealt efficiently with
audit queries and the audit
process could be completed

Element

Commentary

Accounting
Practices and
Financial
Reporting.

Both the PCC and CC have good financial
reporting processes in place.

Completeness
of draft
accounts

We received an initial set of draft accounts on 1
July 2014 prior to the commencement of our audit
visit on 28 July.

Quality of
supporting
working
papers

Our Accounts Audit Protocol, which we issued in
February 2014 and discussed with key members
of the finance team, set out our working paper
requirements for the audit.

We consider that overall accounting practices are
appropriate.

within the planned timescales.
There were no
recommendations raised in
relation to this year’s audit
and no issues to follow up in
last year’s ISA260 report.

Group audit

To gain assurance over the PCC’s group
accounts, we placed reliance on work completed
on the single entity financial statements of the
PCC and the CC.
There are no specific matters to report pertaining
to the group audit.

We have raised no recommendations in relation to the 2013/14 audit.
Prior Year Recommendations
There were no recommendations raised by the previous auditor in the
2012/13 ISA260 report.

Good quality hard copy working paper files were
provided. When required electronic copies were
provided on request.
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Section three

Completion

We confirm that we have

Declaration of independence and objectivity

Other matters

complied with requirements

As part of the finalisation process we are required to provide you with
representations concerning our independence.

ISA 260 requires us to communicate to those charged with
governance by exception ‘audit matters of governance interest that
arise from the audit of the financial statements’ which include:

on objectivity and
independence in relation to
this year’s audit of the
financial statements of the
PCC and the CC.
Before we can issue our
opinion we require a signed
management representation
letter.
Once we have finalised our
opinions and conclusions
we will prepare our Annual
Audit Letter and close our
audit.

In relation to the audit of the financial statements of the Police and
Crime Commissioner for Derbyshire and the Chief Constable of
Derbyshire for the year ended 31 March 2014, we confirm that there
were no relationships between KPMG LLP and the Police and Crime
Commissioner for Derbyshire and the Chief Constable of Derbyshire,
their senior officers and management and their affiliates that we
consider may reasonably be thought to bear on the objectivity and
independence of the audit engagement lead and audit staff. We also
confirm that we have complied with Ethical Standards and the Audit
Commission’s requirements in relation to independence and
objectivity.
We have provided a detailed declaration in Appendix 1 in accordance
with ISA 260.
Management representations
You are required to provide us with representations on specific matters
such as your financial standing and whether the transactions within the
accounts are legal and unaffected by fraud. We have provided
templates to the Responsible Finance Officers for presentation to the
PCC and the CC. We require a signed copy of these management
representations before we issue our audit opinions.

■ significant difficulties encountered during the audit;
■ significant matters arising from the audit that were discussed, or
subject to correspondence with management;
■ other matters, if arising from the audit that, in the auditor's
professional judgment, are significant to the oversight of the
financial reporting process; and
■ matters specifically required by other auditing standards to be
communicated to those charged with governance (e.g. significant
deficiencies in internal control; issues relating to fraud, compliance
with laws and regulations, subsequent events, non disclosure,
related party, public interest reporting, questions/objections,
opening balances etc).
There are no others matters which we wish to draw to your attention in
addition to those highlighted in this report relating to the audit of the
2013/14 financial statements for the PCC and the CC.
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Section four – VFM arrangements conclusion

VFM arrangements conclusion

Our VFM arrangements

Background

Work completed

conclusion considers how

Auditors are required to give their statutory VFM arrangements
conclusion based on two criteria specified by the Audit Commission.
These consider whether the PCC and the CC have proper
arrangements in place for:

We performed a risk assessment earlier in the year and have reviewed
this throughout the year.

the PCC and the CC secure
financial resilience and
challenges how they secure
economy, efficiency and
effectiveness.
We have completed our work
on VFM. We conclude that
the PCC and the CC have
made proper arrangements
to secure economy,
efficiency and effectiveness
in their use of resources.

We identified a single specific risk to our VFM arrangements
conclusion although concluded we did not need to complete any
additional detailed work.

■ securing financial resilience: looking at the financial governance,
financial planning and financial control processes at both the PCC
and the CC; and

Conclusion
We have completed our work on VFM and conclude that the PCC and
CC have made proper arrangements to secure economy, efficiency
and effectiveness in its use of resources.

■ challenging how the PCC and the CC secure economy, efficiency
and effectiveness: looking at how they prioritise resources and
improve efficiency and productivity.
We follow a risk based approach to target audit effort on the areas of
greatest audit risk. We consider the arrangements put in place by the
PCC and the CC to mitigate these risks and plan our work accordingly.
The key elements of the VFM audit approach are summarised in the
diagram below.

Met
VFM criterion

PCC

CC

Securing financial resilience





Securing economy, efficiency and
effectiveness





We will provide an update
when we present this report
Assurance Committee on 23

VFM audit risk
assessment

September 2014.

Financial
statements and
other audit work

No further work required
Assessment of
residual audit
risk
Identification of
specific VFM
audit work (if
any)

Assessment of work by
external agencies

Specific local risk based
work
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Section four – VFM arrangements conclusion

Specific VFM risks

We have identified a single
specific VFM risk.
We are satisfied that external
or internal scrutiny provides
sufficient assurance that the
current arrangements in
relation to these risk areas at

Work completed

Key findings

In line with the risk-based approach set out on the previous page, and
in our External Audit Plan we have:

Below we set out the findings in respect of those areas where we
identified an audit risk for our VFM arrangements conclusion.

■ assessed the key business risks affecting the PCC and the CC
which are relevant to our VFM arrangements conclusion; and
■ identified any specific audit risks for our VFM arrangements
conclusion, taking account of work undertaken in previous years or
as part of our financial statements audit.

the PCC and the CC are
adequate.
Key VFM risk

Risk description and link to VFM arrangements
conclusion

Derbyshire Police is facing the challenge of saving
£21 million over the next 5 years, and in response
has started an in depth review of all spending to look
at ways of reducing spend over the next 5 years.
Financial
Resilience

The review is due to be completed in the summer of
2014, with clear 5 year plans to close the budget
gap being produced around September 2014.
Given the scale of the challenge faced, it is
recognised that reserves may need to be used in the
future to help cushion the impact of budget cuts.

Assessment

Work is progressing well in relation to Priority Based
Budgeting and the vast majority of savings have
been identified. The Chief Constable and
Commissioner were briefed on the planned savings
at the end of August. A formal review process will
begin in October. This will help shape a more finite
plan of action and help identify the planned savings
to be achieved each year.
Although reserves will be used to cushion the impact
of budget cuts, the PBB financial assessment
reviewed as part of our VFM work shows that
adequate reserves should remain in place. A more
detailed picture will emerge from October.
We will continue to monitor this particular risk area
of as part of our ongoing audit work and will review
the progress of PBB and VFM in our 2014/15 audit.
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Appendices

Appendix 1: Declaration of independence and objectivity

The Code of Audit Practice

Requirements

requires us to exercise our

Auditors appointed by the Audit Commission must comply with the
Code of Audit Practice (the ‘Code’) which states that:

professional judgement and
act independently of the
Commission, the PCC for
Derbyshire and the CC of
Derbyshire.

“Auditors and their staff should exercise their professional judgement
and act independently of both the Commission and the audited body.
Auditors, or any firm with which an auditor is associated, should not
carry out work for an audited body that does not relate directly to the
discharge of auditors’ functions, if it would impair the auditors’
independence or might give rise to a reasonable perception that their
independence could be impaired.”
In considering issues of independence and objectivity we consider
relevant professional, regulatory and legal requirements and guidance,
including the provisions of the Code, the detailed provisions of the
Statement of Independence included within the Audit Commission’s
Standing Guidance for Local Government Auditors (‘Audit Commission
Guidance’) and the requirements of APB Ethical Standard 1 Integrity,
Objectivity and Independence (‘Ethical Standards’).
The Code states that, in carrying out their audit of the financial
statements, auditors should comply with auditing standards currently in
force, and as may be amended from time to time. Audit Commission
Guidance requires appointed auditors to follow the provisions of ISA
(UK &I) 260 Communication of ‘Audit Matters with Those Charged with
Governance’ that are applicable to the audit of listed companies. This
means that the appointed auditor must disclose in writing:
■ Details of all relationships between the auditor and the client, its
directors and senior management and its affiliates, including all
services provided by the audit firm and its network to the client, its
directors and senior management and its affiliates, that the auditor
considers may reasonably be thought to bear on the auditor’s
objectivity and independence.
■ The related safeguards that are in place.

■ The total amount of fees that the auditor and the auditor’s network
firms have charged to the client and its affiliates for the provision of
services during the reporting period, analysed into appropriate
categories, for example, statutory audit services, further audit
services, tax advisory services and other non-audit services. For
each category, the amounts of any future services which have
been contracted or where a written proposal has been submitted
are separately disclosed. We do this in our Annual Audit Letter.
Appointed auditors are also required to confirm in writing that they
have complied with Ethical Standards and that, in the auditor’s
professional judgement, the auditor is independent and the auditor’s
objectivity is not compromised, or otherwise declare that the auditor
has concerns that the auditor’s objectivity and independence may be
compromised and explaining the actions which necessarily follow from
this. These matters should be discussed with the Joint Audit Risk and
Assurance Committee.
Ethical Standards require us to communicate to those charged with
governance in writing at least annually all significant facts and matters,
including those related to the provision of non-audit services and the
safeguards put in place that, in our professional judgement, may
reasonably be thought to bear on our independence and the objectivity
of the Engagement Lead and the audit team.

General procedures to safeguard independence and objectivity
KPMG's reputation is built, in great part, upon the conduct of our
professionals and their ability to deliver objective and independent
advice and opinions. That integrity and objectivity underpins the work
that KPMG performs and is important to the regulatory environments in
which we operate. All partners and staff have an obligation to maintain
the relevant level of required independence and to identify and
evaluate circumstances and relationships that may impair that
independence.
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Appendices

Appendix 1: Declaration of independence and objectivity (cont'd …)

We confirm that we have
complied with requirements
on objectivity and
independence in relation to
this year’s audit of the PCC
for Derbyshire and the CC of
Derbyshire.

Acting as an auditor places specific obligations on the Firm, partners
and staff in order to demonstrate the Firm's required independence.
KPMG's policies and procedures regarding independence matters are
detailed in the Ethics and Independence Manual (‘the Manual’). The
Manual sets out the overriding principles and summarises the policies
and regulations which all partners and staff must adhere to in the area
of professional conduct and in dealings with clients and others.
KPMG is committed to ensuring that all partners and staff are aware of
these principles. To facilitate this, a hard copy of the Manual is
provided to everyone annually. The Manual is divided into two parts.
Part 1 sets out KPMG's ethics and independence policies which
partners and staff must observe both in relation to their personal
dealings and in relation to the professional services they provide. Part
2 of the Manual summarises the key risk management policies which
partners and staff are required to follow when providing such services.
All partners and staff must understand the personal responsibilities
they have towards complying with the policies outlined in the Manual
and follow them at all times. To acknowledge understanding of and
adherence to the policies set out in the Manual, all partners and staff
are required to submit an annual ethics and independence
confirmation. Failure to follow these policies can result in disciplinary
action.
Auditor declaration
In relation to the audit of the financial statements for the financial year
ending 31 March 2014 for the PCC for Derbyshire and the CC of
Derbyshire, we confirm that there were no relationships between
KPMG LLP and the PCC for Derbyshire and the CC of Derbyshire,
their senior officers and management and their affiliates that we
consider may reasonably be thought to bear on the objectivity and
independence of the audit engagement lead and audit staff. We also
confirm that we have complied with Ethical Standards and the Audit
Commission’s requirements in relation to independence and
objectivity.
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Section B
For Publication

AGENDA ITEM 9A
JARAC
23 SEPTEMBER 2014

JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014
REPORT OF THE TREASURER AND CHIEF CONSTABLE

9A: Draft Letters of Representation
1.

PURPOSE OF THE REPORT

1.1

To set out to Committee members the draft Letters of Representation for both
the Police and Crime Commissioner and the Chief Constable.

2.

INFORMATION AND ANALYSIS

2.1

Under the governance structure for Police and Crime Commissioners and
Chief Constables, both are classed as corporations sole, which means that
they have to prepare separate sets of accounts.

2.2

The accounts for both bodies are set out elsewhere on this Agenda and draft
pre-audit versions have previously been reviewed by the Committee at an
earlier meeting.

2.3

Our external auditors KPMG are required to deliver an opinion on the
accounts by 30 September 2014. Again there is a separate report on this
agenda setting out their assessment of the Statement of Accounts following
their audit. This indicates that the auditor is intending to issue an unqualified
opinion.

2.4

Prior to issuing his opinion, the Auditor will require a Letter of Representation
from both the Police Crime Commissioner and the Chief Constable and their
chief financial officers.

2.5

Appendices A and B set out the two Letters of Representation for the Police
and Crime Commissioner (Appendix A) and for the Chief Constable (Appendix
B).

2.6

Essentially the letter of representation confirms that:

all appropriate processes have been followed in compiling the
accounts

Agenda Item 9A Draft Letters of Rep
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there have been no significant post balance sheet (i.e. post
31/3/2014) events that impact on the financial position set out
within the accounts.



that the auditors have been given full access to accounting
records and other associated information during their audit.



that all relevant disclosures have been made as part of the
process i.e. of any fraudulent activity



specific undertaking around the assessment of pension liabilities
within the accounts.

2.7

Following this meeting, both the Police and Crime Commissioner and Chief
Constable will sign these letters along with their respective Chief Finance
Officers.

3.

RECOMMENDATIONS

i.

The JARAC considers the draft Letters of Representation set out at Appendix
A and Appendix B,

ii.

The JARAC raises any relevant matters as advice to the Police and Crime
Commissioner and the Chief Constable, prior to them, and their respective
Chief Financial Officers, signing the letters.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required
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LOW
Crime & Disorder

x

Environmental

x

Equality & Diversity

x

Financial

MEDIUM

HIGH

x

Health & Safety

X

Human Rights

X

Legal

X

Personnel

x

Contact details
for enquiries

Name:

Helen Boffy

Telephone: 0300 122 6005
Email:

helen.boffy.4808@derbyshire.pnn.police.uk

ATTACHMENTS
Appendix

A – Letter of Representation for Police and Crime Commissioner 23

September 2014
Appendix B – Letter of Representation for Chief Constable 23 September 2014
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APPENDIX A
AGENDA ITEM 9A
JARAC
23 SEPTEMBER 2014

Alan Charles
Police and Crime Commissioner for Derbyshire
Butterley Hall
Ripley
Derbyshire
DE5 3RS
Tel: 0300 122 6000
pccoffice@derbyshire.pnn.police.uk
www.derbyshire-pcc.gov.uk
23 September 2014
Andrew Cardoza
Director
KPMG LLP
St Nicholas House
31 Park Row
Nottingham
NG1 6FQ
Dear Sirs
This representation letter is provided in connection with your audit of the financial statements of
the Police and Crime Commissioner for Derbyshire (“the PCC”) for the year ended 31 March
2014, for the purpose of expressing an opinion:
i.

as to whether these financial statements give a true and fair view of the financial position
of the PCC and the Group as at 31 March 2014 and of the PCC’s and the Group’s
expenditure and income for the year then ended; and

ii.

whether the financial statements have been prepared properly in accordance with the
CIPFA/LASAAC Code of Practice on Local Authority Accounting in the United Kingdom
2013/14.

These financial statements comprise the PCC and Group Comprehensive Income and
Expenditure Statements, the PCC and Group Movement in Reserves Statement, the PCC and
Group Balance Sheet, the PCC and Group Cash Flow Statement and the related notes.
The PCC confirms that the representations made in this letter are in accordance with the
definitions set out in the Appendix to this letter.
The PCC confirms that, to the best of his knowledge and belief, having made such inquiries as
he considered necessary for the purpose of appropriately informing himself:
Financial statements
1. The PCC has fulfilled his responsibilities, as set out in regulation 8 of the Accounts and Audit
(England) Regulations 2011, for the preparation of financial statements that:
i.

give a true and fair view of the financial position of the PCC and the Group as at 31
March 2014 and of the PCC’s and the Group’s expenditure and income for the year
then ended; and

If you would like to receive email information from the Commissioner such as the newsletter and information about
events and consultations, please contact us and ask to be added to the Community Consultation Panel list. You can
1
also sign up on our website at www.derbyshire-pcc.gov.uk
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ii.

have been prepared properly in accordance with the CIPFA/LASAAC Code of
Practice on Local Authority Accounting in the United Kingdom 2013/14.

The financial statements have been prepared on a going concern basis.
2. Measurement methods and significant assumptions used by the PCC in making accounting
estimates, including those measured at fair value, are reasonable.
3. All events subsequent to the date of the financial statements and for which IAS 10 Events
after the reporting period requires adjustment or disclosure have been adjusted or disclosed.
4. In respect of the restatement of comparative information to comply with the guidance issued
by CIPFA, and in particular the apportionment of staff costs between the PCC’s and Chief
Constable’s accounts, the Commissioner confirms that the restatement is appropriate.
Information provided
5. The PCC has provided you with:
•

access to all information of which he is aware, that is relevant to the preparation of the
financial statements, such as records, documentation and other matters;

•

additional information that you have requested from the PCC for the purpose of the audit;
and

•

unrestricted access to persons within the PCC and the Group from whom you determined
it necessary to obtain audit evidence.

6. All transactions have been recorded in the accounting records and are reflected in the
financial statements.
7. The PCC confirms the following:
i)

The PCC has disclosed to you the results of his assessment of the risk that the financial
statements may be materially misstated as a result of fraud.

ii) The PCC has disclosed to you all information in relation to:
a) Fraud or suspected fraud that he is aware of and that affects the PCC and the Group
and involves:
•

management;

•

employees who have significant roles in internal control; or

•

others where the fraud could have a material effect on the financial statements;
and

b) allegations of fraud, or suspected fraud, affecting the PCC’s and the Group’s financial
statements communicated by employees, former employees, analysts, regulators or
others.
In respect of the above, the PCC acknowledges his responsibility for such internal control as
he determines necessary for the preparation of financial statements that are free from
material misstatement, whether due to fraud or error. In particular, the PCC acknowledges
If you would like to receive email information from the Commissioner such as the newsletter and information about
events and consultations, please contact us and ask to be added to the Community Consultation Panel list. You can
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his responsibility for the design, implementation and maintenance of internal control to
prevent and detect fraud and error.
8. The PCC has disclosed to you all known instances of non-compliance or suspected noncompliance with laws and regulations whose effects should be considered when preparing
the financial statements.
9. The PCC has disclosed to you and has appropriately accounted for and/or disclosed in the
financial statements, in accordance with IAS 37 Provisions, Contingent Liabilities and
Contingent Assets, all known actual or possible litigation and claims whose effects should be
considered when preparing the financial statements.
10. The PCC has disclosed to you the identity of the PCC’s and the Group’s related parties and
all the related party relationships and transactions of which thay are aware. All related party
relationships and transactions have been appropriately accounted for and disclosed in
accordance with IAS 24 Related Party Disclosures.
11. The PCC confirms that:
The financial statements disclose all of the uncertainties surrounding the PCC’s and the
Group’s ability to continue as a going concern as required to provide a true and fair view.
Any uncertainties disclosed are not considered to be material and therefore do not cast
significant doubt on the ability of the PCC and the Group to continue as a going concern.
12. On the basis of the process established by the PCC and having made appropriate enquiries,
the PCC is satisfied that the actuarial assumptions underlying the valuation of defined benefit
obligations are consistent with his knowledge of the business and are in accordance with the
requirements of IAS 19 (revised) Employee Benefits.
The PCC further confirms that:
a) all significant retirement benefits, including any arrangements that are:
•

statutory, contractual or implicit in the employer's actions;

•

arise in the UK and the Republic of Ireland or overseas;

•

funded or unfunded; and

•

approved or unapproved,

have been identified and properly accounted for; and
b) all plan amendments, curtailments and settlements have been identified and properly
accounted for.
This letter was agreed by the Police and Crime Commissioner for Derbyshire on 23 September
2014.
Yours faithfully

If you would like to receive email information from the Commissioner such as the newsletter and information about
events and consultations, please contact us and ask to be added to the Community Consultation Panel list. You can
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Alan Charles
Police and Crime
Commissioner for Derbyshire

Helen Boffy BSc (Hons) CPFA
Treasurer to the Police and Crime
Commissioner for Derbyshire

If you would like to receive email information from the Commissioner such as the newsletter and information about
events and consultations, please contact us and ask to be added to the Community Consultation Panel list. You can
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
23 SEPTEMBER 2014
JOINT REPORT OF
THE TREASURER AND THE CHIEF CONSTABLE
9B:

STATEMENT OF ACCOUNTS 2013/14

1.

PURPOSE OF THE REPORT

1.1

To set out the Statement of Accounts for the Police and Crime Commissioner
for Derbyshire and the Chief Constable for Derbyshire.

2.

INFORMATION AND ANALYSIS

2.1

Appendix A sets out the Statements of Accounts for the financial year ended
31st March 2014.

2.2

This is the second year that these accounts have been produced in this
format following the inception of Police and Crime Commissioner in November
2012, along with the creation of a separate Chief Constable corporation sole.

2.3

It is unfortunate that once again there has been little guidance at a national
level concerning the way this unique public sector organisation structure
should be reflected within the accounts for the two bodies.

2.4

This has meant that there has still only been some limited clarity, nearly 2
years after the two organisations were created and almost six months after we
were required to compile the accounts for 2013/14.

2.5

The approach followed by our Finance staff has been accepted,
notwithstanding any comment in respect of a quality assurance process at
national KPMG level or guidance from the Audit Commission.

2.6

There are a number of presentational changes from last year, particularly in
relation to the reporting of financial transactions within the Chief Constable’s
accounts in respect of pensions.

2.7

The Commissioner and Chief Constable have adopted a new accounting
treatment to recognise police pension costs in the Chief Constable’s accounts
1
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in accordance with International Accounting Standards (IAS). The liability for
police pensions on the Chief Constable’s balance sheet is offset by an intragroup debtor reflecting the Commissioner’s responsibility to provide funds for
the Chief Constable to administer police pension payments. Similarly within
the Chief Constable’s Consolidated Income and Expenditure Statement the
IAS 19 pension costs are offset by intra-group funding adjustments. The
Commissioner’s Balance Sheet shows a matching liability and a police
pension reserve to reflect his responsibility to provide funds for the payment of
police pensions. This is a slightly different approach to some other police
statements, where the whole liability is recorded in the Chief Constable’s
accounts.
2.8

Further to the Committee’s review of the draft accounts in July along with the
annual governance statements of the Chief Constable and the Commissioner,
some minor presentational amendments have been made. New copies of the
AGS have been prepared and signed.

2.9

Subject to a final review by the Committee of these accounts, the Police and
Crime Commissioner and Chief Constable will sign them today, prior to our
external auditors issuing his opinion by the end of this month.

2.10

The Police and Crime Commissioner and Chief Constable will also provide
Letters of Representation, which are also included on this agenda.

3.

RECOMMENDATIONS
i.

That Members provide a final overview of the Commissioner and
Group Statement of Accounts as set out at Appendix A to this report
and provide assurance to the Police and Crime Commissioner prior to
him signing his statements of accounts.

Ii

That Members provide a final overview of the Chief Constable
Statement of Accounts as set out at Appendix B to this report and
provide assurance to the Chief Constable prior to him signing his
statement of accounts.
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4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

MEDIUM

Financial

HIGH

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS : NONE
Attachments Appendix A – Statement of Accounts 2013/14 PCC & Group
Appendix B – Statement of Accounts 2013/14 Chief Constable
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
23 SEPTEMBER 2014
REPORT OF THE INTERNAL AUDITOR
10A: INTERNAL AUDIT PROGRESS REPORT

1.

PURPOSE OF THE REPORT

1.1

To receive a progress report from the internal auditors on their work to date
this during this financial year.

2.

INFORMATION AND ANALYSIS
Progress report

2.1

As part of the management of the internal audit process, a progress report is
provided to each meeting of the JARAC. Attached at APPENDIX A to this
report is the latest progress report for September 2014.

2.2

The report shows a summary of progress against the Internal Audit plan,
including the status of the assignment, the opinion issued and the actions by
priority, categorised into high, medium or low. The report will be presented by
a representative from Baker Tilly. JARAC Members will then have the
opportunity to question the internal auditor.

2.3

There is an opportunity to review the content of the audit plan to ensure it
continues to be fit for purpose.

3.

RECOMMENDATION
That the Committee takes assurance that the internal audit plan addresses
relevant matters and is being delivered as expected.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
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MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
1.

Internal Audit Plan 2014/15

ATTACHMENTS
Appendix A. Internal Audit Progress Report September 2014
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Office of the Police & Crime Commissioner for
Derbyshire and Derbyshire Constabulary
Internal Audit Progress Report
23 September 2014

Office of the Police & Crime Commissioner for Derbyshire & Derbyshire Constabulary | 1

Introduction
The internal audit plan for 2014/15 was approved by the Joint Audit, Risk & Assurance Committee on 13 March
2014. This report provides an update on progress against that plan and summarises the results of our work to
date.

Summary of Progress against the Internal Audit Plan
Assignment
Reports considered today are
shown in italics

Status

Opinion

Actions Agreed (by priority)
High
Medium
Low

Audits to address specific risks
Governance & Delivery
of Business Plan

November 2014

Value For Money

8 December 2014

Data Quality

In progress

Collaboration

To be confirmed

Commissioning

November 2014

ICT – Mobile Devices

TBC

Regulatory Checks –
Divisions

Chesterfield – Complete &
Draft report issued
th
th
25 /26 September
th
th
15 /16 December
th
th
16 /17 February

Victims

November 2014

Asset Management

15 December

Cash Receipting &
Treasury Management

15 December

General Ledger including
Agresso upgrade

15 December

Contingency

As and when required

Follow up

March 2015

th

th

th

th

KEY FINDINGS FROM INTERNAL AUDIT WORK
We completed a cash spot check at Chesterfield in August 2014. The spot check did not highlight any issues of
non-compliance with the new procedures introduced at Chesterfield, around cash collected and held. However,
recommendations have been included within the report around petty cash and its usage. At the time of the spot
check the balance in petty cash was £1519, which we were able to reconcile. However, this was £800 above the
limit that has previously been set, but is within the limit for insurance purposes.

Office of the Police & Crime Commissioner for Derbyshire & Derbyshire Constabulary | 1

As a practicing member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and
other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements
should be assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute
for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound
system of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that
may exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.
This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set
out herein. Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them.
This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from
Baker Tilly Risk Advisory Services LLP for any purpose or in any context. Any party other than the Board which obtains access to this
report or a copy and chooses to rely on this report (or any part of it) will do so at its own risk. To the fullest extent permitted by law, Baker
Tilly Risk Advisory Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable
for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise
permitted by agreed written terms), without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
Baker Tilly Risk Advisory Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25
Farringdon Street, London EC4A 4AB.
© 2013 Baker Tilly Risk Advisory Services LLP
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JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
23 SEPTEMBER 2014
REPORT OF THE CHIEF CONSTABLE

12A: NCRS AND NSIR COMPLIANCE REPORT

1.

PURPOSE OF THE REPORT

1.1

To inform the JARAC of the results of the most recent NSIR and NCRS risk
based compliance audits.

1.2

An explanation of the National Standards of Incident recording (NSIR) and
National Crime Recording Standards (NCRS) has been submitted to the
JARAC as part of previous reports, along with an explanation of how risk
based auditing is conducted and how to interpret their findings. These
documents are resubmitted for the information of attendees.

2.

INFORMATION AND ANALYSIS

2.1

Appendix A presents an introduction and overview to the NCRS and NSIR.
These are national standards subject to inspection by HMIC.

2.2

Appendix B explains why and how Derbyshire Constabulary assesses its
compliance with these standards in a proportionate risk based manner. The
degree and depth of auditing is a matter for local forces to determine.

2.3

Appendix C outlines the current audit regime in detail.

2.4

Appendix D, E and F outline the main results of audits conducted on crime
and incident data for April to June 2014.

2.5

The results are presented quarterly to the NCSR/NSIR Steering Group
chaired by the Assistant Chief Constable Operational Support, where actions
necessary to maximise NCRS/NSIR data quality whilst minimising
bureaucracy are generated. The most recent meeting was 3 July 2014.

2.6

Implications to the area of crime and disorder are assessed as medium.
Accurate NCRS/NSIR data is required to allow crime and disorder to be
effectively tackled and trust and confidence maintained.

3.

RECOMMENDATIONS

3.1

The JARAC receives the report to gain direct assurance that this area of
business is being managed efficiently and effectively.

4.

IMPLICATIONS
All implications are assessed and scored to the table below.
1
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HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required
LOW
Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

MEDIUM
x

HIGH

x
x
x
x
x
x
x
Name: C/Superintendent Sunita Gamblin
External telephone number: 0300 122 4196
Email address: sgbenquiries@derbyshire.pnn.police.uk

ATTACHMENTS
Appendix A - Overview of NSIR and NCRS
Appendix B - NSIR and NCRS Compliance Testing
Appendix C - Audit regime review, January 2014
Appendix D - NSIR Quarterly Risk Based Audits Key Information July to Sept 2013
Appendix E - NSIR Monthly Audit Key Information June 2014
Appendix F - NCRS Quarterly Audit Key Information April to June 2014
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Overview of NSIR and NCRS
Crime and incident data play a significant part in the day to day business of policing.
Crime and incident reports are the means by which the force records most of its
formal interactions with the public, the means by which the many of resources of
Derbyshire Constabulary are allocated and deployed, operational decisions are made
and are one of the means by which the service is judged and compared with peers.
Individuals can now also look up crime on crime maps and can expect to see
accurate data. The below is an extract from Government Statistical Service: National
Statistician’s Review of Crime Statistics: England and Wales (2011).
Statistics on crime are important to inform policy and decision making; to facilitate
democratic accountability; and to allow the public to assess risk of crime in their
neighbourhoods. England and Wales have two main sources of statistics on crime:
the British Crime Survey, and crimes recorded by the police. They measure different,
although complementary, and often overlapping, phenomena: people’s experience of
crime, and crimes reported to, and recorded by, the police. Compilation of the
statistics is not straightforward and there are challenges with coverage and
presentation, definitions and measurement, and concerns about the confidence and
trust in the statistics, which this review addresses.
With some exceptions a call for service to the police will result in the creation of an
incident on the command and control system. This part of the process is governed by
the NSIR. If after initial investigation it is determined that it is a report of a crime a
record will be opened on the Guardian system. This is what is commonly referred to
as criming and is governed by the NCRS.
NSIR – Extract from National Standard for Incident Recording 2011 Final Version
NSIR was introduced to replace the wide variety of incident recording (and nonrecording) that differed from force to force so that common understanding and
recording practices would result in effective data provision and use. NSIR now
supports effective recording of over 80% of calls for service, ranging from messages
to major incidents.
The principal aim of NSIR is to ensure that incidents are risk assessed at the earliest
opportunity leading to an appropriate response as well as being recorded in a
consistent and accurate manner to help the police and local communities tackle antisocial behaviour (ASB) and other issues.
For the purposes of NSIR an incident is defined as: ‘A single distinct event or
occurrence which disturbs an individual’s, group’s or community’s quality of life or
causes them concern’. Incidents range from transport incidents such as RTCs
through ASB to matters of public safety and welfare.
Effective risk management involves the identification, assessment and prioritisation
of risks. It should lead to the appropriate use of resources to minimise, monitor and
control the probability and/or impact of the incident.
The NSIR can be found at:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/11665
8/count-nsir11.pdf
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NCRS– extract from Home Office Counting Rules for Recorded Crime April 2013

Crime is recorded by the police and others to assist:•

Both central and local Government to establish whether their policies are
effective in driving down crime, and to gain understanding of the relative
performance of policing and criminal justice providers within England and Wales;

•

The public in making informed decisions about the risk of crime to themselves as
individuals and to allow judgements on how effective Government and police
have been in tackling crime; and

•

In providing police and their partners with data, which informs the targeted use of
resources and allows the relative effectiveness of different methodologies to be
established.

As can be seen, this is a tripartite relationship where no individual stakeholder need
is given greater credence than another.
The NCRS was introduced nationally on 1 April 2002 with the aim of promoting
greater consistency between police forces in the recording of crime and to take a
more victim oriented approach to crime recording. Following the introduction of the
NCRS, the National Crime Recording Steering Group (NCRSG) has met regularly to
review the Counting Rules. The Steering Group includes members of the Home
Office Statistics Unit, Force Crime Registrars and Statistics Officers, and
representatives of ACPO and Her Majesty’s Inspectorate of Constabulary (HMIC).
The Counting Rules are updated annually to reflect decisions taken by the NCRSG,
changes in legislation and changes to improve clarity and ensure consistency in
recording by police forces.
NCRS is supported by a set of detailed counting rules that can be found on:https://www.gov.uk/government/publications/counting-rules-for-recorded-crime
Crime Recording Strategy
In 2012 a crime recording strategy was introduced within Derbyshire to assist with
decision making in line with the National Decision Model. It can be seen that the
intent is to place the victim and service at the heart of crime recording decisions
whilst not letting bureaucracy gather around it.
We aim to maximise the quality of recorded crime data and minimise the bureaucracy
associated with collecting it.
We will:•
•
•
•
•
•
•

Keep the victim at the heart of what we do.
Consider threat, risk and harm throughout the crime recording process.
Work in accordance with the National Crime Recording Standard.
Make crime recording decisions in a timely manner using the probability test,
professional judgement and knowledge of the law.
Aim to get it right first time and;
Minimise re-classifying, auditing, correcting
2
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NSIR and NCRS Compliance Testing

In recent years Derbyshire Constabulary, in common with other police forces, has
sought very high compliance rates in relation to NSIR and NCRS. As a
consequence there are documented examples of where the process of trying to
get recording 100% right became more important than the service delivered to the
victim. In other words auditing things right became an important part of this
process. There is a fine balance between accuracy and the effort required to
achieve that accuracy and all forces wrestle with this balance.
The force reviewed its crime recording in 2010 and early 2011 and as a
consequence issued new guidance and policies, halved the number of staff
auditing crime and incident data and appointed a new Force Crime Registrar
(FCR). Training to all front line staff and a video from ACC Wood advocating
professional judgement and proportionality were delivered.
The force places primary responsibility for incident/criming decisions on
investigation staff. In less complex investigations the first investigator may be a
call taker and they will make the criming decisions. In more complex cases the
criming decision may be made by a senior detective.
Typically, over the last year Derbyshire Constabulary has found its NSIR and
NCRS data to be around 90% compliant depending on the crime/incident type. It
could be asked why the data is not 100% accurate?
Firstly, despite there being very clear NCRS/NSIR guidance, every crime and
incident is absolutely unique and victims and offenders do not always neatly fit
themselves into a crime classification. A complication arises because recording
standards differ from charging standards. The former is victim based whilst the
latter is evidence based. For instance a crime may correctly be recorded as an
attempt grievous bodily harm, yet may be charged as a common assault. Officers
and call takers can also make human errors in classification.
The second complexity is around the competing purposes of the data;
performance management, public information and tasking. For example, a
force/BCU/section may feel a pressure to record less ASB whilst at the same time
needs to accurately record all reported ASB to make effective decisions about
tackling it. It is easy to see how this tension might encourage differing
interpretation of the NCRS and NSIR by managers and there are national
examples of how this pressure has influenced practice.
In accordance with national guidance a Force Crime Registrar (FCR) has been
appointed with responsibility (on behalf of ACC Operational Support) to ensure
the NSIR and NCRS are maintained in accordance with the force strategy in a
proportionate and ethical manner. The FCR manages 1.6 full time equivalent audit
staff and reports to the NCRS/NSIR Steering Group.
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This group is chaired by ACC Knighton and brings the key stakeholders together
to consider NSIR/NCRS data, assess risk associated with that data, consider
control measures necessary to maintain data quality to a proportionate level,
cause those actions to take place and follow them up. Among possible actions are
scoping, auditing, communication (training, Chief’s Orders etc) and changes in
processes or management arrangements. For example, a position was taken that
data associated with rape offences is of a high risk and data associated with
criminal damage is of a low risk. As such, 100% of rapes are audited, but criminal
damage auditing is less frequent. Control measures are intended to be
proportionate to the assessed risk. The relative risk of different crime types is
reviewed at least annually by the steering group using the national decision
model.
The purpose of the auditing is not to audit things right. Its purpose is to support
the identification and management of risk, building on transparency and public
trust and the development of an approach that gets it right first time. The
approach used by Derbyshire is therefore to understand the risks that any gaps in
data quality present and take proportionate action to rectify those gaps.
Whilst there are no mandatory or minimum audit standards set by either the Home
Office or HMIC, there is an expectation that data will be checked and be of good
quality. The Home Office Data Quality Audit Manual provides a comprehensive
guide to audit and Derbyshire Constabulary follows that methodology for the
audits it chooses to complete.
The reports attached present the headline compliance rates for different types of
incidents and crimes. They are produced quarterly and behind them are spread
sheets containing the raw data. The auditors are a finite resource hence the report
content will change as new or potential data quality risks are identified. For
example, following the introduction of a significant new process (e.g. Action
Fraud) it will be necessary to check the NSIR/NCRS compliance in that area. To
create the capacity to do this an area with previous good compliance may be
delayed.
Different crime types follow different paths making direct comparisons unhelpful.
For example sexual abuse investigations are more complex than shoplifting.
Crime recording decisions around shoplifting are typically easy to make; a victim
shop assistant) reports a theft to the police, it is recorded as a crime. Whereas
sexual allegations come from a variety of sources including friends, family,
professionals and the victim themselves. The initial investigation phase may
involve a number of agencies and the crime recording decision may occasionally
be delayed beyond the required 72hrs. This would therefore ‘fail’ the compliance
audit, but in all other aspects may be a well managed investigation delivering a
really good standard of service.
This example illustrates that compliance with NSIR/NSIR, whilst related to quality
of service, is not an indicator of satisfactory or unsatisfactory service. An example
could have been given where the counting rules were complied with, but the
service was below standard. The key for the steering group is to understand the
risks this may present.
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Internal audit findings are not directly comparable between forces. The audit work
is related to the Strategic Risk Assessment, policies and practice. Hence the
areas and depth of audits Derbyshire chooses to complete are different from other
forces. External HMIC audit data is directly comparable.
Compliance rates ought to remain at least consistent or improve over time.
Noteworthy dips in compliance trigger assessment at the steering group to
consider action. Experience and knowledge of other forces processes and
cultures shows that close to 100% compliance over most areas can be a result of
hitting the target and missing the point; effort becomes directed away from
service to achieving compliance.
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DERBYSHIRE CONSTABULARY

Form 33
(Revd. 1/98)
FROM

T/Insp Kirby

OUR REF
YOUR REF

TO

SUBJECT

ACC Knighton

TEL NO

750 2040

DATE

21/04/14

Audit Regime Review

Sir,
The purpose of this report is to outline and seek ratification for a revised audit process for
both incident and crime report data.
In 2012 the force audit team were significantly reduced in number from four fulltime staff
members to 1.7 FTE. A risk based system was introduced in order to cope with this
reduction, looking at the areas most likely to attract inaccuracy and the areas most likely to
cause the most harm to our communities. Some capacity is also built in to cater for ad-hoc
audits that become necessary in the wake of emerging threats.
This system was reviewed in January of this year in line with a revised risk and threat
assessment as set by the STRA in November 2013. Several changes were made in relation
to newly prioritised risk categories and areas in which compliance has remained consistently
good.
The audit regime is described below and the recent changes are detailed.

Crime Data Audit (NCRS)
Section 1: Incident System – Non Crime Closure
This section examines occasions where incidents are opened with a crime related code, but
closed without a crime report being created. The following incident types are audited:
Incident Type

Proportion Audited

Frequency Audited

Sexual

100%

Quarterly

Hate Crime

100%

Quarterly

Robbery

100%

Quarterly

Burglary

Statistically relevant sample

Six Monthly

Violence

Statistically relevant sample

Six Monthly

Damage

Statistically relevant sample

Six Monthly
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Statistically relevant sample

Six Monthly

The audit is carried out to guard against the risk of non-compliance in this area, given that
when the incident was opened the operator believed that a crime may have been committed.
If an assessment reveals sufficient new information or rationale to justify the lack of a crime
report then the incident will not fail the audit.
Sexual offences, hate crime and robbery are all areas in which compliance varies quite
significantly, in addition the risk to victims is high, they are linked with the STRA priorities
and the numbers are low. For these reasons 100% of these incidents are audited on a
quarterly basis.
Compliance is consistently better in burglary, violence and theft, but they have remained
within the audit due to their links with the STRA priorities or risk to victims (violence).
Damage is not contained within the STRA priorities and the risk to victims is lower, however
compliance varies. Given the lower overall risks from data quality issues in these areas they
are audited and reported on six monthly. The significantly higher number of incidents
demands that a statistically relevant sample is audited (as opposed to 100%), giving a
confidence interval of around 5%.

Prior to this review, the same amount of data was audited across all incident categories in
this section, only the reporting interval varied. Since the review the data audited has been
reduced in the lower risk areas, such that three month’s data is audited in six months. This
allows us to identify any negative trends, while freeing capacity for higher risk areas.

Section 2: Incident to Crime & Classification
This section examines incidents opened as one type of crime and closed (with a crime
number) as another type of crime. The following incident types are audited:
Incident Type

Proportion Audited

Frequency Audited

Sexual

100%

Quarterly

Robbery

100%

Quarterly

Burglary

Statistically relevant sample

Six Monthly

Violence

Statistically relevant sample

Six Monthly

Damage

Statistically relevant sample

Six Monthly

Theft

Statistically relevant sample

Six Monthly
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The rationale for this audit is to explore the reasons why the crime classification has
changed between the initial incident report and the crime report, with the exception of sexual
offences where all crime reports are audited regardless of correlation. This is because
sexual offences are a complex area in terms of crime classification.
The crime categories are similar to those audited in the first section with the exception of
hate crime, which is not audited here. The risk issue for hate crime in NCRS is around
proportionate recording and the subsequent investigation quality, supervision etc, more so
than the correct choice of crime classification.

Before the review the categories of violence and damage were audited quarterly, however as
compliance is consistently good and there is no direct correlation with the STRA priorities,
the frequency has been reduced to six monthly.
A significant reason for failure in this section and the following sections is breaching the 72
hour rule. HMIC audits will also record failures for this reason and there are implications for
investigative supervision; however the overall risk is perhaps not as great as either failing to
create a crime report at all, or choosing the wrong classification – either of these failures
could also lead to public accusations of data manipulation. So while the 72 rule needs to be
included in the audit, it may be helpful to separate crimes which fail on this basis. This
separation has been included as part of the review.

Section 3: No-Crime
The no-criming of offences is largely under the control of the CMU. It is an area where
pressure is often applied by operational officers and supervisors, who may believe that a
particular crime should not appear as part of the performance figures affecting a section,
division or unit. It is also an area which is likely to form part of any HMIC inspection and has
been scrutinised by other external groups, such as the national press.
For these reasons a very high level of compliance is desirable, particularly in the crime
categories attracting the most contention, i.e. sexual offences and robbery. The table below
describes the audit:
Crime Type

Proportion Audited

Frequency Audited

Rape

100%

Quarterly

Other Sexual Offences

100%

Quarterly

Robbery

100%

Quarterly

All Crime

Statistically relevant sample

Six Monthly
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Section 4: Crime Classification
The aim of this section of the audit is to test the accuracy of crime classifications (not
resulting from incidents). Any other compliance issues will also be recorded.
Crime Type

Proportion Audited

Frequency Audited

Drugs

Statistically relevant sample

Six Monthly

Violence

Statistically relevant sample

Six Monthly

Drugs offences are explicitly linked to the STRA priorities and due to their nature do not
feature elsewhere in the audit regime, however compliance is generally good and so a six
month period is applied.

Violence offences were included in this part of the audit due to historical inaccuracies,
however process and benchmarking reviews within CMU have remedied the problem.
Violence will therefore be taken out.

Section 5: Crime within Specialist Units
This section examines how NCRS is applied to police contacts other than via the contact
centre, i.e. via Guardian Public Protection referrals. The following categories are audited,
reflecting those contained within the referral system:
Referral Type

Proportion Audited

Frequency Audited

Child Protection Sexual

100%

Quarterly

Domestic Abuse

Statistically relevant sample

Quarterly

PSH

100%

Quarterly

Risk Assessment

Statistically relevant sample

Quarterly

Vulnerable Person

Statistically relevant sample

Quarterly

Child Protection (not sexual)

Statistically relevant sample

Quarterly
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These categories are directly linked to the STRA and compliance is variable, hence quarterly
audits are conducted. The numbers involved however are large and so a statistically relevant
sample is used - except for in child protection (sexual) and PSH, where the numbers are
smaller and 100% of referrals are audited.
6: Ad-hoc Audits
The requirement for Ad-hoc audits varies several times per year, along with emerging issues
such as concerns over data quality or anticipated external scrutiny. Champion the wonder
horse. For example, the current ad-hoc audit being conducted is looking at the offence of
threats to kill, the concern being that this classification is being used too often. If this is the
case then training may be needed for front line officers if they are using the associated
powers inappropriately.

Incident Date Audit (NSIR)
The monthly NSIR audit examines a statistically relevant sample of incidents, and reports
general compliance trends in the use of opening codes, closing codes, source details and
the use of qualifiers. The audit shows us whether or not factors affecting resource
deployment are being properly considered and assessed.
The quarterly NSIR audit is split into four sections with the following aims (a statistically
relevant sample is used all sections due to volume):

Section

Aims

Vulnerable/PSH/Hate

To look for risk issues such as gaps in
identifying vulnerability or hate crime

ASB

To test for general compliance

Domestic Violence

To test for general compliance as well as risk
issues such as DASH completion

Ad-hoc

Variable depending on needs

Whilst they are no longer one of the STRA priorities, ASB incidents make up a large part of
our resource requirement. An understanding of ASB levels and trends is therefore required,
and this understanding needs to be based on accurate information.
Ad-hoc audits and their specifications vary with need, but examples include an audit to
check the adherence to a new missing/absent protocol and the analysis of weather related
incidents during periods of exceptionally high demand.
The NSIR audit has remained largely unchanged by the review, with the exception of ad-hoc
audits which are necessarily fluid.
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Cyber Crime:
The issue of cyber crime spans both NCRS and NSIR audits. As an emerging risk area,
there are two issues to examine following the review:

1. Are we correctly identifying cyber related incidents? This will be assessed by the NSIR
audit by looking at the use of the ‘QCY’ qualifier.
2. Once incidents are identified as cyber related, are we creating crime reports appropriately,
using the correct categorisation etc? This will be assessed by the NCRS audit in sections
1, 2 and 5 above.

I respectfully submit this report for your consideration.

T/Insp Dave Kirby
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April to June 2014

Findings from the Quarterly NSIR Risk Based Audits: Vulnerable/PSH/Hate, ASB and
Domestic Incidents

Vulnerable/PSH/Hate
Aim – to test whether NSIR and NCRS are being used to correctly identify Vulnerable/PSH &
Hate across the whole range of incidents. The standard NSIR tests were applied to a random
sample of closed incidents (usually 220 per month) covering the full range of police activity.
The results were reported monthly.
Those incidents with identifiable vulnerability, PSH or hate characteristics were then subject
to further tests: has the vulnerability/PSH or hate been identified by operator/officer; has a
crime been committed; has a crime been recorded. The results are reported quarterly.
660 incidents were included in this quarterly audit. 15 (6.81%) of the 660 incidents involved a
vulnerable person/PSH, with the relevant marker being placed in the header, closure page or
log. No incidents were found which involved a vulnerable person/PSH who had not been
identified as such by either the operator or attending officer (one in the previous quarter). No
incidents were identified where a crime had been committed but not recorded (three in the
previous quarter).
One hidden hate crime was found within the random sample of 660 incidents. The QHR
(Prejudice:Racial) qualifier had been inserted, highlighting that a hate incident had been
recognised but it was subsequently allowed to be closed without a crime report being
created.
ASB
Aim – to test whether NSIR and NCRS have been correctly applied to incidents closed as
non-crime ASB. A sample from all incidents closed as ASN (ASB Nuisance), ASP (ASB
Personal) or ASE (ASB Environmental), were selected for this audit. The standard NSIR
tests were applied initially and then four further areas tested: ASB Pro-forma completed;
rationale given; crime committed; crime recorded.
No. Incidents Audited:
No. Incidents with a failure:
Overall Compliance:

297
45
84.85%

(297 previous quarter)
(44 previous quarter)
(85.19% previous quarter)

The improvement seen previously in relation to the standard of incidents recorded in the ASB
category is being maintained, albeit with a very slight decrease in the percentage compliance
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being achieved this quarter. 45 (15.15%) of the 297 incidents audited failed overall,
compared to 44 (14.81%) incidents out of a total of 297 audited in the last quarter.
A pleasing decrease in opening code errors has been noted. Seven incidents (2.36%) were
found to have the wrong opening code, compared to 16 incidents (5.39%) out of 297 audited
during the last quarter. For example, a report of children playing ‘dare’, causing a nuisance
to road users, was opened as ‘Suspicious Circumstances’. This type of incident would fit the
definition of anti social behaviour. ASB should therefore have been used.
The ASB pro-forma is completed on most occasions by FCC staff (generally 101 calls).
Where it is not completed, a rationale is usually provided. However, some incidents are
identified where the pro-forma was applicable but hadn’t been completed, the operators
believing that it wasn’t required. Clarification is needed as to the use of the pro-forma and
when it is/is not necessary. FCR staff do not tend to complete the pro-forma (generally 999
calls) and rarely provide a rationale for not doing so. This is an on-going issue which has
been highlighted in previous audits.
One incident was found where the information provided by the caller indicated that they may
be a PSH or vulnerable person, but was overlooked by the operator who took the call (none
in the previous quarter). One incident was found to have a crime within it which had not been
recorded (none in the previous quarter). Five incidents were classified as ASB
personal/nuisance incidents but were actually domestic situations involving family members,
therefore should have been risk assessed by means of the DASH form and dealt with
accordingly (three in the previous quarter).
Incorrect closure codes remain a problem area. A significant reduction in errors was noted
during the first and second quarters of the auditable year 2013/2014. However, since then,
the number of errors found has fluctuated, followed by a rise again during the latest quarter.
25 incidents (8.42%) had the wrong closure code compared to 20 incidents (6.73%) out of
297 audited in the last quarter. For example, an incident where a person was affected by
ASB as an individual had been closed under the Nuisance heading, which is intended to
identify issues that affect the community as a whole rather than individual victims. Much work
has previously been done and continues to be done with Team Leaders/Supervisors and
operators around the use of the Personal and Nuisance categories. Staff should now have a
better understanding of the definitions of the ASB categories and when they should be
applied. It has been noted that the ASB categories are also being used to close incidents
reported and correctly opened as suspicious circumstances or transport related, when in fact
a corresponding code from the Public Safety and Welfare or Transport themes would apply.
44 incidents were missing at least one qualifier which would have identified the significant
characteristic(s) surrounding the reports (45 last quarter). This figure tends to fluctuate over
time. In the main, the Youth (QYH) qualifier is not used where it is believed or proven to be
that those involved are under 18 years of age. 26 incidents were youth related and should
have had QYH to support the closure code. At least eight incidents were alcohol related and
should have had QAL as the supporting qualifier. A further five were clearly cyber related and
should have had QCY to support the closure. N.B. not all incidents require a qualifier.
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Comparison of Quarterly Data: ASB
90.00%
89.00%
88.00%
87.00%
86.00%
85.00%
84.00%
83.00%
82.00%
81.00%
80.00%

85.37%
85.25%

Apr - Jun
2013

85.19%
84.98%

Jul - Sept
2013

Oct - Dec
2013

84.85%

Jan - Mar
2014

Apr - Jun
2014

Domestic Incidents
Aim – to test whether NSIR and NCRS have been correctly applied to incidents closed as
non-crime domestic. A sample from all domestic incidents closed as SE was selected for this
audit. The standard NSIR tests were applied initially and then three further areas tested:
DASH risk assessment completed; crime committed; crime recorded.
No. Incidents Audited:
No. Incidents with a failure:
Overall Compliance:

219 1
21
90.41%

(157 previous quarter)
(18 previous quarter)
(88.54% previous quarter)

As in previous audits, the majority of the errors found were in the opening code area. 14
incidents (6.39%) had the wrong opening code compared to 12 out of 157 incidents (7.64%)
in the previous quarter. For example, a report of an assault was opened as SE (Domestic
Incident) when CA (Violent Crime) should have been used. However, this did not appear to
affect the subsequent investigation and service by the attending officer(s). DASH risk
assessments were generated for almost all of the incidents where both parties were over the
age of 16, the majority graded as ‘Standard’. Where the parties involved were over 16 but no
DASH had been completed, the main reason was that the police were required for a standby
detail only. Two incidents should have been risk assessed by means of the DASH but this
hadn’t been done by the attending officer(s) (two incidents in the previous quarter also).
Three incidents, where a crime had been made out and a crime report created, were found to
have been closed as non crime incidents (two in the previous quarter). One incident was
found where a crime appeared to have been committed, but a crime had not been recorded
(one in the previous quarter).
Alcohol is often a contributory factor of a domestic incident. 24 incidents, where this was the
case, did not have the QAL qualifier to support the SE closure, compared to eight in the
previous quarter. QVP (Young Child/Vulnerable Person) would have been applicable on at
1

A higher number of incidents were audited due to the drop in compliance over the last quarter.
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least five of the incidents as it was found that the risks to a child/juvenile or the age were
important factors (four in the last quarter). QMH (Mental Health) would have been applicable
on at least six occasions.

Comparison of Quarterly Data: Domestic Incident (SE)
94.00%
93.00%
92.00%

92.67%
92.00%

92.98%

91.00%
90.00%
90.41%

89.00%
88.00%
87.00%

88.54%

86.00%
Apr - Jun 2013 Jul - Sept 2013 Oct - Dec 2013 Jan - Mar 2014 Apr - Jun 2014

Comments
Some improvements have been noted over the last quarter, particularly in relation to ASB
opening codes. Closure codes in the area of ASB remains a problem. Although the emphasis
is on risk assessment and ‘front-end’ service delivery, it is important that incidents are closed
correctly and accuracy is maintained for statistical/ analytical purposes.
Overall compliance in the area of domestic incidents has improved since the last quarterly
audit. Opening codes remain a problem area, particularly when assaults or violence is
reported in a domestic situation. However, the subsequent investigation and standard of
service is not affected.
Individual incidents identified by the auditor as possibly having a service failure are raised
with the Force Crime Registrar, who will then refer to the local manager for service recovery
if necessary.
The auditor ensures that training needs are addressed in relation to the NSIR standard,
particularly with regard to opening and closing codes.
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No. Incidents Audited / No. Errors / No. Incidents Failed:
Auditable Areas
Source Content
Details
/ Mark
Off
2
0
2
0
0
0
4
0

Location

No. Inc.
Audited

Opening
Code

Grade

FCR
FCC
Enq Off
Total

88
110
22
220

2
3
4
9

0
0
2
2

95.91

99.09

98.18

(↓)

(↓)

(↓)

% Compliance Per
Auditable Area

Qual .

Total
Errors

9
2
0
11

0
0
0
0

13
7
6
26

100.00

95.00

100.00

(↔)

(↑)

(↑)

Most Common Qualifiers Used:

QDV (Domestic)
QAL (Alcohol)
QMH (Mental Health)
QYH (Youth)

No. Incidents with Qualifiers Missing:
Most Common Qualifier(s) Missing:

KEY:
95-100%

Excellent

No.
Inc.
Failed
13
7
6
26

88.18% 2 (↓)

% Overall Compliance:

Point(s) to Note:

1

Closing
Code

25
8 incidents missing QYH (Youth)
6 incidents missing QMH (Mental Health)
5 incidents missing QAL (Alcohol)
3 incidents missing QCY (Cyber Related)

1. Overall compliance remains in the ‘Fair’ banding at around 88%.
2. 26 (11.82%) incidents failed the audit, compared to 25 (11.36%) in
May.
3. Pleasingly, closing code errors have decreased.
4. Of the 22 incidents audited for Enquiry Offices, six failed, thereby
leading to a poor compliance level this month. The errors were found
in the areas of opening code and grading.
90-94.9%

Good

80-89.9%

Fair

Below 80%

Poor

1

This auditable area relates to incorrect use of qualifiers only.
The overall compliance level is calculated using the number of incidents which fail the audit and the total number of
incidents audited.

2

(↑) indicates increase/decrease/remained static from last audit.
Publish Date: 8th July, 2014
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Findings from the quarterly and six-monthly NCRS Risk Based Audits: Robbery,
Burglary, Violence, Sexual, Rape, Hate, PPU Referrals, Damage, Theft, Drugs and No
Crimes.
1.

Incident System – Non Crime Closure

This section examines occasions where incidents are opened with a crime related
code, but closed without a crime report being created.

Compliance

Sexual
305 (100%)
Incidents audited

89.51% ↑
85.42% in previous
quarter

Hate

87.61% ↓

109 (100%)
Incidents with QH
audited

94.67% in previous
quarter

Robbery

81.13% ↓

53 (100%)
Incidents audited

88.37% in previous
quarter

Key Findings

32 Incidents failed the Audit – all should have been
crimed. Amongst these were:- 9 instances of
indecent exposure, 8 incidents which were referred
to and dealt with by specialist units; 4 where IP’s
were not believed or changed their accounts but
which did not show enough additional verifiable
information to determine that no crime had taken
place. Also of note are two incidents which initially
failed the audit but were later crimed - an indecent
exposure, marked off as a suspicious incident by the
attending officer which was later found to be one in a
series of offences, and another a sexual assault
which attending officer originally did not record
because the offender was dead.

Fourteen incidents failed the audit, all should have
been crimed – ten should have been crimed as
harassment
Ten failures in this area all of which should have
been crimed; in three instances officers did not
believe that a crime had been committed whilst the
victim maintained that it had; three where IP was
unavailable or could not be easily located, two where
IP did not want to pursue the matter and another
which was not a robbery but should have been
crimed as an assault.

1
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Burglary
Violence
All reported on 6 monthly

Damage
Theft

2.

Incident to Crime & Classification

This section examines incidents opened as one type of crime and closed (with a crime
number) as another type of crime with the exception of sexual offences where all
crime reports are audited regardless of correlation.

Compliance

Sexual
21 (100%)
sexual crimes
audited

Robbery
20 (100%)
incidents
audited

Compliance
excluding
72hr rule

85.72% ↓
88.46% in
previous
quarter

95.24%

80:00%↑
78.57% in
previous
quarter

90:00%

Key Findings

Three crimes failed the audit. Two of these
were not crimed within 72 hrs, the other
was wrongly classified.

Four crimes failed the audit. Two had been
wrongly classified as assaults but should
have been recorded as robberies. Two
were not crimed within 72hrs.

Burglary

Violence
All reported 6-monthly
Damage

Theft

2
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3.

No-Crime

Aim: To test whether NCRS is being correctly applied to no-criming

Compliance

Rape

100% ↔

5 (100%) rape no
crimes audited

100% in previous
quarter

Other Sexual
offences

100% ↔

7 (100%) sexual
no crimes audited

100% in previous
quarter

Robbery

100% ↔

5 (100%) robbery
no crimes audited

Key Findings

Five crimes audited

Seven crimes audited.

Five crimes audited

100% in previous
quarter

All Crime
Reported 6-monthly

4.

Classification

The aim of this section of the audit is to test the accuracy of crime classifications (not
resulting from incidents). Any other compliance issues will also be recorded.

Compliance

Drugs

5.

Key Findings

Reported 6-monthly

Crimes Within Specialist Units

This section examines how NCRS is applied to police contacts other than via the contact
centre, i.e. via Guardian Public Protection referrals.

3
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Compliance

Safeguarding
children
PPU Child
Protection –
Sexual

Compliance
excluding
72hr rule

93.75% ↑
84.00% in
previous
quarter

Key Findings

Five incidents failed the audit. Two should have
been crimed, three were not crimed within 72hrs
95.5%

80 (100%) sexual
safeguarding
children referrals
audited

Domestic
Abuse PPU
204 referrals
audited

Person
susceptible
to Harm PPU
3 (100%) PSH
referrals audited

Risk
Assessment
PPU
73 referrals
audited

Vulnerable
Person PPU

87.5% ↓
89.87% in
previous
quarter

100% ↑
66.67% in
previous
quarter

100%

Three incidents audited

86.3%

Eleven incidents failed the audit. Four were
reported as assaults and should have been
crimed; one was wrongly classified and in
another instance one crime was recorded but a
second crime should also have been created.
One failed the 72hr. rule. Four incidents did not
display a link to the incident – had that link been
displayed, a compliance of 90.41% would have
been achieved

100%

26 incidents audited

84.93% ↓
92.99% in
previous
quarter

100% ↑

26 referrals
audited

98.00% in
previous
quarter

Child
Protection
PPU – excl
Sexual

95.88%↑

97 referrals
audited

88.24%

Twenty five incidents failed the audit. Eleven
should have been crimed (seven assaults, three
harassments, one theft), one was wrongly
classified and one failed the 72hr. rule. In 12
cases the incident number was not recorded on
the referral – if this information had been present
then a compliance of 93.63% would have been
achieved.

94.79% in
previous
quarter

96.91%

Of the four failures three should have been
crimed and one failed the 72hr rule.
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6.

Ad Hoc Audits

Aim; To test specific areas in response to emerging trends or requests

Compliance

Key Findings

No ad hoc audits to report

KEY:
1

The overall compliance level is calculated using the number of incidents which fail the audit and the
total number of incidents audited.
(↑) indicates increase/decrease/remained static from last audit.
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