Police and Crime Commissioner for Derbyshire
Butterley Hall
Ripley
Derbyshire
DE5 3RS
Tel: 03001226007
Email: Elizabeth.kelly.4817@derbyshire.pnn.police.uk
Web: www.derbyshire-pcc.gov.uk
DATE 11 December 2014

JOINT AUDIT RISK ASSURANCE COMMITTEE
AGENDA
DATE OF MEETING

11 December 2014

TIME OF MEETING

11am

LOCATION

Reception Room, Police HQ, Ripley.
DE5 3RS

PCC CONTACT OFFICER

Mrs Liz Kelly (0300 1226007)

CONSTABULARY CONTACT
OFFICER

Ch Supt. Gamblin (0300 122 4039)

DISTRIBUTION

Commissioner A Charles
Chief Constable M Creedon
Mr D Peet
Mrs H Boffy
Mr T Neaves
Mrs L Kelly
Mr P Green (RSM Tenon)
Ms A Ward (RSM Tenon)
Mr A Cardoza (KPMG)
Ms A Pipes (KPMG)
Members of the JARAC:
Ms K Alcock (Chair)
Mr M Carrington
Ms S Hart
Mr A Salt
Mr S Cook

Meeting of the Joint, Audit, Risk and Assurance Committee on 11
December 2014 at 11am, in the Reception Room, Police HQ,
Ripley.
AGENDA: Reports attached
ITEM

SUBJECT

1

APOLOGIES FOR ABSENCE
.
DECLARATIONS OF INTEREST (IF ANY)

2

Presented
by
CHAIR
ALL

3

MINUTES OF THE MEETING OF THE INTERIM
JARAC HELD ON 23 SEPTEMBER 2014

CHAIR

4

REVIEW OF ACTIONS

CHAIR

5
5A

JARAC GOVERNANCE
JARAC Meeting dates 2015

6
6A

EXTERNAL INSPECTION
HMIC Inspection Activity

7
7A

RISK
Force Risk Management

8
8A

EXTERNAL AUDIT
Proposed External Audit Scale Fees and Work
Programme 2015/16

9
9A

FINANCIAL REPORTING
Annual Audit Letter 2013/14

10
10A

INTERNAL AUDIT
Progress Report December 2014

10B

Network Security Follow Up

11
11A

INTERNAL CONTROL AND GOVERNANCE
Draft Assurance Map

11B

Internal Audit Contract

HELEN
BOFFY
TERRY
NEAVES
TERRY
NEAVES
EXTERNAL
AUDIT

EXTERNAL
AUDIT
INTERNAL
AUDIT
INTERNAL
AUDIT
HELEN
BOFFY
HELEN
BOFFY

AGENDA ITEM 3
JOINT, AUDIT, RISK AND ASSURANCE COMMITTEE
11 DECEMBER 2014

MINUTES of a meeting of the JOINT AUDIT, RISK AND ASSURANCE
COMMITTEE held at the Derbyshire Police Headquarters, Butterley Hall, Ripley
on 23 September 2014
PRESENT
Miss K Alcock (in the Chair)
Mr M Carrington, Mr S Cook, Ms S Hart, Mr A Salt
Apology received from: Ms A Ward, Ms A Pipes
OPCC Present:
ACPO Present:
Internal Audit:
External Audit:
32/14

Mrs H Boffy, Ms Liz Kelly
Mr T Neaves
Mr P Green
Mr A Cardoza

DECLARATIONS OF INTEREST
32.1 No declarations of interest were declared.
RESOLVED:
1.
To note that no members declared any personal or prejudicial
interests.

33/14

MINUTES OF THE MEETING OF THE JARAC HELD ON 17 JULY
2014
33.1 Minute 16.2. Mrs Boffy informed the Committee that the Scheme of
Delegation was approved by the Commissioner and Chief Constable
at the meeting of the Strategic Governance Board on 15 September.
33.2 Minute 23.3. A meeting with Regional Finance Directors to discuss
and establish the way forward to audit collaboration would take place
in October and it was hoped that Ms Ward (Internal Audit) would be
able to provide an update at the meeting of the Committee in
December.
33.3 Minutes 27/14. Members requested an update on the development
of an Assurance Map. Mrs Boffy informed the meeting that work
was progressing and it was suggested that a nominated member of
the Committee work with Mrs Boffy to develop the Assurance Map,
which was agreed and Mr S Cook was the nominated representative.
So that members can review the Assurance Map ahead of the formal
JARAC meeting in December it was agreed that an additional
meeting be arranged to consider this by the end of November.
1
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RESOLVED:
1.
That the Minutes of the meeting of the JARAC held on 17 July 2014
be confirmed by the Committee
34/13

REVIEW OF ACTIONS
RESOLVED:
1.
The actions were noted.

35/14

JOINT AUDIT RISK AND ASSURANCE COMMITTEE TERMS OF
REFERENCE 2014
35.1 The revised Terms of Reference were attached to the report at
Appendix A and the main changes were highlighted as detailed on
page 2 of the report.
RESOLVED
1.
The JARAC Terms of Reference 2014, as approved by the Chief
Constable and the Commissioner at the Strategic Governance Board
meeting on 15 September were noted.

36/14

JOINT AUDIT RISK AND ASSURANCE COMMITTEE ANNUAL
REPORT
36.1 The Joint Audit Risk and Assurance Committee Annual Report was
attached to the report at Appendix A for members to receive and
approve.
36.2 The Committee Chair was invited to present the Annual Report to
the Chief Constable and Commissioner. This was was agreed, on a
date to be arranged.
36.3 It was noted that the Annual Report will be presented by the
Commissioner to the Police and Crime Panel at its meeting on 20
November (NOT October as stated within the report). The Report
will also be published as a stand-alone document on both the
Commissioner’s and the Constabulary’s websites.
RESOLVED:
1.
The JARAC Annual Report for 2013-14 was received and approved.

37/14

HMIC INSPECTION ACTIVITY
37.1 As detailed within the report, it was noted that the publication of
HMICs first full force inspection is scheduled to take place in
November. It is anticipated that a full report will be provided to the
committee on the HMIC inspection activity in December.
2
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37.2 Members considered the Recommendation; “to determine if the
Committee can gain direct assurance that there is a process in
place, to implement where relevant, HMIC recommendations” and
decided that they could not agree the recommendation at this time,
but would need to receive a fuller overview which will be provided for
the meeting in December. The committee agreed to note the report
instead.
RESOLVED:
1.
The report was noted.
38/14

DATA
PROTECTION
COMMISSIONER (IC)

AUDIT

BY

THE

INFORMATION

38.1 Members were provided with an update on the recent data protection
audit by the Information Commissioner; a full copy of the report was
attached at Appendix B and the Executive Summary attached at
Appendix A.
38.2 It was noted that the report was positive and the areas identified for
improvement were around reviewing and managing the information
that is kept.
38.3 The Constabulary will be required to complete a local action plan to
address the detailed findings as reported by the IC and it is expected
that the Constabulary’s progress will be followed up on in six months’
time.
38.4 Members’ noted the content of the IC’s report and highlighted to
potential costs and personnel resources which would be needed to
achieve the recommendations within the deadlines. Mr Neaves said
that he would ensure this would be adequately picked up on the
Force Risk Register.
RESOLVED:
1.
The findings of the audit by the regulator were noted.
39/14

OPCC RISK REGISTER – MID YEAR REVIEW 2014
39.1 Members were informed of the mid-year review of the OPCC risk
register as contained within the report and within the Risk Register
2012-17 attached as Appendix A to the report.
39.2 Members raised lots of questions around the red risks contained
within the register so as to develop a deeper understanding of the
rationale behind them. It was agreed that for the future it may be
helpful to add commentary to the Risk Register for any high/red risks
3
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or any other risks in which added narrative would improve an
understanding of the risks or movement of risk. After some
discussion it was agreed that this be added as a Resolution (detailed
at (3) below). In particular members asked that future updates
highlighted any changes in risk scores in a similar way to the update
on the Constabulary’s risk register.

39.3 Members commented that the report on the Constabulary Risk
Register was formatted well and suggested that the OPCC should
adopt this formatting also.
39.4 Members suggested that the Force and the OPCC Risk Registers
are cross referenced to easily show they are consistent. It was noted
that both are presented at the public meeting of the Strategic
Governance Board.
39.5 It was noted that a Risk Register for Collaboration is being developed
and the Committee requested sight of this when complete, which it
was anticipated would be by the end of the year.
39.6 Some typos were highlighted on page 8 of the Register, columns two
and three.
RESOLVED:
1.
Assurance was taken that the mid-year risk register review had taken
place.
2.
Assurance was taken that an up to date OPCC risk register had been
produced.
3.
Commentary be added to the Risk Register for any high/red risks or
any other risks in which added narrative would improve an
understanding of the risks or movement of risk.
40/14

REPORT TO THOSE CHARGED WITH GOVERNANCE (ISA260)
40.1 The External Auditor, Mr A Cardoza presented the report which was
attached at Appendix A and it was noted that all sections of the
report were positive.
40.2 Mr Cardoza commented that Derbyshire had adopted a different
accounting approach to a number of other Police forces because of
a lack of clear guidelines; however, the approach is technically
correct and no amendments will be required.
40.3 Mr Neaves thanked Mr Cardoza for his approach in auditing the
accounts which had been looked at in an independent way to reflect
4
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the variation in accounting approach and he also thanked all Finance
staff for the excellent work in pulling the accounts together.
40.4 The committee also recognised the work of the finance team and
praised them for their work, requesting that their thanks be
forwarded to them.
RESOLVED:
1.
The ISA 260 report to those charged with governance is received
and its contents discussed.
41/14

DRAFT LETTERS OF REPRESENTATION
41.1 The draft letters of representation for both the Police and Crime
Commissioner and the Chief Constable were attached at Appendix A
and Appendix B respectively for members consideration.
RESOLVED:
1.
The Committee considered the draft Letters of Representation set
out at Appendix A and Appendix B.
2.
The Committee did not raise any matters as advice to the Police and
Crime Commissioner and the Chief Constable prior to them and their
respective Chief Financial Officers signing the letters.

42/14

STATEMENT OF ACCOUNTS
42.1 The Statement of Accounts for the financial year ended 31 March
2014 for the Police and Crime Commissioner for Derbyshire and the
Chief Constable for Derbyshire were set out at Appendix A.
42.2 A different accounting approach had been adopted by the Force as
detailed within the report.
42.3 Further to presentation of the draft accounts at the meeting of the
committee in July only minor presentational amendments had been
made and were included in the draft set attached at Appendix A.
42.4 Members gave a final overview to the accounts and were content to
provide assurance to the Commissioner and the Chief Constable
prior to their signature.
RESOVLED:
1.
Members provided a final overview of the Commissioner and Group
Statement of Accounts as set out at Appendix A to the report and
provided assurance to the Police and Crime Commissioner prior to
him signing his statements of accounts.
2.
Members provided a final overview of the Chief Constable Statement
of Accounts as set out at Appendix B to this report
5
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43/14

INTERNAL AUDIT PROGRESS REPORT
43.1 The latest progress report was attached as Appendix A and
presented to the committee by Mr P Green, Internal Auditor.
43.2 The summary of progress against the Internal Audit Plan was
detailed on page 2 of the report and members questioned ‘ICTMobile Devices’ which is still to be confirmed. Mr Green informed
the Committee that this area is being scoped and there will be a full
update for the next meeting in December.
RESOLVED:
1.
The Committee noted that the internal audit plan addresses relevant
matters and is being delivered as expected.

44/14

VERBAL REPORT ON INTERNAL AUDIT CONTRACT

Mr P Green, Internal Audit declared an Interest in the item.
44.1

Mrs Boffy advised the committee that Nottinghamshire will lead on
this work through EMSOU and timescales and key milestones are
currently being prepared.

RESOLVED:
1.
The verbal update was noted.
45/14

NCRS AND NSIR COMPLIANCE REPORT
45.1 After considering the report, members of the JARAC concluded that
the recording levels in Derbyshire are consistent and the Force is
achieving high levels of compliance. It was noted that there has also
recently been an HMIC inspection around crime recording which was
positive.
45.2 Members considered this report to be an excellent good news story
and suggested presenting this to the Independent Advisory Group
as a way of providing valuable reassurance to the community that
crime recording within Derbyshire is accurate and recorded with
integrity.
RESOLVED:
1.
The committee gained direct assurance that this area of business is
being managed efficiently and effectively.

It was noted that the meeting of the committee will next meet on 11
6
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December 2014. A private meeting between members and the Auditors will
commence at 9:15 am and the Public meeting will commence at 10am.
As agreed at Minute 33/14, a meeting will be arranged for members to meet
in November to review the Assurance Map ahead of the formal JARAC
meeting in December. At this meeting members will also complete the selfassessment.

7
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JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
REVIEW OF ACTIONS
Agenda Report Title and Action Required
Item
Meeting of the JARAC 17 December 2013
4A

Responsible Progress
Officer

HMIC Inspection Activity
To be reported to the Committee once per year and future reports should
provide a briefer overview of activity and include; the total number of
inspections and the total number of issues transferred to the risk register
during the period in question.

8B

Terry
Neaves

December 2014
On this agenda

Internal Audit Progress Report
Internal Audit to examine the possibility of adding some commentary on
timings and/or delays for future reports.

Internal Audit Clarification
from Internal
Audit awaited.

Meeting of the JARAC 17 July 2014
4
Review of Actions
Any large reports should be circulated to members in advance of the
agenda being published.

7D

Helen Boffy

Noted –
Ongoing

Helen Boffy

December 2014

Internal Audit Report: Follow Up Collaboration – Governance &
Financial Framework
Produce a report on collaborative auditing processes; where assurance

-1-
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comes from and whether the assurance is sufficient.
Prepare a plan of where audits fit together who is looking for assurance and
whether there are any assurance gaps.

7E

Internal Audit Report; Estates Building Design Consultants
Investigate with Strategic Finance whether there has been a review on
discounts on invoices.

8D

Helen
Boffy/Mr
Green

Report on this
agenda
December 2014
Report on this
agenda

Mr Neaves

Statement of Accounts
The spend reported for Agency and contracted services in Note 1 of
Appendix A be checked and reported back to members.

Mr Neaves

Meeting of JARAC 23 September
3
Minutes of a meeting held on 17 July 2014

5B

Ms Ward (Internal Audit) provide the committee with an update on meeting
with Regional Finance Directors to discuss and establish the way forward to
audit Collaboration.

Ms Ward

December 2014

Mr S Cook was nominated as the Committee representative to work with
Mrs Boffy on the development of an Assurance Map.

Mrs Boffy/ Mr Meeting held
Cook
October

Convene a meeting in November to discuss the Assurance Map ahead of
the formal JARAC meeting in December.

Mrs Boffy

Meeting held
November

Mrs Boffy

Outstanding

Joint Audit Risk and Assurance Committee Annual Report
The JARAC Committee Chair to present the JARAC Annual Report to the

-2-
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Chief Constable and Commissioner. Meeting date to be arranged.
To publish the Annual Report as a stand-alone document on the
Commissioner and Constabulary websites after the Police and Crime Panel
meeting on 20 November 2014.
6B

Mr Neaves

OPCC Risk Register – mid year review 2014
Commentary be added to the Risk Register for any high/red risks or any
other risks in which added narrative would improve an understanding of the
risks or movement of risks.

10A

completed

Data Protection Audit by the Information Commissioner (IC)
Ensure the difficulty in achieving the recommendations within the deadlines
as set out in the ICs report are contained within the Constabulary Risk
Register.

7A

Mrs Boffy

Mrs Boffy

Internal Audit Progress Report
Internal Audit to provide an update on the scoping of ICT Mobile Devices for
the meeting of the Committee in December.

-3-

Internal Audit

ongoing
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Section B
Part I For Publication

JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
11 DECEMBER 2014
REPORT OF THE TREASURER

5A:

JARAC MEETING DATES 2014/15

1.

PURPOSE OF THE REPORT

1.1

For the Committee to discuss and consider the draft timetable of meeting
dates 2014/15, as detailed below.

2.

INFORMATION AND ANALYSIS

2.1

As determined in the JARAC Terms of Reference, meetings of the Joint,
Audit, Risk Assurance Committee will take place four times per year.

2.2

The meeting dates for the remainder of 2014 and March 2015 are reconfirmed
and meeting dates for the remainder of 2015 (until December 2015) are
presented below for consideration and approval.

2.3

As agreed previously each meeting will have a different focus as detailed
below:

11 DECEMBER 2014 (Reconfirmed)
FOCUS: Risk Management
Member Pre-Meeting 09.00 – 9.30
Meeting with Auditors: 09:40 – 10:10
Meeting with Auditors: 10:15 – 10:45
Public Meeting: 11:00

12 MARCH 2015 (Reconfirmed)
FOCUS: Value for Money
Public Meeting 10am

1
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14 JULY 2015
FOCUS: Risk Management and Review and Advice on Internal Controls
Member Pre-Meeting 09.00 – 9.30
Meeting with Auditors: 09:40 – 10:10
Meeting with Auditors: 10:15 – 10:45
Public Meeting: 11:00

24 SEPTEMBER 2015
FOCUS: Financial Reporting /Final Accounts/Data Quality and
Appraisal
Public Meeting: 10am

8 DECEMBER 2015
FOCUS: Risk Management
Member Pre-Meeting 09.00 – 9.30
Meeting with Auditors: 09:40 – 10:10
Meeting with Auditors: 10:15 – 10:45
Public Meeting: 11:00
3.

RECOMMENDATIONS

i.

To discuss and consider the future meeting dates of the JARAC.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

2
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LOW

MEDIUM

HIGH

Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel

Contact details

Helen Boffy

in the event

External telephone number: 03001226005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
None
ATTACHMENTS
None
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JOINT AUDIT RISK AND ASSURANCE COMMITTEE
11 DECEMBER 2014
REPORT OF THE CHIEF CONSTABLE

6A:

HMIC INSPECTION ACTIVITY

1.

PURPOSE OF THE REPORT

1.1

To inform Committee members of the HMIC activity within force over the past
12 months.

1.2

Per note 29.4 of the March 2014 JARAC minutes (It was agreed that an HMIC
inspection report be provided to the committee just once per year and future
reports should provide a briefer overview of activity and include; the total
number of inspections and the total number of issues transferred to the risk
register during the period in question.) a full report will be provided to the
committee on HMIC inspection activity in December. This will follow
publication of HMICs first full force inspection which is scheduled for each
November.

2.

INFORMATION AND ANALYSIS

2.1

The force has been subjected to six HMIC inspections in the past 12 months.
Domestic Abuse

2.2

This inspection took place in December 2013 with the report being published
on 27 March 2014. Inspectors found that whilst there was some effective
working to tackle domestic abuse there were areas that required further
development. Staff demonstrated that they committed to supporting victims
and making them safe. As a result of this inspection an action plan has been
put in place and is attached at Appendix A for the information of members.
This is being overseen by the Head of Crime Support.
Core Business

2.3

This inspection took place in March 2014 with the final report being published
on 4 September 2014. Inspectors noted some particular areas of praise, such
as the force had clear policies and procedures to enable it to consistently
identify vulnerable and repeat victims of crime and anti-social behaviour. An
individual force report was not published but a national report made 39
recommendations to all forces. These recommendations are currently being
overseen by numerous department heads coordinated by corporate services.
Valuing the Police 4
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2.4

This inspection took place in May 2014 with the final report ‘Responding to
Austerity’ being published on 22 July 2014. The overall judgement at how well
the force provided value for money was good. The force was also assessed
as good in ensuring a secure financial position for the short and long term, in
providing an affordable way of policing and in being an efficient force.
Police Integrity and Corruption

2.5

This inspection took place in June 2014 with the final report being published
on 27 November 2014. The force was highlighted as having made excellent
progress in implementing ethical and professional behaviour. As well as being
very effective in protecting the organisation from threats such as corruption.
The report made one recommendation that the constabulary should work proactively with EMSOU to ensure effective counter-corruption processes in
respect of seconded staff. This is being overseen by the head of PSD.
Crime and Data Integrity

2.6

This inspection took place in July 2014 with the final report being published on
18 November 2014. The force was highlighted as being good at recording
crime which means that victims of crime are more likely to receive the service
they deserve. The report made four recommendations:- To ensure a full
understanding of the demand within the call centre, to ensure that incidents
reported elsewhere other than call centre are recorded as crimes where
appropriate, and two relating to out of court disposals and ensuring
appropriateness when these are delivered. Each recommendation is being
taken forward by the respective force lead.
Undercover Policing

2.7

Of the 49 recommendations within this report the majority are national
considerations for the College of Policing, the National Source Working Group
and National Crime Business Area to resolve and disseminate appropriately.
Others will be dealt with by the EMSOU Covert Unit in conjunction with
Forces.

2.8

On 27 November 2014 HMIC also published the first of their regular all force
inspections. This PEEL (police effectiveness, efficiency, legitimacy)
assessment will be published each November and give grading’s across
sixteen different areas. The 2014 report was ‘incomplete’ as much of the
inspection programme is still in the process of being designed.

2.9

HMIC have reported that in terms of effectiveness (in general) the force is
good at reducing crime and preventing offending, good at investigating
offending and good at tackling anti-social behaviour. The efficiency with which
the force carries out its responsibilities is good. The force is acting to achieve
fairness and legitimacy in most of the practices that were examined and has
outstanding arrangements in place to deal with corruption.

2.10

When an inspection takes place and there are recommendations made by the
HMIC, then the relevant business lead is alerted and where applicable, action
2
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plans created. Any significant risks are transferred to the risk register.
Corporate Services maintain the overview of such plans. No issues have been
transferred to the risk register in the last 12 months.
2.11

The force is ensuring compliance with recommendations from each report.
There is one formal action plan currently in place relating to domestic abuse
(as above) attached at Appendix A.

2.12

HMIC has not published an inspection timetable for 2015. The force is
expecting to be inspected on its arrangements in relation to child protection.
This will be an unannounced visit and preparation for this is being overseen
by the head of Crime Support. The force is also assisting HMIC in designing
an inspection in relation to ‘digital crime’ and they will be visiting in January to
complete this.

3.

RECOMMENDATIONS

3.1

To determine if the Committee can gain direct assurance that there is a
process in place, to implement where relevant, HMIC recommendations.

4.

IMPLICATIONS

4.1

Legal/Personnel and Environmental Considerations
HMIC operates under a legal framework set out within the Police Act 1996
and is the primary body that informs parliament and the public about the state
of policing in the UK. Chief Officers and the Police and Crime Commissioner
are obligated to plan policing to meet nationally established standards. The
Home Secretary has reserved powers to deal with persistently underperforming forces.

4.2

Financial Considerations
Recommendations from any inspection activity can carry financial
considerations. Internal inspections have regard to issues of efficiency,
effectiveness and economy.
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required
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Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

LOW
x
x
x

MEDIUM

HIGH

x
x
x
x
x

Name: Chief Superintendent Sunita Gamblin
External telephone number: 0300 122 4196
Email address: sgbenquiries@derbyshire.pnn.police.uk

ATTACHMENTS
Appendix A – Domestic Abuse Action Plan

4
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Derbyshire Constabulary
HMIC Domestic Abuse Inspection 2013

Action Plan

Our twelve recommendations are designed
to tackle any risks identified in the service offered
to victims of domestic abuse in Derbyshire.
Recommendation
fully addressed

1
2
3

Recommendation
work in progress

HMIC Comment

Action

The force should consider the appropriateness
of using restorative justice for offences in
intimate relationships. Particularly how any
action will prevent further offences of domestic
abuse or reduce the risk to the victim.

The use of restorative justice has been
reviewed. It is no longer an option in
domestic violence offences involving
intimate partners.

The force should review its use of its Domestic
Abuse Perpetrator Scheme (DAPS) to assess
whether there is evidence that it prevents
re-offending, provides support to the victim
and reduces risk or potentially increases the
level of risk.

A review has taken place and the
DAPS is no longer used.

In line with CAADA guidance the threshold
for referring a matter to the MARAC
(Multi-Agency Risk Assessment Conference)
should be reduced. With only 1 in 4 high risk
cases currently being referred to MARAC the
opportunity for other agencies to collectively
provide support could be lost. This would
require an assessment of how the MARACs
are run across the force.
(Co-ordinated Action Against Domestic Abuse
(CAADA) is a national charity supporting a
strong multi-agency response to domestic
abuse)

The threshold for Domestic Abuse
Stalking and Harassment assessment
(DASH) high risk scoring has been
reduced from 17 to 14 to increase the
level of protection to victims.
A new member of staff was employed
in the MARAC in April 2014 and other
staffing issues are being addressed.

HMIC Comment

4

Action
The force uses the standard definition
of repeat victim.

The force should adopt an appropriate
definition of repeat victim and ensure there is
an effective response to the risk. The force
does not have a standard definition of repeat
victim.

Definitions of repeat and serial
perpetrators have been introduced.
Work is ongoing to update the crime
recording system to identify and flag
patterns of offending.
Divisional officers now know who the
repeat victims and offenders are in their
local areas.
A system has been introduced to quickly
identify repeat victims or offenders.

5

The force should review the process for
completing the DASH risk assessment.
This is to ensure:
• The form is completed as thoroughly as
possible by the attending officer having
regard to all the questions.

• The level of risk is assessed by officers and
staff using their professional judgement
rather than by computer

6
The force should undertake analysis of the
training requirements of officers and staff to
ensure they fully understand domestic abuse,
including coercive and psychological control.
It should also include raising awareness of
what options are available when undertaking
safeguarding of the victim.

7

The force should urgently reassess how
it undertakes reviews of the DASH risk
assessments. The back log of DASH risk
assessments within the central referral unit
(CRU) is a concern.

DASH risk assessment aide memoires
were sent to all officers in January 2014.
DASH aide memoires are handed to
student officers during their training on
public protection issues.
Training is continuing.

Refresher training for all officers on
domestic abuse issues specifically
including coercive and controlling
behaviour and the support services
available to domestic abuse victims
began in July 2014.
Work is continuing to ensure that a
continuous rolling programme of
training is introduced.
A domestic abuse toolkit has been
developed to assist officers on what is
required at an incident and also assist
officers with signpost support for victims.
The processing of standard referrals
within CRU has been reviewed and
staffing has increased to reduce the
backlog of forms.

HMIC Comment

8
9
10

11

12

The force urgently needs to review the process
where standard risk assessments which have
not been reviewed within the 7 day guidelines
are closed without any further assessment
of risk or review of what action is required
including support to the victim.

The force should review the meeting structure
to evaluate whether the engagement at ACPO
level with key partners, especially the voluntary
sector is appropriate.

The force should undertake a review to ensure
there is clear oversight to ensure that the three
BCUs deliver an efficient and consistent service
to victims of domestic abuse and captures the
good practice within the force.

Action
The closure of referrals after seven
days stopped in February 2014.
A domestic abuse flowchart is in place
offering clear and precise guidance.

The domestic violence and serious
sexual violence governance board
now reports to the Derbyshire
Criminal Justice Board and the Safer
Communities Board in the city
and the county.
A strategic domestic violence oversight
group has been introduced and is held
every six weeks. It involves chief officers
and representatives from the BCUs.
This board monitors a number of action
plans impacting on public protection
and the Head of Public Protection acts
as the link with the DV/SSV governance
board

To consider how best to analyse data so that
the force understands whether it is doing well
and how it can improve. There is a wealth of
data which, if assessed, could help the force
build on the positive action taken by front line
officers.

Public protection performance meetings
have been introduced. The Assistant
Chief Constable reviews performance
data in all areas of public protection.

The force should consider how best to identify
and manage serial domestic abuse offenders.
Whilst some perpetrators may be managed
through the MAPPA/MARAC process the force
does not currently have a structured process to
tackle those who commit offences of domestic
abuse against more than one victim.

Definitions for repeat and serial offenders
have now been introduced. The crime
recording system has been updated
to allow serial and repeat offenders to
be easily identified. Work to improve
computer systems is continuing.

Monthly performance packs are now
produced which include data on
domestic violence.

Repeat and serial perpetrator lists have
been produced and sent to BCUs and
specialist domestic violence teams.
A disruption toolkit and a profile sheet
are available for officers along with an
offender management tool.
The lists are discussed monthly by local
officers and a monitoring and feedback
process is in place.
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REPORT OF THE CHIEF CONSTABLE

7A:

FORCE RISK MANAGEMENT

1.

PURPOSE OF THE REPORT

1.1

To assure the Joint Audit, Risk and Assurance Committee (JARAC) of the
arrangements in place with regards to the management of risk.

1.2

To update the Police and Crime Commissioner (PCC) on progress of work
being undertaken in the relation to the development of the Forces risk
management process and to inform of any significant changes in the impact
or likelihood of current risks contained within the latest review of the Strategic
Risk Register.

2.

INFORMATION AND ANALYSIS

2.1

The Chief Constable is responsible for the management of the Force’s
operational and strategic business risks and is supported by an executive
team which determines the Force’s appetite for risk; this is carried out as an
on-going monitoring process dictated by climate and operational
circumstances.

2.2

Effective risk management will also assist the PCC in achieving his vision and
strategic objectives, optimising the quality and efficiency of our service
delivery and upholding and enhancing our reputation. The way the Force
manages its risk will impact substantially on the PCC and the reverse is true
for the way the Commissioner manages his risks. In some cases risks are
shared jointly.

2.3

In order to support arrangements for good corporate governance it is
necessary for the Force to have a clear statement of its overall position in
relation to corporate risks which are reviewed on a regular basis. The
Corporate Risk Register (CRR) is a key governance document as part of this
process. In the main the risks represent long-term issues, and typically remain
on the register for long periods. New risks can occasionally be incorporated
into an existing risk or on occasions by the creation of a separate new risk.
Major operations or operational risks would not normally feature on the CRR
unless it was felt that they would impact significantly on the ability of the Force
as a whole with regard to service delivery.

2.4

Under the Risk Management Strategy 2013-15, the CRR captures the key
strategic risks and major challenges faced by the Force, allowing the
Executive, Divisional Commanders and Heads of Department to make
informed decisions in terms of their management. On the register each risk is
assigned a ‘traffic light’ inherent risk rating.
1
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2.5

It is important to note that risks are liable to change as circumstances alter
and the CRR presents the position at a point in time. The register will continue
to be refreshed with risk owners having a responsibility to ensure the register
remains focused and relevant.

2.6

The CCR risks are assigned to a Chief Officer, Divisional Commander or
Head of Department to ensure the most senior level of ownership and
accountability.

2.7

The remainder of this report focuses on changes that have been made in the
latest review of the Force’s business risks.

3.

RISK MANAGEMENT BOARD

3.1

The Force Risk Management Board (RMB) meets every four months and is
chaired by the Deputy Chief Constable (DCC), with the most recent meeting
taking place in August 2014. Committee members will note that the Treasurer
from the OPCC is also a member of the RMB and assists in raising the profile
of Risk Management bringing forward ideas/suggestions which may be
relevant for inclusion in the CRR.

3.2

Following the latest review of the register the Board considered updates on
high priority (red risks) provided by our risk owners; deciding whether any reprioritisation/rescoring was necessary and whether both existing and planned
controls in response to high priority risks are both sufficient and controlled as
far as is practicable.

4.

STRATEGIC RISK REGISTER REVIEW – UPDATE

4.1

The appointed risk owners have reviewed their risks via an intranet-based
software solution. The relevant senior officers have been mandated by the
DCC to consider each risk under their control and in full consultation with their
respective Command or Senior Management teams.

4.2

The key risks including those operational risks with a strategic impact facing
the Force have been assessed, analysed and rescored using a risk matrix,
any confidential risks are not highlighted in this report. A total of 64 risks now
exist following the latest review and in light of information obtained from our
risk owners. Currently, there are 2 risks with high (Red) residual scores, 22
with medium (Amber) residual scores and 40 risks with low (Green) residual
scores. The latest review provided an opportunity to archive three risks
including the creation of seven new risks for consideration and acceptance by
the Board. Based on discussion and updates from risk owners, Board
members were satisfied with present scorings of the Force’s high level risks
although some risks can be rescored based on updates provided by board
members. The archived and restored risks are also briefly outlined as below.

2
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4.3

Reduction in Funding and Uncertainty of Funding Levels in future years
Risk

Impact
Likelihood Residual
Score
Score
Score
STR1192
3
3
9
Finance
High
High
Red
Risk Owner: Head of Strategic Finance

Previous
Score
9
Red

Movement

The financial outlook is uncertain as the Government is continuing to
announce grant settlements for one year at a time. There will be deeper cuts
for 2015/16 and even predictions that the period of austerity could last up to
2020. As a result, every aspect of police spending has been reviewed and the
Constabulary has agreed a clear long-term plan to close the remaining budget
gap over the next five years. Risk update acknowledged by the Board
including no change to risk score.
4.4

Functionality of Case and Custody System

STR1741
Operational

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

3
High

3
High

9
Red

9
Red

Movement

Risk Owner: ACC Operational Support

A number of upgrades have been implemented to improve the functionality of
the computer system, although a small number of issues still remain. The
Project Board has agreed that all outstanding issues will be reviewed again
prior to further consideration of closure of the dedicated project board and
adopting a “business as usual” approach to future upgrades. Risk update
acknowledged by the Board including no change to risk score.
4.5

Industrial Action
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1062
Leadership
3
2
6
and Strategic High
Medium
Amber
Planning
Risk Owner: Head of Human Resources

Previous
Score

Movement

3
Green

At the present time, UNISON and other trade unions are seeking to ballot
members on the issue of potential industrial action. Contingency planning for
this event has already commenced, with the emphasis on business continuity
during any period of action announced by the unions. Risk update
acknowledged by the Board including increase to risk score.

3
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4.6

Potential withdrawal of Fuel Card Contract by Supplier
Risk

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

STR1758
Operational

3
High

2
Medium

6
Amber

2
Green

Movement

Risk Owner: Head of Assets

The fuel card contractor continues to provide an uninterrupted service but the
work to finalise long-term arrangements remains ongoing.
A further
competition conducted by Crown Commercial Services (CCS) for the UK
Police Service is currently taking place on the CCS Framework Agreement for
Fuel Cards. Risk update acknowledged by the Board including increase to risk
score.
4.7

Sharing of Information with ‘Partner Agencies’
Risk

Impact
Score

STR1092
3
Operational High

Likelihood
Score

Residual
Score

Previous
Score

2
Medium

6
Amber

4
Green

Movement

Risk Owner: Head of Corporate Services

A review of Information Sharing arrangements for the Public Protection Unit is
ongoing, supported by the force’s Data Protection (DP) team, in order to
ensure that appropriate arrangements are in place for the proper sharing of
data with partners in pursuit of shared outcomes. However, in light of current
external scrutiny around the whole issue of data sharing, the decision has
been taken to increase its score. Risk update acknowledged by the Board
including increase to risk score.
4.8

Failure to meet Derbyshire ‘Police and Crime Plan’ Priorities
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR 1057
Leadership
3
1
3
and Strategic High
Low
Green
Planning
Risk Owner: Head of Corporate Services

Previous
Score

Movement

6
Amber

Having reviewed the many existing controls to mitigate this risk, including
robust monitoring processes, it is considered that its current level of scoring to
be too severe. The decision has been taken to reduce the risk scoring. Risk
update acknowledged by the Board including decrease to risk score.

4
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4.9

Failure to comply with MoPI
Risk

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

STR1050
2
1
2
Knowledge
Medium
Low
Green
Management
Risk Owner: Head of Corporate Services

Movement

6
Amber

Having reviewed the many existing controls to mitigate this risk, including
robust monitoring processes, it is considered that its current level of scoring to
be too severe and following consultation the decision has been taken to
reduce the risk scoring. Risk update acknowledged by the Board including
decrease to risk score.
4.10

Firearms Range (FHQ)
Risk
OPS1830
Operational

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

2
Medium

4
Very High

8
Amber

-

Movement

NEW
RISK

Risk Owner: Divisional Commander (Operational Support)

The age and the design of the force’s firearms range mean that it is becoming
increasingly difficult to maintain the current facility to the standards required
by the College of Policing. Work is underway to identify the best long term
provision of firearms training facilities, linked in with the development of the
joint Police/Fire HQ building project which will impact upon the current range.
New risk acknowledged by the Board including risk score.
4.11

Joint Force Headquarters Project
Risk

Impact
Score

Likelihood
Score

SE1832
3
2
Infrastructure
High
Medium
and Assets
Risk Owner: Head of Assets

Residual
Score

Previous
Score

6
Amber

-

Movement
NEW
RISK

The Joint Force Headquarters project with Derbyshire Fire and Rescue
Service (DFRS) involves major capital investment to provide a cost effective
and sustainable building fit for modern policing and a fire and rescue Service
provision. Such a construction project is inherently complex and dynamic and
will present key challenges in the next 2 years in terms of project timescales,
cost, quality, safety and environmental sustainability. Currently, there is still a
large quantity of unknown information with regard what cables are located in
current ducting around the force headquarters site. A number of requests
have been made to British Telecom and Cable Dynamix for surveys to be
carried out and specific information provided with regard what cables are
5
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located where, what they are used for/supply and if they are live or dead etc.
This lack of information is already included within the Project Risk Register,
although currently ranked as a medium risk at the last Infrastructure Group
meeting held on 5 August it was agreed that this risk needs increasing to high,
as this lack of information could delay the commencement of the 'Enabling
Works', as the risk would be too high to start any excavation works until the
functions/routes of all cabling is known. New risk acknowledged by the Board
including risk score.
4.12

Technical IT Failure - Uploading to PLX
Risk

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

STR1795
Operational

3
High

2
Medium

6
Amber

-

Movement
NEW
RISK

Risk Owner: Head of Corporate Services

The force is currently encountering an IT related problem whereby several of
its computer systems are not consistently uploading to PLX in the way
required. The IS Department is fully aware of the problem and is seeking to
provide a solution to rectify the problem but in the interim, there is a risk of
incomplete data sets being available through the PLX. New risk
acknowledged by the Board including risk score.
4.13

Partnership Funding Arrangements Impacting on Policing
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1803
Community
2
2
4
Engagement
Medium Medium
Green
and Partnership
Risk Owner: Head of Corporate Services

Previous
Score
-

Movement
NEW
RISK

The force is aware that key partnership decisions are likely to have an
associated impact upon policing in the County and City, where the force
works closely with partner agencies. Arrangements are in place for partners
to share strategic funding decisions made by their respective organisations to
ensure that all are sighted on each other’s cost reduction plans but there is a
risk that decisions taken in isolation may have unforeseen consequences on
other partners. New risk acknowledged by the Board including risk score.
4.14

Custody Suites - Cell Ligature Risk
Risk

Impact
Likelihood
Score
Score
CRIMJ1285 4
1
Operational Very High
Low
Risk Owner: Head of Criminal Justice

Residual
Score
4
Green

Previous
Score
-

Movement
NEW
RISK

6
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Following inspection it has been determined that the holes in ventilation grilles
located in cells at B, C, D and Ripley are 2.5mm in diameter. Home Office
guidance changed in 2009 and states that they should be 2mm, this is to
minimise the potential of creating a ligature risk. Custody Suite staff risk
assess all detainees and thoroughly search the person for items which might
be used as a ligature prior to entering a cell. Clothing is also removed where
necessary and a 'cell-suit' provided with increased levels of observation
(CCTV) employed for detainees at risk of self-harm/suicide. A review is
currently being conducted to identify the implications and the costs of
changing the ventilation grilles. New risk acknowledged by the Board
including risk score.
4.15

Security Risk – Truecrypt
Risk

Impact
Likelihood
Score
Score
CRIME1804 1
1
Operational Low
Low
Risk Owner: Head of Crime Support

Residual
Score
1
Green

Previous
Score
-

Movement
NEW
RISK

‘Truecrypt’ is a software encryption product used to secure both disks and
other hardware, which its suppliers have now declared to be less secure than
once thought. The risk is being mitigated by the force, albeit the probability of
breaking the encryption code in order to access data is minimal. New risk
acknowledged by the Board including risk score.
4.16

Public Fear of Crime
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1019
Community
2
2
4
Engagement and Medium Medium
Green
Partnership
Risk Owner: Head of Corporate Services

Previous
Score

Movement

4
Green

RISK
CLOSED

This risk was created in 2011 in direct response to the CSP review of which
the policing landscape has altered significantly since it was established.
Having analysed the risk controls it is now considered to be obsolete as much
of the risk mitigation is also contained and overseen by other strategic risks
held on this system, such as STR1106, STR1060, STR1093 and STR1057. It
was therefore requested to seek board approval to close the risk. Update
acknowledged by the Board with acceptance to close the risk.

7
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4.17

Chief Officer Continuity
Risk

Impact
Likelihood
Score
Score
STR1767
1
1
Operational Low
Low
Risk Owner: Deputy Chief Constable

Residual
Score
1
Green

Previous
Score
1
Green

Movement
RISK
CLOSED

The appointments of both ACC Knighton and ACC Bates have now
strengthened the force executive and will further provide a degree of stability
in the long-term. Therefore, given this is a low scoring risk it was therefore
requested to seek board approval to close this risk. Update acknowledged by
the Board with acceptance to close the risk.
4.18

Police and Crime Commissioner (PCC) - Transition Governance
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1349
1
1
1
Political and
Low
Low
Green
Compliance
Risk Owner: Head of Corporate Services

Previous
Score

Movement

1
Green

RISK
RESTORED

The PCC has been in post since November 2012 with a governance structure
now well established. There are also strong communication links in place
between the Office of the Police and Crime Commissioner (OPCC) and
Corporate Services with no significant issues identified between both OPCC
and the Force Executive.
As a result, the transitional governance
requirements of this risk are no longer considered relevant or required.
Following discussion the Board agreed the risk should remain open for the
time being, pending final resolution of the ‘Scheme for Consent’ to underpin
the future governance arrangements. Update acknowledged by the Board
with decision to restore the risk.
5.

INTERNAL AUDIT OF RISK MANAGEMENT

5.1

In July 2014, the forces internal audit consultants Baker Tilley undertook a
review of our risk management arrangements for both OPCC and the
Constabulary as part of the approved internal audit periodic plan for 2013/14.
The report concluded “The Board can take substantial assurance that the
controls upon which the organisation relies to manage this risk are suitably
designed, consistently applied and effective”. This conclusion feeding into the
overall assurance level is based on the evidence obtained during the review.
The OPPC received one recommendation; categorised as (Low) relating to
formally setting timescales for their risk register review. The report has
subsequently been uploaded to the Risk Management web-page.

8
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6.

POLICE RISK REGISTER ANALYSIS

6.1

In May 2014 the forces internal audit consultants Baker Tilly undertook an
exercise to analyse their clients Strategic Risk Registers across 11 Police
Forces to identify key theme and trends. Following a brief discussion the
Board asked for the report to be uploaded to the risk management web-page.

7.

FORCE INSURERS - RISK ASSESSMENT REVIEW (RAR)

7.1

In November a senior risk control consultant from the Force Insurers
(Travlers) is to carry out a RAR covering Operational, HR and H&S
Management including analysis of our Claims Defence Programme/Loss
History. A report detailing their findings will be presented to the Risk
Management Board in April 2015.

8.

ORCHID

8.1

Nottinghamshire Police have given notice to withdraw from the collaboration
for operating the intranet-based risk management software at the end of
March 2015.

9.

RECOMMENDATIONS

9.1

The JARAC receives the report to gain direct assurance that this area of
business is being managed efficiently and effectively.

10.

IMPLICATIONS
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be
contained within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required

Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

LOW
X

MEDIUM

HIGH

X
X
X
X
X
X
X
Name: Chief Superintendent Sunita Gamblin
External telephone number: 0300 122 4196
Email address: sgbenquiries@derbyshire.pnn.police.uk
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11 DECEMBER 2014
JOINT REPORT OF THE TREASURER AND THE DIRECTOR OF FINANCE

8A:

PROPOSED EXTERNAL AUDIT SCALE FEES AND WORK PROGRAMME

2015/16

1.

PURPOSE OF THE REPORT

1.1

To consult with the Committee on the fee level proposed by the Audit
Commission and to be charged by KPMG for the audit of the 2015/16
accounts.

1.2

To consult with the Committee on the proposed national audit work
programme for 2015/16.

2.

INFORMATION AND ANALYSIS

2.1

This consultation relates to a proposed national work programme and scale
fees for the external audit as notified to the Police and Crime Commissioner
and the Chief Constable. The proposed fees are 25% less than those for the
current year (shown in brackets), at £31,035 (£46,000) and £15,000 (£20,000)
respectively.

2.2

A copy of the scale fees and work programme is attached as Appendix A to
the report. Appendix B shows the proposed scale fees for all police bodies.

2.3

An External Audit Plan and fee letters are expected, to be received in due
course.

2.4

The commission do not plan to make changes to the work programme for
police bodies for 2015/16, and have therefore proposed their fees for these
bodies at the levels applicable for 2014/15 with a reduction.

2.5

The Audit Commission expects to close on 31 March 2015, as a result of the
provisions of the Local Audit and Accountability Act 2014. The Commission
1
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will set the fees and work programme for 2015/16, which will be the first year
of audit following our closure.
2.6

The Commission’s current contracts with audit suppliers run until 2016/17,
with a possibility of extension for up to three years. The responsibility for
overseeing these contracts until they end, and for setting fees under them, will
pass to a transitional body from April 2015. Ministers have announced that an
independent private company to be set up by the Local Government
Association (LGA) will be the transitional body.

2.7

The work programme (detailed further in the attached appendix) will cover
audit, based on audit risk; local value for money work; national reports,
‘Auditing the Accounts’; certification work for some bodies; and assessment
and inspection work as required.

2.8

Mr. Cordoza, a Director KPMG, will be present to talk to this report and
answer Members’ questions.

2.9

Following discussion a formal response will be submitted.

3.

RECOMMENDATIONS

i.

To comment on the work programme for 2015/16

ii.

To comment on the scale fees for the 2015/16 audit

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required
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LOW
Crime & Disorder

√

Environmental

√

Equality & Diversity

√

MEDIUM

HIGH

√

Financial
Health & Safety

√

Human Rights

√
√

Legal
√

Personnel

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
None
ATTACHMENTS
Appendix A. Proposed External Audit Scale Fees and work programme 2015/2016:
Audit Commission October 2014
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Proposed work
programme and
scales of fees
2015/16
Local government and police bodies
October 2014

The Audit Commission’s role is to protect the public purse.

We do this by appointing auditors to a range of local public bodies in
England. We set the standards we expect auditors to meet and
oversee their work. Our aim is to secure high-quality audits at the
best price possible.

We use information from auditors and published data to provide
authoritative, evidence-based analysis. This helps local public
services to learn from one another and manage the financial
challenges they face.

We also compare data across the public sector to identify where
services could be open to abuse and help organisations fight fraud.
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Audit Commission

Proposed work programme and scales of fees 2015/16

1

Introduction

This consultation document sets out the work that auditors will
undertake at local government and police audited bodies during 2015/16,
with the associated scales of audit fees and indicative certification fees. A
separate consultation document covers the work programme and scales of
fees at local NHS bodies.
1

The consultation does not cover small bodies subject to the limited
assurance regime. Fee scales for small bodies were set in April 2012 for
five years and are available on the Audit Commission’s website.
2

We hope the information set out in this document is helpful to
stakeholders in considering our proposals for the 2015/16 work programme
and scale fees, as well as supporting audited bodies’ financial planning.

3

Background
The Local Audit and Accountability Act 2014 provides for the closure of
the Audit Commission and the introduction of a new framework for local
public audit.

4

The Audit Commission will close on 31 March 2015. The Department for
Communities and Local Government (DCLG) has asked the Commission to
set external audit fees for 2015/16 for principal bodies before it closes.
5

We plan to publish the confirmed 2015/16 work programme and scales
of fees in March 2015. We have a statutory duty to consult stakeholders
before prescribing a scale of fees. We consult audited bodies themselves,
where possible, as well as their representative associations, relevant
government departments and the accountancy profession.

6

From 1 April 2015 a transitional body, Public Sector Audit Appointments Limited
(PSAA), established by the Local Government Association (LGA) as an
independent company, will oversee the Commission’s audit contracts until
they end in 2017 (or 2020 if extended by DCLG). PSAA’s responsibilities will
include setting fees, appointing auditors and monitoring the quality of
auditors’ work. The responsibility for making arrangements for housing
benefit certification and for publishing the Commission’s value for money
profiles tool will also transfer to PSAA.

7

From 1 April 2015, the Commission’s other functions will also transfer to
new organisations:

8

• responsibility for publishing the statutory Code of Audit Practice and
guidance for auditors will transfer to the National Audit Office (NAO),
for audits of the accounts from 2015/16;

Audit Commission

Proposed work programme and scales of fees 2015/16

2

• the Commission’s responsibilities for local value for money studies
will also transfer to the NAO;
• the National Fraud Initiative (NFI), which has helped to detect fraud,
overpayments and errors totalling £1.17 billion since 1996, will
transfer to the Cabinet Office; and
• the Commission’s counter-fraud function will transfer to the new
public sector Counter Fraud Centre established by the Chartered
Institute of Public Finance and Accountancy (CIPFA).
We will be writing to audited bodies and other stakeholders in the
coming months with more information about the transfer of the
Commission’s functions and where to find details about specific topics. The
changes are summarised at Appendix 1 to this consultation, which is
provided for information.
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Audit contracts
10 In March 2012 the Commission completed a procurement exercise to

outsource the work of its in-house audit practice, covering 70 per cent of
principal audits. This exercise, and other efficiencies, allowed the
Commission to make reductions of up to 40 per cent in audit and
certification fees from 2012/13, subject to annual review.
11 The Commission completed a further audit procurement exercise in

April 2014, retendering the work done under contracts with audit firms
originally awarded in 2006 and 2007, covering 30 per cent of principal
bodies. This procurement has enabled the Commission to make a further
reduction of 25 per cent in the annual audit and certification fees paid by
local public bodies from 2015/16.
12 The new contracts awarded in the 2014 procurement are for two years,

with the potential for extension by a further three years. The contracts will
finish either in 2017, or in 2020 if extended. The Commission’s other audit
contracts, awarded in 2012, finish at the same time as the 2014 contracts.
Extending the contracts to 2020 would ‘lock in’ reduced audit fees,
delivering further savings for audited bodies.

2015/16 fees
13 We do not plan to make changes to the overall work programme for

local government and police audited bodies for 2015/16. We therefore
propose that 2015/16 scale audit fees and indicative certification fees are
set based on the fees applicable for 2014/15, reduced by 25 per cent.
14 The 25 per cent reduction will not apply to fees for pension fund audits,

where fee pressures are rising due to the increasing complexity of the funds
audited. The reduction will also not apply to 15 local government audited
bodies whose 2014/15 audit scale fees are already below £20,000. This is
because there is no scope to reduce fees below this level and still ensure
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the auditor is able to complete an audit compliant with the Code of Audit
Practice and professional standards.
15 The Commission may approve variations to published scale fees and

indicative certification fees for individual audited bodies, to reflect changes
in circumstances or audit risks.
Joint committees
16 The Local Audit and Accountability Act 2014 removes the requirement

for the accounts of joint committees to be subject to audit. DCLG has
confirmed to the Commission that this change will apply from 2015/16. We
are therefore not consulting joint committees on proposed 2015/16 fees.
Police bodies
17 Police bodies experienced further governance changes in 2014/15, with

stage 2 transfers of staff and assets. We do not think this should increase
scale audit fees for 2015/16, but will continue to keep the scales of fees for
police bodies under review to ensure they are consistent with auditors’
assessments of audit risks.

Fees beyond 2015/16
18 The Commission’s contracts with audit suppliers run until 2017, with a

possibility of extension for up to a further three years. The responsibility for
overseeing these contracts from April 2015 will pass to Public Sector Audit
Appointments (PSAA), the independent company set up by the LGA. PSAA
will set fees for 2016/17, and any subsequent years if contracts are
extended.

Responding to this consultation
19 We welcome comments from stakeholders on the proposals contained

in this document by Friday 9 January 2015.
20 Please send comments by email to:

workandfeesconsultation@audit-commission.gsi.gov.uk
or by post to Jon Hayes, Associate Controller of Audit (Compliance), at:
Audit Commission,
1st Floor, Fry Building
2 Marsham Street
London, SW1P 4DF
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Proposed work programme for 2015/16

Audit
21 Under the provisions of the Local Audit and Accountability Act 2014, the

National Audit Office (NAO) will be responsible for publishing the statutory
Code of Audit Practice and guidance for auditors from April 2015. Audits of
the accounts for 2015/16 will be undertaken under this Code, on the basis of
the work programme and scale fees set out in this consultation. The NAO‘s
draft Code is available on the NAO website.
22 Auditors tailor their work to reflect local circumstances and their

assessment of audit risk. They do this by assessing the significant financial
and operational risks facing the body, and the arrangements it has put in
place to manage those risks.
23 Under the Commission’s audit contracts, Public Sector Audit

Appointments (PSAA) may specify additional audit work which supplements
the local risk-based approach to planning the audit and the requirements set
out in the NAO’s Code of Audit Practice. This is consistent with the previous
arrangements under the Commission’s Code. For 2015/16, no additional
work is specified.
24 Auditors are no longer required to undertake certification work on

national non-domestic rates, following the introduction in April 2013 of new
arrangements for collecting and distributing business rates. In completing
their work on the financial statements, auditors previously placed reliance
on their work to certify returns on national non-domestic rates to DCLG. In
the absence of this work, auditors will need to undertake additional audit
procedures on material business rates balances and disclosures in the
financial statements. This will require a small increase in the scale audit
fees for applicable councils, but provides a net saving to councils of half the
average previous certification fees.
25 The Chartered Institute for Public Finance and Accountancy (CIPFA)

has confirmed that the 2016/17 Code of Practice on Local Authority
Accounting in the United Kingdom will adopt the measurement requirements
of the CIPFA Code of Practice on Transport Infrastructure Assets.
CIPFA/LASAAC considers this change in accounting policy is equivalent to
a change in IFRS, and has indicated that relevant disclosures will be
required in the 2015/16 financial statements. Fees for additional work
identified by auditors at individual audited bodies in 2015/16 will be subject
to approval under the normal fee variations process.
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Auditors’ local value for money work
26 Under the Local Audit and Accountability Act 2014, auditors are

required to satisfy themselves that an audited body has made proper
arrangements for securing economy, efficiency and effectiveness in its use
of resources (the value for money conclusion).
27 Auditors will apply a risk-based approach to their local value for money

work, giving a conclusion on the arrangements in place. The NAO’s Code of
Audit Practice and supporting guidance for auditors set out the approach
and reporting criteria applicable for principal bodies.
28 A value for money conclusion is not required for audited bodies with

annual income or expenditure of less than £6.5 million and which are
subject to limited assurance audit. This is in line with the threshold set in the
Accounts and Audit (England) Regulations 2011 defining smaller relevant
bodies. DCLG has consulted on an update to the Regulations, but this does
not affect the audit threshold.
29 Where a body with annual income or expenditure of less than £6.5

million elects to prepare accounts as a larger relevant body, it is subject to a
full Code audit including a VFM conclusion.
30 Our website provides further information about the VFM conclusion.

Certification work
31 As well as their work under the Code, appointed auditors, as agents of

the Commission, have previously certified certain claims and returns. DCLG
and HM Treasury have worked with grant-paying bodies to develop other
assurance arrangements for certifying claims and returns following the
closure of the Commission.
32 At the request of the Department for Work and Pensions (DWP),

auditors appointed under the Commission’s audit contracts will continue to
certify local authority claims for housing benefit subsidy in 2015/16, using
the arrangements previously developed by the Commission.

National reports
33 In previous years, the Audit Commission has published its annual

Auditing the Accounts report. This report summarises the results of auditors’
work on audited bodies’ financial statements and arrangements to secure
value for money.
34 PSAA will continue to publish an Auditing the Accounts report on the

results of auditors' work.
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Proposed scales of fees for 2015/16

Scales of audit fees for local government and police
bodies
35 The scales of fees for 2015/16 reflect the cost of the work programme

outlined above. The proposed 2015/16 scale fees for each local government
and police audited body is available on our website.
36 The proposed scale audit fees for 2015/16 audits are the scale fees

applicable for 2014/15 less a reduction of 25 per cent. Scale fees have not
been reduced for pension fund audits (see below) or audited bodies with a
scale audit fee below £20,000.
37 The Commission has the power to determine the fee above or below

the scale fee, where it considers that substantially more or less work was
required than envisaged by the scale fee. The scale fees are based on the
expectation that audited bodies are able to provide the auditor with
complete and materially accurate financial statements, with supporting
working papers, within agreed timeframes.
38 As the 2015/16 scale fees are based on the scale fees for 2014/15, they

continue to reflect the auditor’s assessment of audit risk and complexity. We
would only expect variations from the scale fee to occur in 2015/16 where
these factors are significantly different from those identified and reflected in
the 2014/15 fee.
39 The Commission obtains updated fee information, and explanations for

any proposed variations from the scale fee, from appointed auditors on a
regular basis. The Commission will consider the reasonableness of the
explanations provided by auditors before agreeing to any variation to the
scale fee. Auditors cannot invoice audited bodies for any variations to scale
fees until these have been approved by the Commission.
40 We will continue to keep the scale of fees for police bodies under review

to ensure they remain consistent with auditors’ local assessments of audit
risks.
41 The Commission will charge fees for considering objections from the

point at which auditors accept an objection as valid, or any special
investigations, such as those arising from disclosures under the Public
Interest Disclosure Act 1998, as a variation to the scale fee.

Pension fund audits
42 The proposed scale fees for 2015/16 pension fund audits are the scale

fees applicable for 2014/15. The proposed pension fund audit scale fee for
each relevant audited body for 2014/15 is available on our website.
Audit Commission
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Certification work
43 The Audit Commission Act 1998 requires the Commission to charge

fees for certification work that cover the full cost of the work. This
requirement will continue to apply to certification work undertaken by
auditors under the Commission’s audit contracts following transfer to the
transitional body.
44 An indicative certification fee is published each year for each relevant

audited body, using the latest final certification fees available. Indicative
fees for 2015/16 certification work will be based on final 2013/14 certification
fees for housing benefit subsidy claims only.
45 The Commission will receive this fee information from appointed
auditors in January 2015. We will therefore publish the 2015/16 indicative
certification fee for each individual audited body on our website in April
2015.
46 For the purposes of this consultation, we have produced an estimated

indicative fee for each body as a guideline, because we do not have final
2013/14 certification fee information yet.
47 The indicative fees for certification work are based on the expectation

that audited bodies are able to provide the auditor with complete and
materially accurate claims and returns, with supporting working papers,
within agreed timeframes.
48 We expect variations from the indicative certification fee for an audited

body to occur only where issues arise that are significantly different from
those identified and reflected in the previous year’s fee.

Value added tax
49 All the 2015/16 fee scales exclude value added tax (VAT), which will be

charged at the prevailing rate of 20 per cent on all work done.
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Next steps

50 The Commission has a statutory duty to prescribe scales of fees for the

audit of accounts. Before prescribing scales of fees, the Commission is
required to consult relevant representative organisations.
51 We welcome comments from stakeholders on the proposals contained

in this document. Please send comments by email to:
workandfeesconsultation@audit-commission.gsi.gov.uk
or by post to Jon Hayes, Associate Controller of Audit (Compliance), at:
Audit Commission,
1st Floor, Fry Building
2 Marsham Street
London, SW1P 4DF
52 Following responses to this consultation, the Commission’s Board will

approve the final 2015/16 work programme and scales of fees for
publication in late March 2015.
53 If you have comments or complaints about the way this consultation has

been conducted, these should be sent by email to complaints@auditcommission.gsi.gov.uk.
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Appendix 1 - Transfer of Audit Commission functions
Management of audit contracts
An independent, private company created by the Local Government
Association, (Public Sector Audit Appointments Limited), will be responsible
for overseeing the Commission’s external audit contracts with audit firms
from 1 April 2015 until December 2017 or 2020. It will oversee: the
management of the existing audit contracts, a range of statutory functions
including appointing auditors, setting and determining fees, and making
arrangements for housing benefit certification.
The professional conduct of auditors will continue to be regulated by the
professional accountancy bodies i. From 2017, these recognised supervisory
bodies will also determine the eligibility of local public auditors and register
them and, in turn, they will be recognised and supervised by the Financial
Reporting Council. The Financial Reporting Council’s Audit Quality Review
team will continue to monitor the local public audits carried out by auditors
through new regulatory arrangements.
Certification
The role of making arrangements for housing benefit certification will
transfer to Public Sector Audit Appointments Limited (PSAA) from 1 April
2015. PSAA will not have a role in relation to the certification of other grant
claims or returns.
Code of Audit Practice
The National Audit Office will produce and maintain the Code of Audit
Practice and provide supporting guidance to auditors and the associated
Code of Audit Practice guidance from 1 April 2015.
Whistleblowing
The Comptroller and Auditor General will be a prescribed person to whom
whistleblowing disclosures can be made in respect of local public bodies
under the Public Interest Disclosure Act 1998 from 1 April 2015. Appointed
auditors retain their status as a prescribed person under the Act.
Counter fraud
The Commission’s counter-fraud function will transfer from 1 April 2015 to
the new public sector ‘Counter Fraud Centre’ established by CIPFA, the
Chartered Institute of Public Finance and Accountancy. The Centre will work
to support senior local authority leaders in management, governance and
finance to tackle fraud and corruption. It is anticipated that CIPFA will build
upon the annual Protecting the Public Purse reports, tailored fraud briefings
for local authorities and the survey of fraud and corruption in England that
underpins these products. Changing Organisational Cultures, a toolkit that
measures and can help improve an organisation’s counter-fraud culture will
also continue and be expanded upon with the aim of introduce new practical
guidance for tackling fraud and corruption. All other related counter-fraud
activities of the Commission will cease.
National Fraud Initiative (NFI)
The Commission’s NFI will transfer to the Cabinet Office from 1 April 2015.
The NFI matches data provided by some 1,300 participating organisations
i Not all of the professional bodies will be Recognised Supervisory Bodies
for the purposes of local public audit.
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from across the public and private sectors against data provided by other
participants, and key data sets provided by government departments and
other national agencies, to prevent and detect fraud.
Provision of information about audit
The National Audit Office will also publish information previously provided
by the Audit Commission. The NAO will become the owners of Council
Accounts: A Guide to Your Rights, often referred to as the guide to electors’
rights with regard to the audit of their local authority. Public Sector Audit
Appointments Limited will continue to publish Auditing the Accounts and
quarterly and annual reports on auditor and compliance and audit quality.
Analytical tools
Three of the Audit Commission’s analytical tools that are primarily
maintained to support audit contracts will transfer to Public Sector Audit
Appointments and will continue until the end of the current audit contracts:
the two Value for Money Profiles Tools (for councils and for fire authorities),
and the Audit Fees Comparator Tool. The Financial Ratios Tool may
become part of LG Inform, a tool managed directly by the Local Government
Association.
Local value for money studies
The National Audit Office has started to undertake Value for Money studies
on relevant local bodies, and will continue to do so.
Best value inspections
The powers to carry out Best Value inspections (not exercised by the Audit
Commission since 2010) transferred to the Secretary of State for
Communities and Local Government on 4 April 2014. The Commission’s
‘gate-keeping’ powers in relation to inspection will cease.
Audit Commission historic reports and information
The National Archives preserves copies of the Audit Commission’s website
and these are available at:
http://webarchive.nationalarchives.gov.uk/*/http://auditcommission.gov.uk/pages/default.aspx
For copies of the Commission’s past reports you may view these here on
the National Archives website.
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Proposed individual fees for police bodies
Individual scale fees for 2015/16 audits of police and crime
commissioners and chief constables
2015/16
scale fee
(£) PCC

2015/16
scale fee
(£) CC

2015/16
scale fee
(£)

Avon and Somerset

£36,353

£18,750

£55,103

Bedfordshire

£29,291

£15,000

£44,291

Cambridgeshire

£30,338

£15,000

£45,338

Cheshire

£33,825

£15,000

£48,825

Cleveland

£33,825

£15,000

£48,825

Cumbria

£30,338

£15,000

£45,338

Derbyshire

£31,035

£15,000

£46,035

Devon and
Cornwall

£36,353

£18,750

£55,103

Dorset

£29,291

£15,000

£44,291

Durham

£32,430

£15,000

£47,430

Essex

£41,235

£18,750

£59,985

Gloucestershire

£31,035

£15,000

£46,035

Greater
Manchester

£45,855

£22,500

£68,355

Hampshire

£41,235

£18,750

£59,985
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Hertfordshire

£31,733

£15,000

£46,733

Humberside

£33,825

£15,000

£48,825

Kent

£38,445

£18,750

£57,195

Lancashire

£32,168

£18,750

£50,918

Leicestershire

£32,430

£15,000

£47,430

Lincolnshire

£29,291

£15,000

£44,291

Merseyside

£38,445

£18,750

£57,195

Norfolk

£33,825

£15,000

£48,825

North Yorkshire

£32,430

£15,000

£47,430

Northamptonshire

£29,291

£15,000

£44,291

Northumbria

£37,050

£18,750

£55,800

Nottinghamshire

£35,220

£15,000

£50,220

South Yorkshire

£39,143

£18,750

£57,893

Staffordshire

£31,733

£15,000

£46,733

Suffolk

£31,733

£15,000

£46,733

Surrey

£38,708

£15,000

£53,708

Sussex

£37,050

£18,750

£55,800

Thames Valley

£40,538

£18,750

£59,288

Warwickshire

£31,035

£15,000

£46,035
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West Mercia

£34,260

£18,750

£53,010

West Midlands

£42,368

£22,500

£64,868

West Yorkshire

£41,670

£22,500

£64,170

Wiltshire

£31,733

£15,000

£46,733

Mayor’s Office for
Policing and Crime
(MOPAC)

£131,828

£0

£131,828

Commissioner of
Police of the
Metropolis

£0

£120,000

£120,000
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
11 DECEMBER 2014
REPORT OF THE EXTERNAL AUDITOR
9A:

ANNUAL AUDIT LETTER 2013/14

1.

PURPOSE OF THE REPORT

1.1

To receive and review the Annual Audit Letter from the External Auditor
KPMG for 2013/14 and to take assurance as to the adequacy of financial
management, arrangements for value for money and external reporting.

2.

INFORMATION AND ANALYSIS

2.1

The Audit Commission's Code of Audit Practice requires auditors to prepare
an annual audit letter and issue it to each audited body. The purpose of
preparing and issuing annual audit letters is to communicate to the audited
body and external stakeholders, including members of the public, the key
issues arising from auditors' work, which auditors consider should be brought
to the attention of the audited body. The annual audit letter covers the work
carried out by auditors since the previous annual audit letter was issued.

2.2

This Annual Audit Letter is addressed to the Police and Crime Commissioner
and the Chief Constable, and has been considered by them at the Strategic
Governance Board meeting on 10 November 2014.

2.3

A copy of the letter is attached to this report at Appendix A for this committee
to review. It will be presented to the Committee by the Auditor.

2.4

The letter summaries the key messages to the audited bodies including
reporting an unqualified audit opinion on the 2013/14 financial statements and
that there are adequate Value for Money arrangements for securing economy,
efficiency and effectiveness. It details the reports issued, and the fee charged.
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3.

RECOMMENDATIONS
It is recommended that
i.

The Committee receive the Annual Audit Letter for 2013/14 and takes
assurance that once again the arrangements by Derbyshire police for
financial reporting, value for money and external reporting were
satisfactory.

ii.

The Committee note that the Commissioner and the Chief Constable
have received the Annual Audit letter for 2013/14 at the Strategic
Governance Board meeting on 10 November 2014.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk
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BACKGROUND PAPERS: NONE
ATTACHMENTS
APPENDIX A: Annual Audit Letter 2013/14 October 2014 KPMG
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Annual Audit Letter
2013/14

Police and Crime Commissioner for
Derbyshire
Chief Constable of Derbyshire
October 2014
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This report is addressed to the Authority and has been prepared for the sole use of the Authority. We take no responsibility to any member of staff acting in their
individual capacities, or to third parties. The Audit Commission has issued a document entitled Statement of Responsibilities of Auditors and Audited Bodies. This
summarises where the responsibilities of auditors begin and end and what is expected from the audited body. We draw your attention to this document which is available
on the Audit Commission’s website at www.auditcommission.gov.uk.
External auditors do not act as a substitute for the audited body’s own responsibility for putting in place proper arrangements to ensure that public business is conducted
in accordance with the law and proper standards, and that public money is safeguarded and properly accounted for, and used economically, efficiently and effectively.
If you have any concerns or are dissatisfied with any part of KPMG’s work, in the first instance you should contact Andrew Cardoza, the appointed engagement lead to the
Authority, who will try to resolve your complaint. If you are dissatisfied with your response please contact Trevor Rees on 0161 246 4000, or by email to
trevor.rees@kpmg.co.uk, who is the national contact partner for all of KPMG’s work with the Audit Commission. After this, if you are still dissatisfied with how your
complaint has been handled you can access the Audit Commission’s complaints procedure. Put your complaint in writing to the Complaints Unit Manager, Audit
Commission, 3rd Floor, Fry Building, 2 Marsham Street, London, SW1P 4DF or by email to complaints@audit-commission.gsi.gov.uk. Their telephone number is 0303 4448
330.
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Section one

Headlines
This report summarises the

VFM conclusion

key findings from our
2013/14 audit of the
Derbyshire Police and Crime

To arrive at our conclusion we looked at your financial governance, financial planning and financial control processes,
as well as how you are prioritising resources and improving efficiency and productivity. In particular we looked at the
progress being made on priority based budgeting.

Commissioner (PCC) and the
Derbyshire Chief Constable
(CC).

VFM risk areas

addressed to Derbyshire
Police and Crime
Commissioner and the

As part of our audit work on this risk we looked in particular at the progress being made by Derbyshire Police on
priority based budgeting and the savings identified to date. We concluded that although more work needs to be
undertaken to allocate the savings to each financial year, planning is well underway and Derbyshire Police
recognises the various risks and uncertainties facing it. In addition, we also considered the planned impact on
reserves each year and we plan to continue to monitor this particular risk as part of our ongoing work. So overall
whilst Derbyshire Police is a relatively low cost constabulary and has over the past few years consistently delivered
the savings it has required, with each year of additional austerity this will become much harder to achieve and may
require some fundamental redesign of policing within Derbyshire.

Derbyshire Chief Constable,
it is also intended to
communicate these issues
to key external stakeholders,
including members of the
public.
Audit opinion

We issued an unqualified opinion on the financial statements of the PCC (which incorporated the financial statements
of the CC), and the separate financial statements of the Chief Constable on 26 September 2014. This means that we
believe that both sets of financial statements give a true and fair view of the financial position of the respective body
and of their expenditure and income for the year.

Financial statements
audit

There were no material errors identified during our audit which required a correction to either the PCC or CC financial
statements.

Our work covers the audit of
the PCC and CC 2013/14
2013/14 VFM conclusion.

We did not identify any significant risks as part of our VFM conclusion, though during our planning process we did
identify a VFM risk and considered the arrangements Derbyshire Police have put in place to mitigate this risk.
Our planning work identified that Derbyshire Police forecast a deficit of some £23.5million over the next 5 years, with
identified savings making up £19.2million of this amount and planned use of reserves of £4.3million required for the
remainder. Priority based budgeting is being undertaken and to date the majority of savings have been identified, and
whilst it is recognised that reserves need to be used to cushion the impact of such budget cuts the work undertaken
so far has suggested adequate reserves will remain in place. As such however, whilst this significant risk has not
been realised this year we will continue to monitor this particular risk area as part of our ongoing audit work.

Although this letter is

financial statements and the

We issued an unqualified conclusion for the Police and Crime Commissioner (PCC) and Chief Constables (CC)
arrangements to secure value for money (VFM conclusion) for 2013/14 on 26 September 2014. This means we are
satisfied that you have proper arrangements for securing financial resilience and challenging how you secure
economy, efficiency and effectiveness.

There were no material misstatements identified which were material enough to bring to your attention.
Derbyshire were found to have adopted a slightly different approach to a number of other police forces in that they
accounted for the pension liability and accumulated absences of civilian staff in the PCC accounts rather than the CC
accounts. This approach was deemed to be satisfactory.
© 2014 KPMG LLP, a UK limited liability partnership, is a subsidiary of KPMG Europe LLP and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative, a
Swiss entity. All rights reserved. This document is confidential and its circulation and use are restricted. KPMG and the KPMG logo are registered trademarks of KPMG International Cooperative, a Swiss entity.
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Section one

Headlines (continued)

All the issues in this letter
have been previously

Annual Governance
Statement

reported. The detailed

A number of small amendments were made to both the PCC and the CC AGS to bring them in line with CIPFA
guidelines.

findings are contained in the
reports we have listed in
Appendix 1.

We reviewed your Annual Governance Statements and concluded that they were both consistent with our
understanding of arrangements put in place by both the PCC and CC.

Whole of Government We reviewed the consolidation pack which the Police and Crime Commissioner prepared to support the production of
Accounts
Whole of Government Accounts by HM Treasury. We reported that the consolidation pack was consistent with the
audited financial statements.
High priority
recommendations

We did not raise any high priority recommendations as a result of our 2013/14 audit work.

Certificate

We issued our certificate on the 30 September for both the PCC and the CC.
The certificates confirm that we have concluded the audits for 2013/14 in accordance with the requirements of the
Audit Commission Act 1998 and the Audit Commission’s Code of Audit Practice.

Audit fee

Our fee for 2013/14 was £41,380 excluding VAT for the PCC and £20,000, excluding VAT for the CC. This was inline
with the planned fee and represents a reduction of £4,620 on the previous years total audit fee.
Further detail is contained in Appendix 2.
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Swiss entity. All rights reserved. This document is confidential and its circulation and use are restricted. KPMG and the KPMG logo are registered trademarks of KPMG International Cooperative, a Swiss entity.
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Appendices

Appendix 1: Summary of reports issued

This appendix summarises
the reports we have issued

2014

since our last Annual Audit
Letter.

External Audit Progress Report (March 2014)
The External Audit Progress Report set out our
planned approach to the audit of the PCC/CC
financial statements and the work to support the
VFM conclusion. This was followed by a final audit
plan in June once the guidance on the format of the
accounts had been received.

January
February
March
April

External Audit Plan (June 2014)
The External Audit Plan set out our approach to the
audit of the Authority’s financial statements and the
work to support the VFM conclusion.

Audit Fee Letter (April 2014)
The Audit Fee Letter set out the proposed audit
work and draft fee for the 2014/15 financial year.

May
June

Report to Those Charged with Governance (ISA
260 Report) (September 2014)

July
Auditor’s Report (September 2014)
The Auditor’s Report included our audit opinion on
the financial statements and our VFM conclusion
(issued on the 26 September 2014).
Our audit certificates were issued on 30th
September.

August
September

The Report to Those Charged with Governance
summarised the results of our audit work for
2013/14 including key issues and recommendations
raised as a result of our observations required
under auditing standards as part of this report.

October
Annual Audit Letter (October 2014)
November

This Annual Audit Letter provides a summary of the
results of our audit for 2013/14.

© 2014 KPMG LLP, a UK limited liability partnership, is a subsidiary of KPMG Europe LLP and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative, a
Swiss entity. All rights reserved. This document is confidential and its circulation and use are restricted. KPMG and the KPMG logo are registered trademarks of KPMG International Cooperative, a Swiss entity.
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Appendices

Appendix 2: Audit fees

This appendix provides
information on our final fees
for 2013/14.

To ensure openness between KPMG and your Joint Audit Risk and
Assurance Committee about the extent of our fee relationship with you,
we have summarised the outturn against the 2013/14 planned audit fee.

External audit fees 2013/14 (£’000)

45,000
41,380

External audit
Our final fee for the 2013/14 audit of the PCC was £41,380. The final
fee for the 2013/14 audit of the CC was £20,000. Both were in line with
our planned fees for the 2013/14 financial year as reported to you in
April 2014.

40,000

The total fee of £61,830 represents a total fee reduction of £4,620 from
2012/13.

30,000

41,380

35,000
Planned
Actual

25,000

Other services

20,000

20,000

20,000

No other additional fee work was undertaken during 2013/14.
15,000
10,000
5,000
0
PCC Audit
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
11 DECEMBER 2014
REPORT OF THE INTERNAL AUDITOR
10A : INTERNAL AUDIT PROGRESS REPORT

1.

PURPOSE OF THE REPORT

1.1

To receive a progress report from the internal auditors on their work to date
this during this financial year.

2.

INFORMATION AND ANALYSIS
Progress report

2.1

As part of the management of the internal audit process, a progress report is
provided to each meeting of the JARAC. Attached at APPENDIX A to this
report is the latest progress report for December 2014.

2.2

The report shows a summary of progress against the Internal Audit plan,
including the status of the assignment, the opinion issued and the actions by
priority, categorised into high, medium or low. The report will be presented by
a representative from Baker Tilly. JARAC Members will then have the
opportunity to question the internal auditor.

2.3

There is an opportunity to review the content of the audit plan to ensure it
continues to be fit for purpose.

3.

RECOMMENDATION
That the Committee takes assurance that the internal audit plan addresses
relevant matters and is being delivered as expected.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report

1
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MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
1.

Internal Audit Plan 2014/15

ATTACHMENTS
Appendix A. Internal Audit Progress Report December 2014
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Office of the Police & Crime Commissioner for Derbyshire
and Derbyshire Constabulary
Internal Audit Progress Report
11 December 2014

Office of the Police & Crime Commissioner for
Derbyshire & Derbyshire Constabulary

1

Introduction
The internal audit plan for 2014/15 was approved by the Joint Audit, Risk & Assurance Committee on 13
March 2014. This report provides an update on progress against that plan and summarises the results of our
work to date.

Summary of Progress against the Internal Audit Plan
Assignment
Reports considered today are
shown in italics

Status

Opinion

Actions Agreed (by priority)
High
Medium
Low

Audits to address specific risks
Network Security

Final Report

Regulatory Checks

Draft Report issued Chesterfield

Governance & Delivery
of Business Plan

9 December 2014

Value For Money

Q4

Data Quality

Fieldwork commenced
th
8 December
In progress

Collaboration

Scope agreed –
Efficiency Savings

Commissioning

Q4

ICT – Mobile Devices

Q4

Regulatory Checks –
Divisions

15 /16 December
th
th
16 /17 February

Victims

This is going to be
linked to the
Commissioning review
– scheduled for Q4

Asset Management

15 December

Cash Receipting &
Treasury Management

15 December

General Ledger including
Agresso upgrade

15 December

Contingency

As and when required

Follow up

March 2015

Green

-

1

-

Advisory

-

-

-

th

th

th

th
th

th

Other Matters
Planning and Liaison: We have met with management to discuss the progress of the 2014/15 audit plan.
In addition, we held a Joint East Midlands Chief Finance Officers (OPCC & Force) workshop to discuss
collaborative assurances and how these can be effectively achieved and how Internal Audit can feed into this
process.

Office of the Police & Crime Commissioner for
Derbyshire and Derbyshire Constabulary
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Information and Briefings:
We have issued the following updates since the last Committee:
Emergency Services News Briefing – October 2014
o Code of Ethics: A Code of Practice for the Principles and Standards of Professional
Behaviour for the Policing Profession of England and Wales.
o Fire Incidents Response Times: England, 2013-14.
o Revised PACE Code A.
o Core business: An inspection into crime prevention, police attendance and the use of police
time.
o A master class in managing contracts and getting best value from third party providers.
o New National Fraud Initiative Security Policy Compliance Declaration.



KEY FINDINGS FROM INTERNAL AUDIT WORK

Assignment: Network Security

Opinion: Green

This audit was performed to review the control areas where recommendations had been raised as part of the
Network Security report from July 2012.
The Constabulary operate on a restricted network, which is accredited by the Home Office to IL3. Without this
accreditation, the Constabulary would not have access to the Police National Network or any national systems.
A number of areas of adequately designed controls were identified during the review, including the following:


An audit policy to capture security events on the domain controller is enabled. However, not all
events are being audited and events such as logon events within the security event log are only
set to capture success events. This will be resolved as part of the Security Information and
Event Management project and has therefore not been included as a separate recommendation
in this report.



To ensure that the firewall can be restored in the event of failure the Firewall Management
Policy includes the backup schedule for the firewall rule base.



Third party RSA tokens are retained within the IT service desk department so that access can
be appropriately managed.



PC workstations and servers are protected against malware by McAfee’s virus protection
software. The PCs and servers are configured to poll the McAfee Anti Virus (AV) server every
hour to look for any updates.
We have made one medium recommendation in relation to design of the control framework. The finding is
summarised below:
The latest Microsoft security updates are applied to new servers as they are implemented,
However once implemented, there is no on-going programme of updating servers with the latest
security updates. It is important that servers are regularly patched to ensure they are protected
from identified security weaknesses and vulnerabilities.
Application of and compliance with control framework.




We reviewed the controls over the third party RSA tokens and confirmed with the service desk
whether they could be located. Six were located within the department. Two were documented
within the inventory but are no longer in use; therefore they were disabled during the review.



We reviewed a sample of ten servers to confirm that the anti-virus files were up to date. We
were able to confirm this to be the case for all servers reviewed.

Office of the Police & Crime Commissioner for
Derbyshire and Derbyshire Constabulary

2

Recommendation

Management Action

To ensure that servers are “patched” with the
latest security updates management should
review the list of missing patches identified by
the Microsoft Baseline Security Analyser and
determine those actually required by each server
based on its individual configuration and
implement
in
accordance
with
change
management procedures. (Medium)

Agreed.

Responsible Officer /
Date
Head of ICT
31 March 2015

As a practicing member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and
other professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements
should be assessed by you for their full impact before they are implemented. This report, or our work, should not be taken as a substitute
for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound
system of internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that
may exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.
This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set
out herein. Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them.
This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from
Baker Tilly Risk Advisory Services LLP for any purpose or in any context. Any party other than the Board which obtains access to this
report or a copy and chooses to rely on this report (or any part of it) will do so at its own risk. To the fullest extent permitted by law, Baker
Tilly Risk Advisory Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable
for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report.
This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise
permitted by agreed written terms), without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
Baker Tilly Risk Advisory Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25
Farringdon Street, London EC4A 4AB.
© 2013 Baker Tilly Risk Advisory Services LLP
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
11 DECEMBER 2014
REPORT OF THE INTERNAL AUDITOR
10B: INTERNAL AUDIT REPORT: NETWORK SECURITY FOLLOW UP

1.

PURPOSE OF THE REPORT

1.1

To receive and review a report from the Internal Auditors on their follow up
review of network security for the Constabulary and the Office of the Police
and Crime Commissioner (OPCC), and having considered the report, to take
assurance as to the adequacy of the internal controls.

2.

INFORMATION AND ANALYSIS

2.1

The scope of the audit work was to focus on the delivery of recommendations
made after an internal audit review in July 2012 and to evaluate the adequacy
of risk management and control with the system. Detailed review was carried
out in respect of
•
•
•
•
•
•
•

2.2

Standards and policies in place to support and maintain the network
infrastructure;
Logical security controls;
User registration / de-registration procedures;
Controls to ensure the confidentiality and integrity of data transmitted over
the network;
Controls to minimise and manage network failure;
Patch management; and
Anti-virus protection.

The full report is attached at APPENDIX A. The audit found that taking
account of the issues identified, the Constabulary and the OPCC can take
substantial assurance that the controls upon which the organisation relies to
manage this risk are suitably designed and consistently applied.

2.3

There is one medium risk recommendation in respect of the design of the
control framework.
1
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3.

RECOMMENDATION
It is recommended that the Committee take substantive assurance that the
controls upon which the organisations rely to manage risk management are
suitably designed, consistently applied and effective.

4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
1.

Internal Audit report: Payroll 7.13/14
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comprehensive statement of all the weaknesses that exist or all improvements that might be made. Recommendations for improvements should be
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Executive Summary

1.1 Introduction
A Network Security Follow Up was undertaken as part of the approved internal audit periodic plan for 2013/14.
This audit was performed to review the control areas where recommendations had been raised as part of the
Network Security report from July 2012.
Staff members responsible for the implementation of recommendations were interviewed to determine the status of
agreed actions. Where appropriate, audit testing has been completed to assess the level of compliance with this
status and the controls in place.
The audit was designed to assess the controls in place to manage the following objectives and risks:
Objective

Risks

1.2

Management have taken adequate measures to follow up
recommendations made in the July 2012 Network Security Internal Audit to
ensure the security and availability of IT networks is maintained.


The network is not effectively administered, leading to degraded
performance and possible network failure.



Unauthorised access to networked systems and data.



Security breaches and external threat from hacking, viruses and
malicious code.

Conclusion
Taking account of the issues identified, the Organisation can take
substantial assurance that the controls upon which the organisation
relies to manage this risk are suitably designed and consistently
applied.

The above conclusions feeding into the overall assurance level are based on the evidence obtained during the
review. Furthermore, the Constabulary operate on a restricted network, which is accredited by the Home Office to
IL3. Without this accreditation, the Constabulary would not have access to the Police National Network or any
national systems.
A number of areas of adequately designed controls were identified during the review, including the following:
Design of control framework


An audit policy to capture security events on the domain controller is enabled. However, not all events are
being audited and events such as logon events within the security event log are only set to capture
success events. This will be resolved as part of the Security Information and Event Management project
and has therefore not been included as a separate recommendation in this report.



To ensure that the firewall can be restored in the event of failure the Firewall Management Policy includes
the backup schedule for the firewall rule base.



Third party RSA tokens are retained within the IT service desk department so that access can be
appropriately managed.



PC workstations and servers are protected against malware by McAfee’s virus protection software. The
PCs and servers are configured to poll the McAfee Anti Virus (AV) server every hour to look for any
updates.

Derbyshire Constabulary do not have an Intrusion Detection System (IDS) or an Intrusion Prevention
System (IPS) in place to safeguard the network against unauthorised intruders. The Network Manager has
been trialling different Intrusion Prevention Systems. It is thought that the system will be implemented by
the end of 2014. We have therefore not made a recommendation in relation to this point.
We have made one medium recommendation in relation to design of the control framework which is included in the
action plan in Section 2. The finding is summarised below:




The latest Microsoft security updates are applied to new servers as they are implemented, However once
implemented, there is no on-going programme of updating servers with the latest security updates. It is
important that servers are regularly patched to ensure they are protected from identified security
weaknesses and vulnerabilities.
Page | 1
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Application of and compliance with control framework.


We reviewed the controls over the third party RSA tokens and confirmed with the service desk whether
they could be located. Six were located within the department. Two were documented within the inventory
but are no longer in use; therefore they were disabled during the review.



We reviewed a sample of ten servers to confirm that the anti-virus files were up to date. We were able to
confirm this to be the case for all servers reviewed.

1.3 Scope of the review
To evaluate the adequacy of risk management and control within the system and the extent to which controls have
been applied, with a view to providing an opinion. Control activities are put in place to ensure that risks to the
achievement of the organisation’s objectives are managed effectively. When planning the audit, the following area
for consideration and limitations were agreed:
Areas for consideration:
The review focused on the areas where recommendations were made following the Internal Audit in July 2012.
These areas include:


Standards and policies in place to support and maintain the network infrastructure;



Logical security controls;



User registration / de-registration procedures;



Controls to ensure the confidentiality and integrity of data transmitted over the network;



Controls to minimise and manage network failure;



Patch management; and



Anti-virus protection.

Limitations to the scope of the audit:
The review was limited to re-examining those areas where weaknesses were identified in the July 2012 Audit.
The review was limited to identifying the existence of controls in the areas for review, and obtaining supporting
documentation.
The following was not included within the review:


An assessment of the firewall rules and configuration;



The configuration of wireless networks;



Third party support agreements; and



Logical security settings of applications.

Our work does not provide any guarantee against material errors, loss or fraud or provide an absolute assurance
that material error, loss or fraud does not exist.

1.4 Recommendations Summary
The following tables highlight the number and categories of recommendations made. The Action Plan at Section 2
details the specific recommendations made as well as agreed management actions to implement them.
Recommendations made during this audit:
Our recommendations address the design and application of the control framework as follows:
Priority
High

Medium

Low

Design of control framework

0

1

0

Application of control framework

0

0

0

Total

0

1

0
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The recommendations address the risks within the scope of the audit as set out below:
Priority
Risk

High

Medium

Low

The network is not effectively administered,
leading to degraded performance and
possible network failure.

0

0

0

Unauthorised
access
systems and data.

0

0

0

Security breaches and external threat from
hacking, viruses and malicious code.

0

1

0

Total

0

1

0

to

networked

Page | 3

Derbyshire Constabulary

2

Network Security Follow Up
11.13/14

Action Plan
The priority of the recommendations made is as follows:
Priority

Description

High
Medium

Recommendations are prioritised to reflect our assessment of risk associated with the control weaknesses.

Low
Suggestion

Ref
2.6

These are not formal recommendations that impact our overall opinion, but used to highlight a suggestion or idea that management
may want to consider.

Recommendation
To ensure that servers are “patched” with
the latest security updates management
should review the list of missing patches
identified by the Microsoft Baseline
Security Analyser and determine those
actually required by each server based on
its individual configuration and implement
in accordance with change management
procedures.

Categorisation
Medium

Accepted
(Y/N)

Management Comment

Implementation
Date

Y

Agreed.

31 March 2015

st

Manager
Responsible
Head of ICT
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Findings and Recommendations
Controls (actual and/or
missing)

Adequate
Design
(yes/no)

Test Result / Implications

Recommendation

Categorisation

Risk : The network is not effectively administered, leading to degraded performance and possible network failure.
3.1

The firewall rule base schedule
is now included within the
Firewall Management Policy.
(Links to recommendation 4 of
04.2011.12)

Yes

From review of the Firewall Management Policy it
was confirmed that the following backup processes
are adequately documented:


Individual Checkpoint Firewalls will be backed
up when changed.



Policy configuration (rules) for all Checkpoint
Firewalls are managed via the Central
Management server. This is backed up on a
weekly basis on a Friday.



The EMRN ASA Firewall is backed up on a
weekly basis on a Friday.



The Firewall backup location.

No
made.

recommendation

No
made.

recommendation

Risk : Unauthorised access to networked systems and data.
3.2

The firewall rule base is
administrated
through
the
Checkpoint
Management
Console. The console provides
some description of the rule (e.g.
source and destination IP
addresses, protocols allowed).
(Links to recommendation 5 of
04.2011.12)

Yes

At present there is a risk that only staff that have indepth knowledge of the firewall configuration can
understand the rules as they are not clearly
described. However, as per discussions with the
Head of Information Services it was established that
to document the rules further provides further
security risks. Furthermore, an external company is
appointed each year to carry out a PEN test to
provide assurances over this particular area and
confirm compliance with the Risk Management
accreditation, set by the Home Office.
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Adequate
Design
(yes/no)

Test Result / Implications

Recommendation

3.3

Last login dates for network user
accounts are regularly reviewed
regularly.

Yes

It is important that obsolete and potentially
redundant network accounts are identified and
removed in a timely manner to avoid an increased
risk of unauthorised access to the network and
systems. The Technical Systems Analyst performed
an ad-hoc review of all accounts that had not been
used for over 12 months. All of the unused accounts
were then disabled.

No
made.

recommendation

3.3

The default Windows domain
‘administrator’ account has not
been renamed.
(Links to recommendation 7 of
2011.12)

No

It is more secure to rename the default built in
administrator account as this account will often be
the primary target for security breach attacks. Ideally
it should be renamed and a “honey pot” account
created called administrator with no privileges.
However, in discussion with the Head of Information
Services, it was advised that the Constabulary is
aware that this would be an ideal scenario, however
the impact to the Constabulary on renaming the
‘administrator’ account, specifically the inability to
access other linked systems would be high and
therefore, the Constabulary is comfortable in
managing the current arrangement and associated
risks.

No
made.

recommendation

3.4

The global password policy
applied by Active Directory to
network accounts provides a
reasonable level of control.

Yes

Testing of the user account settings against the
password policy settings identified a number of
accounts where the password is set “not to expire”.
This has the effect of bypassing the enforced
change setting of the global password policy and
allows the user to retain the same password.
However, we discussed these cases with the Head
of Information Services and it is noted that a
strategic decision had been made by the
Constabulary to have the password set “not to
expire”, given their role within the Constabulary.

No
made.

recommendation

Categorisation
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Derbyshire Constabulary

Controls (actual and/or
missing)

Network Security Follow Up
11.13/14

Adequate
Design
(yes/no)

Test Result / Implications

Recommendation

3.5

An audit policy to capture
security events on the domain
controller is enabled. However,
not all events are being audited
and events such as logon
events within the security event
log are only set to capture
success events.
There is no policy regarding the
length of time that security logs
should be retained.

Partly

This is part of a project to be implemented. We were
informed that a project scope had been documented
and approved however during the review we were
not provided with a copy.
It is important that event logs are seen to capture
the optimum information that will assist the
management with the investigation of any security
breach incidents or the management of network
systems. In many instances, failure events are
much more informative than success events
because failures typically indicate errors.

We have not raised a
recommendation as there
is a plan in place to
address this weakness.

2.6

Remote access is provided to
authorised users utilising a
Virtual Private Network (VPN)
connection whereby a user must
authenticate with two-factor
authentication provide through a
4-digit pin number and the onetime password from the RSA
token. An inventory list is
maintained of the ownership of
the remote access tokens. A
review to ensure that all RSA
tokens are still with the recorded
user is not performed. However
a review is performed every 6
months to identify RSA tokens
that have not been used within
the last 6 months and to then
confirm with the user whether
they are still required.
(Links to recommendation 10 of
04.2011.12)

Yes

It is important that the use of remote access tokens
is regularly reviewed to ensure all tokens are
periodically verified back to their recorded users and
any “redundant” tokens returned to the security of IT
to ensure the risks associated with their use are
minimised. As part of the review we confirmed that
the checks around remote access tokens were in
place and appropriately reported.

No
made.

Categorisation

recommendation
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Controls (actual and/or
missing)
3.6

Where third party access is
required, the IT team retain the
RSA token and provide the third
party with a one-time password
from the token device which
allows the third party to
authenticate
an
individual
session. Once the session is
terminated; another one-time
password needs to be requested
for authorised access.

Network Security Follow Up
11.13/14

Adequate
Design
(yes/no)
Yes

Test Result / Implications

Recommendation

We reviewed all of the RSA tokens and confirmed
with the service desk whether they could be located.
The below tokens were located:

No
recommendation
raised.



216223839, Northgate, 200024



216079265, NMIS, 200025



216223828, Northgate Solutions, 200026



216223822, Mihai Doris, 200028



216223832, Interoute (Quantix ), 90003

Categorisation


231412116, Nextira One, 37431
We were informed that two tokens could not be
located. They were disabled during the review:


216223821, Agresso, 30007



216223811, GSA Ltd, 30008

Risk : Security breaches and external threat from hacking, viruses and malicious code.
3.7

The latest Microsoft Security
Updates are applied to new
servers
as
they
are
implemented, However once
implemented, there is no ongoing programme of updating
servers with the latest security
updates.
We were informed by Technical
Development Manager that a
server patching schedule is
currently being written, but has
not yet been implemented.
(Links to recommendation 1 of
04.2011.12)

No

It is important that servers are regularly patched to
ensure they are protected from identified security
weaknesses and vulnerabilities (including restricted
networks)

To ensure that servers
are “patched” with the
latest security updates
management
should
review the list of missing
patches identified by the
Microsoft
Baseline
Security Analyser and
determine those actually
required by each server
based on its individual
configuration
and
implement in accordance
with change management
procedures.

Medium
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Network Security Follow Up
11.13/14

Controls (actual and/or
missing)

Adequate
Design
(yes/no)

Test Result / Implications

Recommendation

3.8

There is no Intrusion Detection
System (IDS) or an Intrusion
Prevention System (IPS) in
place to safeguard the network
against unauthorised intruders.

No

This forms part of the Security Information and
Event
Management
(SIEM)
project
being
implemented. The Network Manager has been
trialling different solutions. It is thought that the
system will be implemented by the end of 2014.
Without an IDS or IPS there is an increased risk of
network attacks and breaches going undetected.

We have not raised a
recommendation as there
is a plan in place to
address the identified
weakness.

3.9

Workstations and
protected against
McAfee’s
virus
software.
The ePO (ePolicy
settings poll the
server every hour.

Yes

We reviewed a sample of ten servers to confirm
they had the latest virus definition updates installed.
Our testing identified that all servers had the McAfee
software installed and were updating. The servers
detailed below were reviewed:

No
recommendation
raised.

servers are
malware by
protection
Orchestrator)
McAfee AV



Exchange mailbox



Finance server



SQL server



Blackberry server



Domain Controller



Guardian Crime application



File Server



Backup Server



NMIS server

Categorisation


VMSCACULIVE08
Review of the EPO settings which control the
Antivirus server’s polling of the McAfee definition
servers confirmed that updates are polled every
hour.
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
11 DECEMBER 2014
REPORT OF THE TREASURER
11A: ASSURANCE MAPPING

1.

PURPOSE OF THE REPORT

1.1

To receive a copy of the work to date on developing an assurance map for
Derbyshire policing;

1.2

To update members on the progress towards regional collaboration
assurance;

1.3

To identify the next steps.

2.

INFORMATION AND ANALYSIS

2.1

A working group has been developing an Assurance Map for Derbyshire
policing and this report presents its work to date. A copy of the draft map is
attached at APPENDIX A. The Committee is recommended to review the
draft map and make comment.

2.2

Regional collaboration assurance has been a concern to the JARAC and to
Chief Financial Officers and Chief Executives for several months. Work in this
area has now taken two strands –one through a workshop with Baker Tilly
and the other through the OPCC for Derbyshire agreeing to carry out a review
of decisions on behalf of all East Midlands policing areas.

2.3

At the regional workshop in October, a methodology on collaboration
assurance was jointly developed which resulted in a costed proposal for
taking the work forward. This proposal was not accepted by the regional
finance officers and a further response is awaited. An update on any response
will be provided at the meeting.

2.4

Derbyshire OPCC will be reviewing collaboration decision making to identify
areas that need review on behalf of the regional Commissioners. This work
should be completed by mid-January.

1
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3.

RECOMMENDATIONS
i

that the JARAC notes the work to date on developing an assurance

map for Derbyshire policing and identifies the next steps
ii

that the JARAC receives a further update on the progress towards

regional assurance.
4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required
LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS NONE
1.

APPENDIX A: Derbyshire Policing Assurance map v1.1

2

Chief Constable

Police and crime commissioner

o Accountable to the law for…
o Accountable to the PCC for…
o Managing all complaints against
constabulary, except self
o Responsible for the business and
operational risks of the constabulary…

o Holds the CC to account
o Determines police and crime
objectives
o Appoints an audit committee
o Dip-test on ethics
Elected every four years

Strategic governance board

Police and crime panel
Supporting and scrutinising the PCC on:
o
o
o
o
o

Police and crime plan
Priorities of CSP
Consultation
Level of precept
Appointing CC

17 members including 2 not political

o Held monthly, meets in public

Governance- What needs to be done

 National

Meets 7 times per year

Her Majesty’s Inspectorate of
Constabulary

Independent of government and police,
appointed by Queen. Meeting as necessary

Internal audit
o
o
o
o

External Audit

review and advise on quality & adequacy of internal controls
work to an annual audit plan
work across collaboration activities
audit reports presented for management review
Contracted to Baker Tilly. Attend JARAC meetings

o
o
o
o

Audit annual financial statement of PCC and CC
Work to an annual audit plan
Look at financial governance, financial planning…
Provide an opinion on financial statements
Contracted to KPMG. Attend JARAC meetings

Information commissioner office
o uphold information rights in the public
interest
o tools available for taking action to
change the behavior of organisations and
individuals that collect

Independent Police Complaints
Commission
o oversees the police complaints system
o sets the standards by which the police
should handle complaints
o role in securing and maintaining public
confidence

Joint Audit Risk and Assurance Committee
o
o
o
o

Risk Management
Governance arrangements
Appointment etc. of internal and external auditors
Financial reporting process

5 independents, meetings at least four times per year, public meetings.

Derbyshire 

and cost effective way

Inspections/ reviews at police forces …
Individual, functional
Force- level performance
New PEEL inspections

Assuarance- That it is done properly & in a timely

o
o
o
o

Draft 1.1
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Chief Constable
Serial
Activity

Responsible for policing in Derbyshire.
Detail
The Chief Constable is responsible for maintaining the Queen’s Peace, and has direction and control over
the force’s officers and staff. He holds office under the Crown, but is appointed by the PCC. He is
accountable to the law for the exercise of police powers, and to the PCC for the delivery of efficient and
effective policing, management of resources and expenditure by the police force. At all times the Chief
Constable, their constables and staff, remain operationally independent in the service of the communities
that they serve. The Chief Constable has the power to deploy resources allocated to him by the Police and
Crime Commissioner in accordance with the Policing Plan and operational policing priorities.

a

• Appointing the Constabulary’s officers and staff
• Supporting the Commissioner in the delivery of the strategy and objectives set out in the Police and
Crime Plan;
• Assisting the Commissioner in planning the Constabulary’s budget;
• Having regard to their Constabulary's national and international policing responsibilities;
• Notifying and briefing the Commissioner of any matter or investigation on which the Commissioner may
need to provide public assurance either alone or in company with the Chief Constable
• Being the operational voice of policing in the Constabulary area and regularly explaining to the public
the operational actions of officers and staff under their command;

Draft 1.1
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• Entering into collaboration agreements with other Chief Constables, other policing bodies and partners
that improve the efficiency or effectiveness of policing,
• Remaining politically independent of their Commissioner;
• Managing all complaints against the Constabulary, its officers and staff, except in relation to the Chief
Constable, and ensuring that the Commissioner is kept informed in such a way as to enable the
Commissioner to discharge their statutory obligations in relation to complaints in a regular, meaningful
and timely fashion. Serious complaints and conduct matters must be passed to the Independent Police
Complaints Commission in line with legislation.
• Having day to day responsibility for financial management of the Constabulary within the framework of
the agreed budget allocation and levels of authorisation issued by the Commissioner. This is delegated
to the Director of Finance and Business Services.
• The Commissioner consents for the Chief Constable to enter into contracts on his behalf for contracts
below £250,000, excluding contracts for land or buildings.
• To support the Police and Crime Commissioner in the delivery of the strategy and objectives set out in
the Police and Crime Plan.
• To exercise the power of direction and control in such a way that the Commissioner will be able to
access all necessary information and staff within the Constabulary.
• The Chief Constable is responsible for Police Officers and for the direction and control of persons
employed by the Chief Constable (police staff) to assist the Constabulary including the police staff
establishment in numbers, locations, and grading within the overall workforce budget approved by the
Commissioner. To approve conditions of service, the suspensions of staff and/or the termination of their
employment including the determination of appeals.
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• To approve the retirement of police staff employees subject to the Local Government Pension Scheme
(LGPS) with or without enhancement of service and to determine matters relating to police pensions
(including widows’ pensions) except for certain criteria). To approve certain payments in recognition of
additional duties and responsibilities or similar special payment schemes.
• The Chief Constable cannot use the resources of the Constabulary to initiate any legal action against the
Commissioner.
• The Chief Constable’s independence and discretion is neither unfettered nor unaccountable.
• The Chief Constable is responsible for the business and operational risks of the Constabulary. The
Commissioner maintains a strategic oversight of the Constabulary Strategic Risk Register including its
risk management practices and governance of risk. The Chief Constable and the Commissioner are
supported by their Joint Audit Risk and Assurance Committee.
b

Membership

A corporation sole established under the Police Reform and Social Responsibility Act 2011

c

Schedule of Meetings

Strategic Governance Board meetings with the Commissioner. Plus others as necessary

Supported by

Directly supported by a Deputy Chief Constable (Derbyshire) a Deputy Chief Constable (East Midlands), 2
ACC’s and a CFO. Operates a 3 divisional structure and 12 departments. 1933 PO’s, 1,434 police staff, 163
PCSO’s, 237 special constables and 19 volunteers (1/10/14).

Status of Activity

HMIC reports the Constabulary is overall good.

d
e
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Police and Crime Commissioner of Derbyshire

Serial
Activity

Holds the Chief Constable to account.
Detail
The Police and Crime Commissioner (the Commissioner) has a statutory duty and electoral mandate to
hold the police to account on behalf of the public. He provides the link between the police and
communities, translating the legitimate desires and aspirations of the public into action.
• Determine Police and Crime Objectives and issue a Police and Crime Plan – Set out the strategic
direction and objectives of the Constabulary through the Police and Crime Plan, monitoring the
performance of the Constabulary against agreed priorities.

a

• Set the budget for the Constabulary and approve a Police and Crime precept
• Award grants for crime and disorder reduction
• Commission police and crime services & services to support victims of crime.
• Approve an annual report.
• Approve a Community Safety Partnership (CSP) merger.
• Approve section 22 Collaboration agreements.
• Appoint Chief Constable of Derbyshire.
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• Suspend or where necessary, require the resignation or retirement of the Chief Constable.
• Appoint, suspend and dismiss a Deputy Commissioner, the Chief Executive and the Treasurer.
• Appoint an Audit Committee.
• Convene a meeting of CSP’s across the police and crime area, request a report from a CSP.
• Secure the maintenance of Derbyshire Constabulary & that it is efficient and effective.
• Hold the Chief Constable to account for the exercise of the functions of that office and the functions and
performance of the persons under his direction and control on behalf of the people of Derbyshire.
• Ensure adequate reserves are held and decide together with the regional Commissioners on the use of
regional reserves and regional budget under-spends.
• Legal contracting body
• Owns all assets and liabilities
b

c

Membership

Corporation sole, elected every 4 years by voters in policing area of Derbyshire.

Schedule of Meetings

Holds Chief Constable to account and makes non-confidential decisions in monthly (except August) public
meetings.
Meets Chief Constable on a weekly basis for non-public meeting.
Has a detailed community engagement programme and holds 3 subject specific forums a year.
Meets residents, partners and lobbyist on a one to one basis..
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Supported by
d
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A Deputy Commissioner with all delegated powers and an Office of 15 staff (13.6 fte).
Statutory posts in place of a Chief Executive and a Treasurer (CFO).

Status of Activity

Maintains transparency of activities through his own website.
Complies with primary and secondary legislation (too numerous to list here) but principle legislation is
Police Reform and Social Responsibility Act 2011, Policing Protocol, Financial Management Code of
Practice, Transparency Orders etc.

e

The Commissioner must not fetter the operational independence of the Chief Constable.
Has an open all areas with the Constabulary.
Ongoing performance framework agreed with Chief Constable reporting through the Strategic Governance
Board.
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Joint Audit Risk and Assurance Committee
Serial
Activity

A Derbyshire Commissioner and Chief Constable joint audit risk and assurance committee to provide
independent assurance of the adequacy of
•

The risk management and the internal control framework operated by the Commissioner and
the Chief Constable.

•

The effectiveness of their respective governance arrangements including providing for value for
money services.

•

Appointment, support and keep under review the work of internal and external auditors as they
provide assurance on risk management, internal controls and the annual accounts through their
work.

•

The financial reporting process

a

Produces an annual report
b
c
d

Membership

5 independent persons forming a non-executive advisory body. Appointed after open advert based on
skills sets.

Schedule of Meetings

At least 4 times a year – March, July, September and December. Meetings normally held in public. Annual
report produced an assurance activity.

Supported by

Secretariat provided by OPCC. Internal and external audit partners/managers, the Director of Finance of
the Chief Constable and the Treasurer of the Commissioner. Subject matter experts when required

Draft 1.1

e

Derbyshire Combined Assurance Map

Status of Activity
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Working to an annual cycle and each quarterly meeting is themed. Current work is developing assurance
mapping.
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Police and Crime Panel
Serial
Activity

Responsible for supporting and scrutinizing the Police and Crime Commissioner.
Detail
The panel focuses its attention on the strategic actions and decisions made by the commissioner including
whether they've:

a

•

achieved the aims set out in their police and crime plan and annual report

•

considered the priorities of community safety partners

•

consulted appropriately with the public and victims.

•

make reports and recommendations on the police and crime plan documents which the
commissioner must take account of and respond to

•

hold public meetings to discuss the annual report and question the commissioner.

•

make reports or recommendations (including vetoing with a two-thirds majority) on proposals by
the commissioner on the level of the precept and appointing a chief constable.

•

ask for a professional view from HM Inspectorate of Constabulary if the commissioner is planning
to dismiss the Chief Constable

•

appoint an acting commissioner if the elected one can't carry out their role (for health reasons or
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following resignation or disqualification)

b

c
d
e

•

hold confirmation hearings for important staff (deputy police and crime commissioner, chief
executive, chief finance officer). The panel can’t refuse appointments but can make
recommendations

•

monitor complaints against the commissioner and deal with non-criminal complaints

•

require the commissioner (and their staff) to attend panel meetings to answer questions

•

ask the Chief Constable to attend meetings

•

make reports and recommendations on any action or decision of the commissioner and publish
them.

Membership

17 members at present. Law requires a minimum of 10 plus 2 co-opted independent members.. Must be
geographically and politically balanced within a maximum of 20 members in total. Currently 9 Labour, 5
Conservative, 1 Liberal Democrat and 2 independents.

Schedule of Meetings

Meets about 7 times a year but this will depend on the precept process and whether or not there is an
active veto.

Supported by

Is a Committee of the County Council as it volunteered to host. Has secretariat legal and financial officer
support.

Status of Activity

Works to an agreed reporting framework of Police and Crime Commissioner reporting.
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Her Majesty’s Inspectorate of Constabulary (HMIC)
Serial
Activity

Visit police forces and organisations in England, Wales and Northern Ireland, carrying out inspections or
reviews ranging from individual functional areas through to force-level performance and leadership. Also
look at critical national issues and themes, across the Police Service as a whole.
Have no remit to inspect Commissioners but can be commissioned to carry out specific pieces of work paid
for by the Police and Crime Commissioner.

a

New programme of annual PEEL (police effectiveness {cuts crime}, efficiency {provides value for money}
and legitimacy {provides a service that is legitimate in the eyes of the public}) inspections. Publish reports
and other information on own website http://www.justiceinspectorates.gov.uk/hmic/
Membership

Independent of government and police, appointed by the Queen. Headed by a Chief Inspector of
Constabulary and supported by 4 Inspectors of Constabulary

Schedule of Meetings

As necessary and dependent on the nature of the inspection. Will call officers and staff to interview, carry
out desktop reviews and provide hot debriefs after an inspection visit.

d

Supported by

Seconded police officers and associates. Administration and secretarial support from their own back office

e

Status of Activity

Work to annual plan although the Inspection Programme for 2014/15 does not appear to be published.

b
c
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Internal Audit Function
Serial
Activity
a

Aid to management to review and advise on the quality and adequacy of internal controls. Work to an
annual audit plan, scoped to cover the key financial systems each year, and other areas requiring an
independent review based on the advice of the auditor and the requirements of the chief financial officers
of the Commissioner and the Chief Constable. Ad hoc activity can be commissioned should unplanned
assurance be required. Also work across collaboration activities.
Report annually on the adequacy on internal controls for the Commissioner and the Chief Constable

Membership

Provided under contract; currently a regional arrangement with Baker Tilly. Lead is a partner supported by
an audit manager and audit specialist(s) as required.

Schedule of Meetings

Internal meetings (actual or virtual/by email) to draft annual plan and to scope individual audits. Audit
reports presented for management review for accuracy and populating an action plan. Final reports and
follow up audits on delivery of action plans carried out and reported to JARAC in public meetings.

d

Supported by

Administration and secretarial support from their own back office.

e

Status of Activity

Delivering 2014/15 audit plan

b

c
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External Audit
Serial
Activity

To audit the annual financial statements of the Commissioner and of the Chief Constable and to provide a
conclusion on the arrangements for securing financial resilience and challenging the delivery of economy,
efficiency and effectiveness of the organisations. Look at financial governance, financial planning and
financial control processes. Provide an opinion (either qualified or unqualified) that both sets of financial
statements give a true and fair view of the financial position of the respective body and of their
expenditure and income for the year.

Membership

Provided under contract awarded by Audit Commission; currently with KLPG LLP. Lead is a director
supported by an audit manager and audit support/specialist(s) as required.

Schedule of Meetings

Produce an external audit progress report, an audit fee letter, and audit plan, an auditor’s report on the
financial statements and the value for money conclusion, a report to those charged with governance and
an annual audit letter.

a

b

c

Attend the 4 JARAC meetings a year, all held in public, and have private meetings with the committee
members twice a year.
d

Supported by

Administration and secretarial support from their own back office.

e

Status of Activity

Completed 2013/14 audit process.
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Independent Police Complaints Commission (IPCC)
Serial
Activity

The Independent Police Complaints Commission (IPCC) oversees the police complaints system in England
and Wales and sets the standards by which the police should handle complaints. It is independent, making
its decisions entirely independently of the police and government. It is not part of the police.
Police forces deal with the majority of complaints against police officers and police staff. The IPCC
considers appeals from people who are dissatisfied with the way a police force has dealt with their
complaint. Since November 2012 the responsibility for determining appeals is shared with local police
forces.

a

The most serious cases must be referred to the IPCC by police forces, whether or not someone has made a
complaint. It may decide to investigate independently, manage or supervise the police force’s
investigation, or return it for local investigation.
Has a role in securing and maintaining public confidence in the complaints system, so uses learning from its
work to influence changes in policing, ensure accountability and spread best practice and high standards of
customer service.

Membership
b

The IPCC is overseen by a Chair, ten operational commissioners and four non-executive commissioners.
The Chair is a crown appointment and commissioners are public appointments and they must not have
worked for the police in any capacity prior to their appointment.
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Schedule of Meetings

Meets quarterly to administer office functions. Issues statistical reports and newsletters/best practice
guidelines

d

Supported by

The commission is supported by a Chief Executive who leads a staff of around 400 people.

e

Status of Activity

c

Draft 1.1

Derbyshire Combined Assurance Map

November 2014

Information Commissioner’s Office

Serial
Activity

The UK’s independent authority set up to uphold information rights in the public interest, promoting
openness by public bodies and data privacy for individuals.
The ICO enforces and oversees the following legislation:

a

•

Data Protection Act 1998

•

Freedom of Information Act 2000

•

Privacy and Electronic Communications Regulations 2003

•

Environmental Information Regulations 2004

•

INSPIRE Regulations 2009

Has tools available for taking action to change the behaviour of organisations and individuals that collect,
use and keep personal information, including criminal prosecution, non-criminal enforcement and audit,
can serve a monetary penalty notice on a data controller.
b
c

Membership
Schedule of Meetings

The Information Commissioner is appointed by the Queen and reports directly to Parliament. The
Commissioner is supported by a management board.
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e

Status of Activity
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JOINT AUDIT RISK AND ASSURANCE COMIITTEE
11 DECEMBER 2014
REPORT OF THE TREASURER
11B: INTERNAL AUDIT CONTRACT

1.

PURPOSE OF THE REPORT

1.1

To receive an update on the progress in tendering for a new contract for the
provision of internal audit services to the Commissioner and the Chief
Constable from April 2015;

1.2

To appoint a JARAC member to the regional evaluation team.

2.

INFORMATION AND ANALYSIS

2.1

The current contract for the provision of a regional Internal Audit service to 6
East Midlands Chief Constables and Commissioners ends on 31 March 2015.
A procurement process overseen by the 5 Commissioners’ Chief Financial
Officers who will be party to the new contract has been running for several
months. We are now at a critical point in the process.

2.2

This report presents the outcome of the procurement options review carried
out by the Treasurers and the associated timescales. This includes the award
process which will involve one member from each of the 5 audit policing areas
to make recommendations to their respective Chief Constables and
Commissioners.

2.3

A key issue in the procurement process is the need to keep as far as possible,
a separation of firms providing internal and external audit services.

2.4

The full option appraisal report is attached at APPENDIX A. Four of the 5
Treasurers met on 3 December and agreed that we wished for an open tender
process. Furthermore, the tender evaluation to involve presentations from
shortlisted providers to a panel of 11 comprising one audit committee member
and one Commissioners’ CFO from each policing area plus one
representative of the Chief Constable CFO’s (from Leicestershire Police).’
1
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2.5

The date of this is 13 March 2015 and the JARAC is asked to nominate a
member to sit on this panel

3.

RECOMMENDATION
i

that the JARAC notes the Open Tender route to market chosen by the

Commissioners’ Chief Financial Officers with the commensurate timetable as
detailed at APPENDIX A to the report
ii

that the JARAC nominates a member to sit on the evaluation panel on

13 March 2015
4.

IMPLICATIONS

All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required
LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Helen Boffy

in the event

External telephone number: 0300 122 6005

of enquiries

Email address: Helen.boffy.4808@derbyshire.pnn.police.uk

BACKGROUND PAPERS
1.

none
2
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INTERNAL AUDIT – PROCUREMENT OPTIONS APPRAISAL
Procurement Recommendation – Option 1 Direct Award under an existing
Framework, on the basis an acceptable supplier is identified from the information
below at a competitive / affordable cost.
On the basis the above recommendation is accepted in principle, Procurement to
then investigate detailed pricing further as part of any benchmarking / analysis
exercise for selection of the correct framework to meet PCC needs (as identified in
the timelines below at Option 1A).
PCC CFO’s Recommendation is for Option 2 Open Tender to allow for the widest
opportunities for bidders, including local authorities (not identified in the procurement
options) in order to get best value.

OPTION 1:
Direct Award or Mini Competition against an existing Framework available for police
forces to utilise.
Known Frameworks:
(1)

ESPO Framework 664 Consultancy Services – commenced 24.01.13 and being
extended to 23.01.17, Direct Award or Mini-Competition possible.

Auditing
This category includes (but is not limited to) advice surrounding:
• Audit strategies and methodologies
• Benchmarking and quality assurance
• External audits

• Financial audits
• Internal audits
• Governance, risk and internal control

Categories and Day Rates AUDITING
Supplier
Junior
Consultant
Consultant
Baker Tilly Risk
£280
£340
Advisory
Services LLP
BDO LLP
£300
£450
EC Harris
£375
£450
Ernst and Young £250
£350
Grant Thornton
£400
£650
(2)

Senior
Consultant
£400

Managing
Consultant
£650

£800
£550
£500
£800

£1,200
£1,000
£1,550
£1,200

NHS Provision of Internal and External Audit & Counter Fraud Services – NHS
but open to wider public sector incl. UK police forces, commenced 16.05.12 and in
place to 15.04.15 with the option to extend to 15.05.16, Direct Award or MiniCompetition and selection of single or multiple providers possible.
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Suppliers for EM Region – CW Audit Services, Deloitte LLP, East Coast Audit
Consortium, Emias, KPMG, PWC, Baker Tilly, TIAA.
Pricing structure - as with the ESPO Framework i.e. day rates for categories of
consultancy, but obtaining of full details subject to signing an Associate Membership
in this case.
(3)

CCS ConsultancyOne – Framework period 16.05.13 to 15.05.15, extension likely
but not confirmed, Direct Award or Mini-Competition possible.
Suppliers – Baker Tilly, Capita, Deloitte, Ernst & Young LLP, Grant Thornton LLP,
KPMG LLP, Mazars LLP, Moore Stephens LLP, Pannells LLP, Parkhill Audit &
Consultancy Services CIC.
Pricing structure – Maximum day rates, fixed for two years with the ability for
suppliers to review prices 6 monthly to see if any reductions are possible. Details of
precise figures obtainable later in week – awaiting CCS response to procurement
registration request to be able to access this level of detailed information.

For consideration by Chief Finance Officers as part of any decision over Option 1:
•
•
•
•
•

Who consider to be the ‘market leaders’ for specifically what you require?
How rank the current performance of your incumbent supplier?
What grades of consultancy expect to utilise for the tasks involved?
What currently are we charged?
Conduct a Mini-Competition against one of the Frameworks or enter directly into
contract with a provider from an existing Framework (known as a Direct Award)?

Benefits

Risks

Procurement time / cost considerably saved Supplier base on the Framework does not
as much of EU process already completed. entirely match the marketplace we would
expect to see represented for this area of
supply.
Terms and Conditions of Contract prior Potential for legal challenge for not using a
established and agreed with suppliers by Framework with the correct suppliers on we
Framework owners.
need.
Direct Award possible and so able to take If enter into Mini-Competition rather than
immediate
advantage
of
utilising Direct Award, is still an element of
arrangement. Supplier list pre-established.
procurement involved, albeit less than with
our own full OJEU procurement.
Represents best practice and in keeping Potentially don’t attract the best rates /
with collaboration wherever possible.
competition.
Less risk to EM forces as liabilities largely Any Mini-Competition can only be done
with the Framework owners.
against one framework and only from the
suppliers on that Framework.
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Timelines (Key Dates) – Option 1A - Direct Award
Stage
Procurement Strategy / Option selection
finalised
Final Specification complete
Appraise / select Framework option based
on preferred supplier for Direct Award
Confirm pricing and Terms of Contract with
preferred supplier
Tender Award Report / Decision Notice sign
off
Complete Contracts

Completion Date
05.12.14 PCC CFO’s to consider 03.12.14
19.12.14 PCC CFO assistance required
19.12.14
12.01.15
23.01.15 PCC sign off required due to the
value of the Contract
06.02.15

Timelines (Key Dates) – Option 1B – Mini Competition
Stage
Procurement Strategy / Option selection
finalised
Final specification complete
Mini-Competition Invitation to Tender [ITT]
document [incorporating the Specification]
drafted and issued
ITT responses received
ITT responses evaluated
Tender Award Report / Decision Notice sign
off
Notification of Award
Complete Contracts (allowing for a 10 day
debriefing period to unsuccessful suppliers)

Completion Date
05.12.14 PCC CFO’s to consider 03.12.14
19.12.14 PCC CFO assistance required
12.01.15

30.01.15
06.02.15 PCC CFO assistance required
20.02.15 PCC sign off required due to the
value of the Contract
20.02.15
06.03.15

OPTION 2:
Conduct our own OJEU Public Procurement, which due to the value involved (£231k
PER ANNUM FOR 5 YEARS) would be above the EU threshold & therefore involve the
full rigour of the EU Regulations. Due to the potential number of applicants from the
market as well, procurement would propose the following of what is called the
‘Restricted’ procedure. The Restricted procedure is in effect a two stage process:
Stage 1 – Initial pre-qualification (shortlisting) assessment of applicants to receive an
Invitation to Tender.
Stage 2 – Tender process involving the clear specifying of our requirements and subsequent
evaluation of bids against these requirements.
For consideration by Chief Finance Officers if indicate a preference with Option 2:
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•

Are we looking for the same provider across all 5 forces or can Tenderers bid on a
per force basis? SOR would appear to indicate so – i.e. a single Collaborative
Contract with an MOU between forces in the region then sitting behind that.

Benefits

Risks

Able to clearly specify your own particular Considerable greater procurement effort
requirements to the marketplace.
involved which will equally need to be
matched by the business user side eg.
specifying of requirements and evaluation at
both stages 1 & 2 above.
Potentially derive greater competition, Longer process (are some prescribed EU
including price competition.
timelines that apply e.g. allowing 40 days for
Tenderers to look at the Invitation to Tender)
with greater risk of delay or non-award due
to challenge from suppliers (although
timescales indicate deadline of 31.03.15 still
achievable).
Not restricted to opening the enquiry to just Greater liabilities carried by the EM force
the marketplace present on any one selected as the lead for this procurement
particular existing framework.
(SOR appears to indicate Nottinghamshire
as the lead).
Enter into a collaborative procurement for The process will derive the appointed
the EM Region with potentially greater supplier, which may not turn out to be the
opportunity for standardising of practices incumbent supplier and so there will be
etc on a regional level.
additional transitional / implementation
issues.
Apply own EM Regional Terms and Whilst it is anticipated that greater price
Conditions of business.
competition will be derived from this route,
this is not guaranteed. Indeed (whilst
unlikely) it is not guaranteed that any
competition will result at all.
The timescales laid out below are
‘aggressive’ and are potentially open to
some slippage due to the current high
volume of work including a number of other
high value EU procurements currently being
involved in. If Option 2 pursued, would be
wise to give some consideration now with
regards to possibly being able to extend the
current arrangements by any slight period by
way of building in some additional
contingency for the new procurement
process.
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Timelines (Key Dates)
Stage
Procurement Strategy / Option selection
finalised
Pre-Qualification [PQQ] document / Advert
prepared and issued
Final specification complete
PQQ responses received
PQQ responses evaluated
Invitation to Tender [ITT] document
[incorporating the Specification] drafted and
issued
ITT responses received
ITT responses evaluated

Completion Date
05.12.14 PCC CFO’s to consider 03.12.14
15.12.14 PCC CFO assistance required re:
any specific questions to the standard set
12.01.15 PCC CFO assistance required
19.01.15
23.01.15 PCC CFO assistance required
26.01.15

06.03.15
13.03.15 PCC CFO and Audit Committee
members assistance required
Tender Award Report / Decision Notice sign 20.03.15 PCC sign off required due to the
value of the Contract
off
Notification of Award
20.03.15
Complete Contracts (allowing for a 10 day 31.03.15
debriefing period to unsuccessful suppliers)

