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AGENDA ITEM 3
JOINT, AUDIT, RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

MINUTES of a meeting of the JOINT AUDIT, RISK ASSURANCE COMMITTEE
held in the Old Reception Room, Police HQ on 9 November 2017
PRESENT
Miss K Alcock (in the Chair)
Mr S Cook
Ms S Sunderland
Mr A Jenkinson
Ms S Hart
OPCC Present:
DPCC Gillott, Mr A Dale, Mrs L Kelly
Constabulary Present: Mr T Neaves,
ACC C Haward
Internal Audit:
Mr B Welch
External Audit:
Ms A Pipes
46/17

APOLOGIES
46.1 None

46/17

DECLARATIONS OF INTEREST
46.1 No declarations of interest were declared.
RESOLVED:
1.
To note that no members declared any personal or prejudicial interests.

47/17

MINUTES OF THE MEETING OF THE JARAC HELD ON 14
SEPTEMBER 2017
47.1 Referring to minute 33.2 members acknowledged that they had
received an invite to attend the Risk and Threat Seminar and advised
that four members had accepted the invitation.
47.2 Referring to the JARAC recruitment process detailed at minute 35/17,
Ms Alcock suggested that it may be prudent for members to conduct a
skills audit after the selection of the Chair to assess any gaps.
Members agreed to conduct the audit.
47.3 Members noted a typo at minute 38.5 which should read “it was
concluded that it would be more useful fir for it to be prepared ..”
47.4 For clarity, members requested that minute 40.7 be amended as
follows: “He provided further reassurance stating that Derbyshire have
a good audit regime and give close consideration in the area of sex
offences, vulnerability and safeguarding …”
1
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RESOLVED:
1.
The Minutes of the meeting of the JARAC held on 14 September 2017
were confirmed as a true record by the Committee.
48/17

REVIEW OF ACTIONS
48.1 Referring to the action ‘10A Copy of SGB Report: PSD Update’
members confirmed that discussions would be held outside the
meeting.
RESOLVED:
1.
To note the Review of Actions

49/17

TRANSITION PROGRAMME INCLUDING THE IMPACT OF MOBILE
WORKING
49.1 ACC Haward provided a presentation on the Policing Model review.
49.2 The presentation was noted and welcomed by members.
RESOLVED:
1.
To note the presentation on the Policing Model Review

50/17

EXTENDING THE ASSURANCE FRAMEWORK TO COVER THE
REGIONAL COLLABORATION – DISCUSSION

50.1 Members were keen to develop the assurance map to cover regional
activity and to also add the flow of assurance to better understand how
the output from national bodies feeds down into groups/boards.
50.2 Mr Dale advised that the framework would be added to Visio.
50.3 Members also queried whether it would be useful to include the
assurance map in the next internal audit plan. There was some
uncertainty about how this would work, but it would be considered.
RESOLVED:
1.
Members discussed extending the assurance framework.
51/17

PENETRATION TESTING
51.1 Ms Hart provided a verbal update to members advising that she had
met with the Head of IT, Mr Cariss on 17 October to discuss issues
which were not clarified in the recent internal IT audit in order to gain
assurance in the area of IT Security.
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51.2 Areas discussed were IT Policies, Penetration Testing, Anti-Virus and
Intrusion Detection and Disaster Recovery Procedures. Ms Hart was
pleased to advise that the Committee should take significant assurance
in the area of IT Security.
RESOLVED:
1.
The Committee took significant assurance on the area of IT Security.
52/17

OPCC RISK REGISTER
52.1 Following a review of the OPCC Risk Register, Mr Dale highlighted that
the OPCCC Risk Register has now been aligned to the Force’s Risk
Register and the risks have been consolidated under a broader
strategic risk header.
52.2 The current OPCC risks were detailed at para 3.1 in descending order
of risk.
52.3 To ensure there is no duplication with the Force Risk Register it was
noted, as detailed at para 4.5 that the CFO will attend the Force’s Risk
Management Board and will keep any possible cross-over or
duplication of risks under review.
52.4 It was noted as detailed at para 5.1 that the Force are in the process of
procuring and implementing a replacement risk Management software
solution. It is anticipated that that the new system will be in place in
approximately 12 months.
52.5 Members welcomed the consolidation of risks and the new format.
Members were however, slightly concerned by the risk scoring and in
particular the likelihood scores which were low and they suggested,
may not be reflective of external influences.
52.6 Mr Dale agreed to speak with Chief Executive, Mr Peet to re-examine
the scores and it was also agreed that the risk register be presented to
the meeting again in December alongside the Force Risk Register, thus
allowing a scoring comparison.
RESOLVED:
1.
The background information regarding the development of risk
management techniques within the OPCC was noted.
2.
The risks, their score and the controls were reviewed and feedback was
provided.
3.
Assurance was taken by the OPCC’s risk management arrangements
and the alignment for the Force approach to embed the concept of risk
management within everyday business.
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53/17

ANNUAL AUDIT LETTER
53.1 Ms Pipes presented the report and highlighted that they had issued an
unqualified opinion on both the PCC and CCs financial statements on
25 September 2017.
53.2 No material errors had been identified, the draft accounts had been
published ahead of the deadline and the quality of supporting working
papers were good.
53.3 The audit fees remain the same as the previous year; Police and Crime
Commissioner £31,035 and Chief Constable £15,000.
53.4 Ms Pipes thanked the finance staff for all their help.
53.5 Members considered the summary of reports issued detailed at
Appendix 1 and requested the following for 2018:
External Audit Plan – if this is not available in time for the March
meeting members will consider this outside of the meeting.
Accounts Workshop scheduled for 14 June 2018. Ms Pipes was invited
to attend.
RESOLVED:
1.
The Annual Audit Letter for 2016/17 was received and assurance was
taken once again, that the arrangements by Derbyshire police for
financial reporting, value for money and external reporting were
satisfactory.
2.
It was noted that the Commissioner and the Chief Constable will receive
the Annual Audit letter for 2016/17 at the Strategic Governance Board
meeting on 27 November 2017.

4

AGENDA ITEM 4
JOINT, AUDIT, RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

JOINT AUDIT, RISK AND ASSURANCE COMMITTEE
REVIEW OF ACTIONS
Agenda
Item
6A

Report Title and Action Required
Internal Audit Progress report 2017-2018
Victim Services
Members considered the recommendation around referral system and
reconciliation of data and raised concerns that crimes may not be being
recorded correctly and therefore not all victims will be being referred. Mr Dale
advised that broader work is currently being undertaken about the referrals
process and he agreed to present a report to the March meeting to update
members on this.

Responsible Progress
Officer
Mr Dale

Update for meeting of the
JARAC March 2018
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Section B
Part I For Publication

STRATEGIC GOVERNANCE BOARD
27 NOVEMBER 2017
JOINT REPORT OF THE CHIEF FINANCE OFFICER AND THE DIRECTOR OF
FINANCE

10B: CONFIRMATION OF THE APPOINTMENT OF THE JARAC CHAIR

PURPOSE OF THE REPORT
1.1

The recruitment process to appoint a JARAC Chair and two members to the
Joint Audit Risk Assurance Committee was confirmed at the meeting of the
JARAC on 14 September 2017.

1.2

The interviews to appoint a JARAC Chair took place on 17 November and as
outlined in the process there is a requirement for the Strategic Governance
Board to be notified of the outcome of the selection process and to confirm
appointments, pending receipt of satisfactory vetting and references (where
relevant).

INFORMATION AND ANALYSIS
2.1

Ms Susan Sunderland, serving member of the JARAC (and current vice
chair), was successful at interview and has been offered the position of Chair
commencing on 22 April 2018 for a five year term, ending 21 April 2023.

2.2

It was necessary to stage the recruitment process, thus ensuring that the
JARAC Chair is appointed in time to recruit the three remaining members (the
original advertised two, plus backfill for Ms Sunderland’s appointment to
Chair.

2.3

The interviews for the appointment of three JARAC members will take place
January 2018 at which time the outcome of the process will be notified to the
Strategic Governance Board to confirm the appointments.
1
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RECOMMENDATIONS
i.

To confirm the Appointment of Susan Sunderland as Chair of the JARAC
commencing 22 April 2018 for a five year term, ending 21 April 2023.

IMPLICATIONS
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained within the
report
MEDIUM – narrative to be contained within the report at the discretion of the author
LOW – no narrative required
LOW
Crime & Disorder

x

Environmental

x

Equality & Diversity

MEDIUM

HIGH

x

Financial

x

Health & Safety

x

Human Rights

x

Legal

x

Personnel

x

Contact details

Andrew Dale

in the event

External telephone number: 03001226000

of enquiries

Email address: andrew.dale.16973@derbyshire.pnn.police.uk

BACKGROUND PAPERS:
Report to the JARAC dated 14 September 2017
ATTACHMENTS:
none
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Part I –
For Publication

JOINT AUDIT RISK AND ASSURANCE COMIITTEE
7 DECEMBER 2017
REPORT OF THE INTERNAL AUDITOR
6A:

INTERNAL AUDIT PROGRESS REPORT 2017/18

1.

PURPOSE OF THE REPORT

1.1

To receive a progress report from the internal auditors on their work to date
this during this financial year, including collaboration audits.

1.2

This report is in a format which includes each audit report in full as an Annex,
rather than under separate reporting cover.

2.

INFORMATION AND ANALYSIS
Progress report

2.1

As part of the management of the internal audit process, a progress report is
provided to each meeting of the JARAC. Attached at APPENDIX A to this
report is the latest progress report dated September 2017.

2.2

The report shows a summary of progress against the Internal Audit plan,
including the status of the audit assignment reports produced in this quarter.

2.3

The opinions issued and the actions by priority are categorised into either
Priority 1 (Fundamental), Priority 2 (Significant) or Priority 3 (Housekeeping).

2.4

In some cases the audit is advisory and no opinion is issued. Some reports
are in the form of letters/memos rather than full reports.

2.5

The table below shows a summary of the recommendations and overall
assurance opinion for each of the assignment audits covered in this report.
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Annex to Name of audit
the report undertaken

Annex A

Annex B

Annex C

Annex D

Annex E

Assurance
Opinion

Recommendations

Collaboration: East
Midlands
Collaborative
Human Resource
Service – Learning
and Development
(EMCHRS-L&D)

P1 Fundamental

0

P2 Significant

2

P3 Housekeeping

3

Collaboration: East
Midlands
Collaborative
Human Resource
Services –
Occupational Health
Unit (EMCHRSOHU)

P1 Fundamental

0

P2 Significant

0

P3 Housekeeping

3

Collaboration : East
Midlands Specials
Operations Unit –
Forensic Services
(EMSOU-FS)

P1 Fundamental

0

P2 Significant

0

P3 Housekeeping

3

P1 Fundamental
National Undercover
P2 Significant
Inquiry
P3 Housekeeping

-

Satisfactory

Substantial

-

Substantial

Substantial

-

Follow up of Audit
Recommendations
-

November 17

2.5

Members are directed to reviewing the covering progress report and each
detailed audit assignment.

2.6

The committee can consider if it can take assurance that the controls upon
which the organisation relies to manage each of the audit activities are
suitably designed, consistently applied and effective as detailed in each of the
Annexes to the report.

2.7

The report will be presented by a representative from Mazars. JARAC
Members will then have the opportunity to question the internal auditor.
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2.8

There is an opportunity to review the content of the audit plan to ensure it
continues to be fit for purpose.

3.

RECOMMENDATIONS
i.

That the Committee takes assurance that the internal audit plan
addresses relevant matters and is being delivered as expected, as
detailed in the progress report at Appendix A to the report.

ii.

It is recommended that the committee take assurance that the controls
upon which the organisation relies to manage East Midlands
Collaborative Human Resources Service – Learning and Development
(EMCHRS-L&D) are suitably designed, consistently applied and
effective as detailed in Annex A to the report.

iii.

It is recommended that the committee take assurance that the controls
upon which the organisation relies to manage East Midlands
Collaborative Human Resource Services – Occupational Health Unit
(EMCHRS-OHU) are suitably designed, consistently applied and
effective, as detailed in Annex B to the report.

iv.

It is recommended that the committee take assurance that the controls
upon which the region relies to manage East Midlands Specials
Operations Unit – Forensic Services are suitably designed, consistently
applied and effective, as detailed in Annex C to the report.

v.

It is recommended that the committee take assurance that the controls
upon which the region relies to manage the National Undercover
Enquiry are suitably designed, consistently applied and effective, as
detailed in Annex D to the report.

vi.

It is recommended that the committee take assurance that the previous
activities agreed by management in earlier audit reports have been
carried out as planned and/or as reported in the follow up report, as
detailed in Annex E to the report.

4.

IMPLICATIONS
3
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All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required
LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

MEDIUM

HIGH

Contact details

Name: Andrew Dale

in the event

External telephone number: 0300 122 6000

of enquiries

Email address: Andrew.Dale.16973@derbyshire.pnn.police.uk

BACKGROUND PAPERS
1.

Internal Audit Plan 2016/17

2.

Attachments

Annex A

Collaboration: East Midlands Collaborative Human Resource Service –
Learning and Development (EMCHRS-L&D)

Annex B

Collaboration: East Midlands Collaborative Human Resource Services
– Occupational Health Unit (EMCHRS-OHU)

Annex C

Collaboration : East Midlands Specials Operations Unit – Forensic
Services (EMSOU-FS)

Annex D

National Undercover Inquiry

Annex E

Follow up of Audit Recommendations - November 17
4
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Office of the Police & Crime Commissioner for Derbyshire and Derbyshire
Police
Internal Audit Progress Report 2017/18
November 2017

Presented to the Joint Audit, Risk & Assurance Committee meeting of: 7th December 2017

Contents
01

Introduction

02

Summary and conclusions from Internal Audit work to date

03

Performance

Appendices
A1 Summary of Reports 2017/18
A2 Internal Audit Plan 2017/18
A3 Definition of Assurances and Priorities
A4 Contact Details
A5 Statement of Responsibility

01 Introduction
1.1

The purpose of this report is to update the Joint Audit, Risk & Assurance Committee (JARAC) as to the progress in respect of the 2017/18 Internal
Audit Plan which was considered and approved by the JARAC at its meeting on 9th March 2017.

1.2

The Police and Crime Commissioner and Chief Constable are responsible for ensuring that the organisations have proper internal control and
management systems in place. In order to do this, they must obtain assurance on the effectiveness of those systems throughout the year, and are
required to make a statement on the effectiveness of internal control within their annual report and financial statements.

1.3

Internal audit provides the Police and Crime Commissioner and Chief Constable with an independent and objective opinion on governance, risk
management and internal control and their effectiveness in achieving the organisations’ agreed objectives. Internal audit also has an independent
and objective advisory role to help line managers improve governance, risk management and internal control. The work of internal audit, culminating
in our annual opinion, forms a part of the OPCC and Forces’ overall assurance framework and assists in preparing an informed statement on internal
control.

1.4

Responsibility for a sound system of internal control rests with the Police and Crime Commissioner and Chief Constable and work performed by
internal audit should not be relied upon to identify all weaknesses which exist or all improvements which may be made. Effective implementation of
our recommendations makes an important contribution to the maintenance of reliable systems of internal control and governance.

1.5

Internal audit should not be relied upon to identify fraud or irregularity, although our procedures are designed so that any material irregularity has a
reasonable probability of discovery. Even sound systems of internal control will not necessarily be an effective safeguard against collusive fraud.

1.6

Our work is delivered is accordance with the Public Sector Internal Audit Standards (PSIAS).

1

02 Summary of internal audit work to date
2.1

We have issued one final report in respect of the 2017/18 plan since the last progress report to the JARAC, this being in respect of the National
Undercover Policing Enquiry. We have also issued one draft report in respect of the Core Financial Systems where we await a response and the
final report will be issued shortly. Further details are provided in Appendix 1.

2.2

Further details are provided in Appendix 1.
Derbyshire 2017/18 Audits

Report
Status

Assurance
Opinion

Victims Services

Final

Satisfactory

3

Business Continuity

Final

Limited

5

5

Estates Management

Final

Satisfactory

2

2

National Undercover Policing
Enquiry

Final

Substantial

Core Financial Systems

Draft
Total

Priority 1
(Fundamental)

Priority 2
(Significant)

Priority 3
Total
(Housekeeping)
1

4

0

-

10

1

11

2.2

Fieldwork in respect of the Core Financial Systems is in progress, whilst the Payroll audit at Leicestershire Police is due to commence on 6th November
during which the ‘local’ Derbyshire element will be completed. The first of the Regulatory Checks was due to be completed in October but had to be
deferred due to the absence of the Head of Finance and new date will be agreed. Further details are provided within Appendix A2.

2.3

Similarly to 2016/17, five specific areas have been identified in terms of the collaborative audits for 2017/18 and a lead officer (OPCC CFO) has been
identified as a single point of contact. Four of the audits will adopt a similar scope to that of the 2016/17 audits and will look at the business plan and
S22 agreement in terms of whether it is being delivered and is fit for purpose going forward; the scope will also include value for money considerations
and arrangements for managing risk. The four areas of collaboration that will form the focus of these initial reviews are:
EMCHRS Learning & Development
EMCHRS Occupational Health
2

EMSOU Forensic Services
Criminal Justice (EMCJS)
The fifth audit within the Collaboration plan relates to the Proceeds of Crime Act (POCA) and will review the arrangements in place across the region
to manage cash and property seizures.
2.4

At the time of writing, we have issued three final reports, these being in respect of EMCHRS Learning & Development, EMCHRS Occupational Health
and EMSOU Forensic Services. Further details are provided in Appendix 1.
Collaboration Audits
2017/18

Status

Assurance
Opinion

EMCHRS Learning &
Development1

Final

Satisfactory

EMSOU
Services1

Forensic

Final

EMCHRS Occupational
Health1

Final

Priority 2
(Significant)

Priority 3
(Housekeeping)

2

3

5

Significant

3

3

Substantial

3

3

9

11

Total

1 Denotes

Priority 1
(Fundamental)

-

2

Total

those collaborative arrangements which Derbyshire are a part of.

3

03 Performance
3.1

The following table details the Internal Audit Service performance for the year to date measured against the key performance indicators
that were set out within Audit Charter.
No

Indicator

Criteria

Performance

1

Annual report provided to the JARAC

As agreed with the Client Officer

N/A

2

Annual Operational and Strategic Plans to the
JARAC

As agreed with the Client Officer

3

Progress report to the JARAC

7 working days prior to meeting.

Achieved

4

Issue of draft report

Within 10 working days of
completion of final exit meeting.

100% (5/5)

5

Issue of final report

Within 5 working days of
agreement of responses.

100% (4/4)

6

Follow-up of priority one recommendations

90% within four months. 100%
within six months.

7

Follow-up of other recommendations

100% within 12 months of date of
final report.

Achieved

8

Audit Brief to auditee

At least 10 working days prior to
commencement of fieldwork.

100% (7/7)

9

Customer satisfaction (measured by survey)

85% average satisfactory or above

100% (2/2)

Achieved

N/A

4

Appendix A1 – Summary of Reports 2017/18
Below we provide brief outlines of the work carried out, a summary of our key findings raised and the assurance
opinions given in respect of the final reports issued since the last progress report:
National Undercover Policing Enquiry
Overall Assurance Opinion

Significant

Recommendation Priorities
Priority 1 (Fundamental)

-

Priority 2 (Significant)

-

Priority 3 (Housekeeping)

-

Internal Audit carried out a review of the Undercover Inquiry (UCI) as part of the 2016/17 Internal Audit Plan,
which resulted in a satisfactory audit assurance opinion. Derbyshire were the lead force for the inquiry, as the
Chief Constable of Derbyshire was the National Lead of Serious Organised Crime. However, following the
retirement of the Chief Constable in May 2017, the new National Lead of Serious Organised Crime, and
therefore lead Force for the inquiry, is Merseyside Police. However, it has been agreed that Derbyshire will
continue to manage the finance arrangements for the inquiry for consistency.
The finances of the inquiry are managed in accordance with the Derbyshire Police Financial Regulations, and
the Force are responsible for the collection of funds due from other forces, the approval of expenditure and the
accounting for of all income and expenditure in relation to the inquiry.
Our audit considered the following area objectives:
Budgeting
•

An approved budget setting process is in place which includes timetables, allocation of funds to
achieve outcomes and monitoring procedures.

•

Robust monitoring (including forecasting) and reporting processes are in place to ensure that initial
budgets are adhered to, with any variances reported accordingly.

•

Additional funds required from other forces are timely identified and communicated.

Financial Transactions
•

There are effective processes and controls in place with regards the approval of expenditure, recharging and accounting for costs associated with the inquiry.

Performance Monitoring
•

Effective reporting routines are in place at Senior Management, Force and OPCC level. Budgets
are regularly monitored and variances analysed and communicated so as to minimise the risk of
budget under/overspend.

We did not raise any recommendations where we believe there is scope for improvement within the control
environment.
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EMCHRS – Learning & Development
Assurance Opinion

Satisfactory

Recommendation Priorities
Priority 1 (Fundamental)

-

Priority 2 (Significant)

2

Priority 3 (Housekeeping)

3

Our audit considered the following area objectives:
The East Midlands Collaborative Human Resources Service – Learning and Development (EMCHRS-L&D)
unit is a four force collaboration between Derbyshire, Leicestershire, Northamptonshire and Nottinghamshire
Police. Our audit considered the risks relating to the following areas under review:
• A Section 22 agreement is in place that clearly sets out the decision making and governance
framework that is in place;
• A clearly defined Business Plan is in place that sets out the statutory duties, objectives and the key
performance indicators for the services to be provided;
• The Business Plan is set in line with the Section 22 agreement and it is regularly reviewed to ensure
it remains ‘fit for purpose’;
• There are effective reporting processes in place to provide assurances to the Forces on the
performance of the unit;
• Value for money considerations are regularly reviewed and reported to the Forces; and
• The unit has procedures in place to ensure that risks are identified, assessed recorded and managed
appropriately.
We raised two significant (priority 2) recommendations where felt that the control environment could be
improved. These related to the following:
• EMCHRS L&D should agree Terms of Reference for the Senior Management Team to clearly state their
roles and responsibilities. These should include, but not be limited to:
Purpose
Scope
Membership
Decision making authority
Reporting Requirements
Frequency of meetings
Review
• The unit should ensure that external contractors have a valid contact and that a process is put in place to
ensure that contracts are renewed in a timely manner.
We also raised three priority 3 recommendations of a more housekeeping nature. These were in respect of
policies and procedures, review of strategy and risks management.
Management have confirmed that agreed actions have either been implemented or will be actioned by the end
of November 2017.
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EMCHRS – Occupational Health
Assurance Opinion

Significant

Recommendation Priorities
Priority 1 (Fundamental)

-

Priority 2 (Significant)

-

Priority 3 (Housekeeping)

3

The East Midlands Specials Operations Unit – Forensic Services (EMSOU-FS) unit is a five force collaboration
between Derbyshire, Leicestershire, Lincolnshire, Northamptonshire and Nottinghamshire Police. The
Collaboration Unit formed as a five Force collaboration during 2012/13 when each force agreed to progress
with a regional approach to occupational health.
The Occupational Health Unit aims to support each regional force through the delivery of a number of services
including:
•
•
•
•
•

Medical requirements for recruits;
Health Screening / Health Surveillance;
Occupational Vaccinations;
Professional Support; and
Incident Support – post incidents, follow up, advice and guidance.

Our audit considered the following risks relating to the area under review:
•

A Section 22 agreement is in place that clearly sets out the decision making and governance
framework that is in place;
• A clearly defined Business Plan is in place that sets out the statutory duties, objectives and the key
performance indicators for the services to be provided;
• The Business Plan is set in line with the Section 22 agreement and it is regularly reviewed to ensure
it remains ‘fit for purpose’;
• There are effective reporting processes in place to provide assurances to the Forces on the
performance of the unit;
• Value for money considerations are regularly reviewed and reported to the Forces; and
• The unit has procedures in place to ensure that risks are identified, assessed recorded and managed
appropriately.
We raised three priority 3 recommendations of a housekeeping nature. These were in respect of the following:
•

The terms of reference for the SLT and Client Liaison Group should be updated to ensure consistency in the
governance structure. These should include, but not be limited to:
Purpose
Scope
Membership
Decision making authority
Reporting Requirements
Frequency of meetings
Review
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•

The Unit should review and update the Risk Management Policy to ensure it matches their current needs and
approach to managing risks.

•

The Unit should review the performance data included within the performance pack that is presented to the
Board each quarter

Management confirmed that these recommendations will be actioned by January 2018.

East Midlands Special Operations Unit (EMSOU) – Forensic Services
Assurance Opinion

Significant

Recommendation Priorities
Priority 1 (Fundamental)

-

Priority 2 (Significant)

-

Priority 3 (Housekeeping)

3

The East Midlands Specials Operations Unit – Forensic Services (EMSOU-FS) unit is a five force collaboration
between Derbyshire, Leicestershire, Lincolnshire, Northamptonshire and Nottinghamshire Police. The
Collaboration Unit formed as a five Force collaboration in March 2014 when the five forces agreed to progress
with a regional approach to forensic services.
EMSOU-FS aims to provide a quality assured forensic science and investigation service to the police forces
of Derbyshire, Lincolnshire, Nottinghamshire, Leicestershire and Northamptonshire, with the strategic objective
of supporting the efficient and effective investigation of crimes and incidents by these Forces in accordance
with their statutory and common law responsibilities.
The Unit provides various forensic services, such as:
•
•
•
•

Fingerprint Bureau;
Forensic Analytical Services Team;
Forensic Case Management;
Crime Scene Investigation and Digital Forensic

Our audit considered the following risks relating to the area under review:
•
•
•
•
•
•

A Section 22 agreement is in place that clearly sets out the decision making and governance
framework that is in place;
A clearly defined Business Plan is in place that sets out the statutory duties, objectives and the key
performance indicators for the services to be provided;
The Business Plan is set in line with the Section 22 agreement and it is regularly reviewed to ensure
it remains ‘fit for purpose’;
There are effective reporting processes in place to provide assurances to the Forces on the
performance of the unit;
Value for money considerations are regularly reviewed and reported to the Forces; and
The unit has procedures in place to ensure that risks are identified, assessed recorded and managed
appropriately.
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We raised three priority 3 recommendations of a housekeeping nature. These were in respect of the following:
•

The updated Section 22 agreement should be circulated and signed off by the five PCC’s and CC’s in
a timely manner to ensure a clear agreement is established.
EMSOU-FS should agree Terms of Reference for the Managers Network. Operations and Centre
groups. This should ensure they are aligned to the governance structure of the unit and that there is
no duplication in the issues discussed at the governance groups across the unit.

•

The overdue reviews should be carried out and the unit should consider putting a process in place to
ensure that annual reviews of policies and procedures are undertaken in a timely manner.

•

The Unit should consider putting a Risk Management Policy in place to formally document their
existing system for managing risk.

Management confirmed that these recommendations will be actioned by April 2018.
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Appendix A2 Internal Audit Plan 2017/18
Auditable Area

Planned
Fieldwork
Date

Draft Report
Date

Oct 2017

Nov 2017

Final Report
Date

Target
JARAC

Comments

Mar 2018

Draft report issued.

Nov 2017

Mar 2018

Part of Leicestershire Payroll audit. F/w
completed; being reviewed.

Nov 2017 & Feb
2018

Mar 2018

First audit booked for 27th Nov.

Mar 2018

May 2018

Core Assurance
Core Financial Systems
Payroll

Regulatory Checks – Divisions
Code of Governance
Strategic & Operational Risk
Victims Services

May 2017

PCC Grants

Jan 2018

Business Continuity

June 2017

June 2017

July 2017

Sept 2017

Final report issued.

Estates Management

July 2017

July 2017

Aug 2017

Sept 2017

Final report issued.

National Undercover Policing
Enquiry

Sept 2017

Sept 2017

Sept 2017

Dec 2017

Final report issued.

May 2017

July 2017

Sept 2017

Final report issued.

Mar 2018
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Auditable Area

Planned
Fieldwork
Date

Draft Report
Date

Final Report
Date

Target
JARAC

Comments

EMCHRS Learning &
Development

Aug 2017

Aug 2017

Sept 2017

Dec 2017

Final report issued.

EMCHRS Occupational Health

Oct 2017

Nov 2017

Nov 2017

Dec 2017

Final report issued.

EMSOU Forensic Services

Sept 2017

Oct 2017

Oct 2017

Dec 2017

Final report issued.

Criminal Justice (EMCJS)

Dec 2017

Mar 2018

F/w starts 4th Dec.

POCA

Jan 2018

Mar 2018

Collaboration
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Appendix A3 – Definition of Assurances and Priorities
Definitions of Assurance Levels
Assurance Level

Adequacy of system
design

Effectiveness of
operating controls

Significant
Assurance:

There is a sound system
of internal control
designed to achieve the
Organisation’s objectives.

The control processes
tested are being
consistently applied.

Satisfactory
Assurance:

While there is a basically
sound system of internal
control, there are
weaknesses, which put
some of the
Organisation’s objectives
at risk.

There is evidence that
the level of noncompliance with some
of the control processes
may put some of the
Organisation’s
objectives at risk.

Limited Assurance:

Weaknesses in the
system of internal
controls are such as to
put the Organisation’s
objectives at risk.

The level of noncompliance puts the
Organisation’s
objectives at risk.

No Assurance

Control processes are
generally weak leaving
the processes/systems
open to significant error
or abuse.

Significant noncompliance with basic
control processes
leaves the
processes/systems
open to error or abuse.

Definitions of Recommendations
Priority

Description

Priority 1
(Fundamental)

Recommendations represent fundamental control
weaknesses, which expose the organisation to a high
degree of unnecessary risk.

Priority 2
(Significant)

Recommendations represent significant control
weaknesses which expose the organisation to a moderate
degree of unnecessary risk.

Priority 3
(Housekeeping)

Recommendations show areas where we have highlighted
opportunities to implement a good or better practice, to
improve efficiency or further reduce exposure to risk.
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Appendix A4 - Contact Details

Contact Details
07552 007708
David Hoose
David.Hoose@Mazars.co.uk

07780 970200
Brian Welch
Brian.Welch@Mazars.co.uk
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A5 Statement of Responsibility

Status of our reports

The responsibility for maintaining internal control rests with management, with internal audit providing a
service to management to enable them to achieve this objective. Specifically, we assess the adequacy of the
internal control arrangements implemented by management and perform testing on those controls to ensure
that they are operating for the period under review. We plan our work in order to ensure that we have a
reasonable expectation of detecting significant control weaknesses. However, our procedures alone are not a
guarantee that fraud, where existing, will be discovered.
The contents of this report are confidential and not for distribution to anyone other than the Office of the Police
and Crime Commissioner for Derbyshire and Derbyshire Police. Disclosure to third parties cannot be made
without the prior written consent of Mazars LLP.
Mazars LLP is the UK firm of Mazars, an international advisory and accountancy group. Mazars LLP is
registered by the Institute of Chartered Accountants in England and Wales to carry out company audit work.
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ANNEX A TO AGENDA ITEM 6A, JARAC, 7 DECEMBER 2017

Final Internal Audit Report
Collaboration: East Midlands Collaborative Human Resources Service –
Learning and Development (EMCHRS-L&D)
September 2017
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Statement of Responsibility

If you should wish to discuss any aspect of this report, please contact Brian Welch, Manager, Mazars LLP
brian.welch@mazars.co.uk or David Hoose, Partner, Mazars LLP david.hoose@mazars.co.uk
Status of our reports
This report (“Report”) was prepared by Mazars LLP at the request of the Offices of the Police and Crime Commissioners for
Derbyshire, Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the respective Police Forces and terms for the
preparation and scope of the Report have been agreed with them. The matters raised in this Report are only those which came to
our attention during our internal audit work. Whilst every care has been taken to ensure that the information provided in this Report
is as accurate as possible, Internal Audit have only been able to base findings on the information and documentation provided and
consequently no complete guarantee can be given that this Report is necessarily a comprehensive statement of all the weaknesses
that exist, or of all the improvements that may be required.
The Report was prepared solely for the use and benefit of the Offices of the Police and Crime Commissioners for Derbyshire,
Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the respective Police Forces and to the fullest extent
permitted by law Mazars LLP accepts no responsibility
and disclaims
all liability
to any third
party who purports
use or rely for any
[AUDIT/REPORT
NAME]
(XX.16/17)
– November
2016 –toDRAFT
reason whatsoever on the Report, its contents, conclusions, any extract, reinterpretation,Page
amendment
and/or
modification.
2
Accordingly, any reliance placed on the Report, its contents, conclusions, any extract, reinterpretation, amendment and/or
modification by any third party is entirely at their own risk. Please refer to the Statement of Responsibility in Appendix A1 of this
report for further information about responsibilities, limitations and confidentiality.

01 Introduction

•

As part of the Internal Audit Plan for 2017/18 for the Offices of the Police and
Crime Commissioners for Derbyshire, Leicestershire, Lincolnshire,
Nottinghamshire and Northamptonshire and the respective Police Forces, it
was agreed that internal audits would be undertaken with regards to five of
the collaboration units that are in place across the region, with each OPCC
taking the lead for one of the audits.

•
•

We have carried out an audit of the controls and processes in place in respect
of the East Midlands Collaborative Human Resources Service – Learning
and Development (EMCHRS-L&D). As part of the review, we engaged with a
number of staff members across the collaboration unit and are grateful for
their assistance during the course of the audit.
The specific areas that formed part of this review included: adequacy of
business plans, effective delivery of plans, performance reporting, value for
money considerations and managing risk.

02 Background
The East Midlands Collaborative Human Resources Service – Learning and
Development (EMCHRS-L&D) unit is a four force collaboration between
Derbyshire, Leicestershire, Northamptonshire and Nottinghamshire Police.
The Collaboration Unit began in February 2013 when the four forces agreed
to progress with a regional approach to Learning and Development.

Management of training, including National Centre of Applied
Learning Technologies (NCALT), E-learning and external suppliers
of training;
Scoping, Designing and Evaluating Training needs; and
Delivery of Training Courses.

There is a Section 22 (S22) collaboration agreement in place for EMCHRSL&D, signed by the Police and Crime Commissioners and Chief Constables
of each Force. The latest update to the S22 agreement was in December
2016. It has a governance structure with a Regional L&D Board overseeing
the unit, individual Training Priorities Panels (TPP’s) within each Force to
review individual needs and EMCHRS-L&D Senior Management Team who
oversee the units operations.
There are performance reporting mechanisms as part of the governance
structure, with KPI’s and finance reports being reviewed at both the TPP’s
and the Regional L&D Board.
EMCHRS-L&D is financed through recharges to the four forces, plus some
income generation through providing training to external bodies. The
approved budget for EMCHRS-L&D for 2017/18 is £2.4m, with the four forces
contributions documented below, which takes into account budgeted income
of £18,097.
Force
Derbyshire
Leicestershire
Northamptonshire
Nottinghamshire
Total

Contribution
£618,793 (25.1%)
£649,732 (26.4%)
£421,082 (17.1%)
£774,343 (31.4%)
£2,464,670

The Unit collaborates in providing a regional training solution that
incorporates the following areas of responsibility:
•

Administration of training courses;
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03 Key Findings

Priority

Assurance on adequacy & compliance of internal controls

Satisfactory Assurance

Number of recommendations

1 (Fundamental)

-

2 (Significant)

2

3 (Housekeeping)

3

TOTAL

5

Sector Comparison
Examples of areas where controls are operating reliably

In line with other collaboration’s across the East Midlands Police Forces, the
EMCHRS-L&D collaboration has a signed Section 22 agreement that clearly defines
the governance structure and scope of the unit.

•

There is a Section 22 Agreement in place signed by the Police & Crime
Commissioners and Chief Constables of all four forces.

•

There is a governance structure for EMCHRS-L&D at a strategic and
operational level, with representation from the four forces.

•

The unit has a Business Strategy that covers a three year period that is
supported by an implementation plan that is aligned to the strategy objectives.

EMCHRS-L&D is in line with other collaboration units, with a Regional L&D Board
in place that oversees overall unit performance and strategy, supported by a Senior
Management Team. Unlike some other collaborative units, individual Panels are in
place within each Force who oversee internal training requirements and EMCHRSL&D performance, as well as instruct them to carry out functions for the Forces.

•

There is a robust monitoring process in place with reporting through the
governance hierarchy to review EMCHRS-L&D activity at the Forces’ Training
Priority Panels and the Regional L&D Board.

The collaboration is financed similar to other collaboration units, with funding
received from recharges to the four Forces, however they differ from some
collaborations in that they have an income generation element of their budget.

•

A risk register and review process is in place for EMCHRS-L&D that includes
risk owners, mitigating controls and actions, as well as dates for completion.
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Risk Management

Value for Money

While there is a basically sound system of internal control, there are weaknesses
which put some of the Unit’s objectives at risk and audit have raised
recommendations to strengthen the weaknesses highlighted (see Section 04).

Value for money (VfM) considerations can arise in various ways and our audit
process aims to include an overview of the efficiency of systems and processes
within the auditable area.

The collaboration unit has a clearly defined governance structure that is set out
within the Business Strategy. A review of the terms of reference for the various
governance forums found that the EMCHRS-L&D Senior Management Team do not
currently have terms of reference in place. Whilst most key decisions are made by
the Regional L&D Board, the SMT have responsibilities for managing risk and work
streams and this should be clearly defined in a terms of reference.

The collaboration is able to partly quantify how it is delivering value for money
services to the Forces through comparison to past training budgets and this is
highlighted to the Forces’ through the Financial Reporting that is completed.

The Business Strategy is a three year document and, whilst it does not state within
it that it should be reviewed on an annual basis, there was evidence to confirm this
has been carried out.
EMCHRS-L&D have created their own policies and procedures to cover the officers
that work with the Unit. Audit testing found that some of the procedures had not been
updated in line with the review periods set and there is a risk that inconsistent or
incorrect working practices are followed.

Moreover, the unit also has the ability to quantify large portions of the work it carries
out, such as training courses, places made available, accreditations awarded, as
well as trainers’ utilisation. This contributes to an understanding of the extent to
which the unit is delivering value for money.
The unit has further identified opportunities to deliver greater savings to the Force
through delivering income generation through providing training courses to other
forces and both public and private bodies. This income generation is incorporated
into the unit’s budgets and this will eventually lead to reduced recharge costs to the
Forces.

The unit utilises external trainers to deliver some of the training courses that it runs
and associate training contracts are in place for these trainers (two of them).
However, audit testing found that the contracts had expired in March 2017 and, thus,
the trainers are currently working for the unit without a contract in place. As a
consequence, difficulties may arise in enforcing contracts, increasing the risk of poor
service being received and potential financial disputes.
A key challenge to EMCHRS-L&D is need to effectively manage its risk and avoid
the organisation failing to meets its objectives. EMCHRS-L&D maintains an
organisational risk register and has a review process in place to ensure they remain
up to date. However, a risk management policy, that sets out responsibilities across
the unit in respect of managing risks, has not been established.
See Section 04 for details.
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04 Areas for Further Improvement and Action Plan
Definitions for the levels of assurance and recommendations used within our reports are included in Appendix A1.
We identified areas where there is scope for improvement in the control environment. The matters arising have been discussed with management, to whom we
have made recommendations. The recommendations are detailed in the management action plan below.

Observation/Risk

4.1

Recommendation

Priority

Management response

Timescale/
responsibility

Governance
Observation: The Governance Structure for
EMCHRS-L&D includes the Regional L&D Board,
individual Training Priority Panels within each Force
and a Senior Management Team. The Regional
Board and the TPP’s have terms of reference in
place that defines their role, responsibilities and
authorities.
The EMCHRS-L&D Senior Management Team
oversee Strategic and Operational Issues, however
they do not currently have Terms of Reference in
place that clearly state their decision making
authority and responsibility for managing risk. Audit
were informed that major decisions are always
referred to the Regional L&D Board for ratification,
however some operational decisions are made by
SMT.

EMCHRS L&D should agree Terms of
Reference for the Senior Management
Team to clearly state their roles and
responsibilities. These should include,
but not be limited to:
•
•
•
•
•
•
•

2

A terms of reference for the SMT have Head of
been written and will be ratified at the EMCHRS-L&D
next Regional L&D Board on the 9th th
9 November
November 2017.
2017

Purpose
Scope
Membership
Decision making authority
Reporting Requirements
Frequency of meetings
Review

Risk: The SMT make decisions that are not within
their remit within the governance structure.
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Observation/Risk

4.2

Recommendation

Priority

Management response

Timescale/
responsibility

Policies & Procedures
Observation: EMCHRS-L&D have created a set of A process should be put in place to
policies and procedures to ensure consistency in ensure that annual reviews of policies
working practices across the unit.
and procedures are undertaken.

3

SMT agree to include as an item on Head of
Policies and Procedures on a monthly EMCHRS-L&D
basis.
Implemented

3

The current Business Strategy was
updated in March 2017, and will be
reviewed annually. The Business
Strategy will cover the period from
March 2017 to April 2020.

These policies and procedures are listed in the
Section 22 agreement under the common policies
and procedures.
Audit reviewed a number of the current policies and
procedures and found that they each included an
annual review of the document. However, in 7/7
procedures reviewed, the annual review was
overdue:
•
•
•
•
•

3 were two months overdue;
1 since September 2013;
1 since November 2015;
1 since October 2014;
1 since July 2015.

Risk: The policies and procedures are out of date
and, as a consequence, incorrect working practices
maybe followed.
4.3

Review of Strategy
Observation: The unit have a three year business
strategy that sets out the objectives for the unit,
however it does not state that the document should
be reviewed, updated and approved on an annual
basis.

When the strategy is next updated, it
should include a section that confirms an
annual review should take place and
that this will be agreed by the Regional
L&D Board. This should be a recorded
decision by the Board.

Head of
EMCHRS-L&D
9th November
2017
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Observation/Risk

Recommendation

Priority

The unit provided evidence that the strategy had
been reviewed and updated, as well as being
presented to the Regional L&D Board, however it
was not recorded as a decision to approve the new
document.

Management response

Timescale/
responsibility

The revised Strategy will be tabled at
the next Regional L&D Board Meeting
for ratification.

Risk: The Strategy becomes out dated and not fit for
purpose.
4.4

External Contracts
Observation: The unit has two types of external
contractor, one is with the university of Derbyshire,
to run some courses that the unit utilises and offers
across the four police forces. The second type is
external trainers who deliver some of the internal
training courses that EMCHRS-L&D offer. There are
two trainers currently used by the unit and they each
have a contract in place. Upon review of the
contracts audit found that the contracts were valid
between 4th July 2016 and 31st March 2017 and thus
had expired.

The unit should ensure that external
contractors have a valid contact and that
a process is put in place to ensure that
contracts are renewed in a timely
manner.

2

We are currently constructing a list of Head of
all contracts so that better oversight EMCHRS-L&D
and monitoring is in place.
31st October 2017

As a consequence, the unit are utilising external
resources without clearly defined terms of service
and payment as agreed in the contract. This
increases the risk of disputes between the external
party and the unit not being easily resolved.
Risk: Difficulties may arise in enforcing contracts,
increasing the risk of poor service being received
and potential financial disputes.

Collaboration: East Midlands Collaborative Human Resources Service – Learning and Development – Sept 2017
Page 6

Observation/Risk

4.5

Recommendation

Priority

Management response

Timescale/
responsibility

Risk Management Policy
Observation: The Unit maintains a risk register which
is managed through the SMT, who review the risks
on a monthly basis and subsequently present this to
the quarterly Regional L&D Board for oversight and
review.

The unit should put a Risk Management
Policy in place to formally document
their existing system for managing risk.

The unit do not have a risk management policy in
place that clearly states how risks will be effectively
managed by the unit. This includes where
responsibilities for managing risk across the unit lie,
the risk management processes, such as
identification and escalation, and the process for
reviewing and scoring risks.

•

This should include, but not be limited to:

•

•
•
•
•
A risk management policy would be best practice and •
clearly demonstrate to staff in the unit their own
responsibilities and the processes they should follow
to ensure risks are appropriately managed.

3

We are in the process of writing a Risk Business Support
Management process which will Manager
articulate how risk should be raised
30th November
and how it will be recorded.
2017

Individual Responsibilities for
Managing Risk;
The Forums/Group Responsibilities
for Managing Risk;
Process for risk identification;
Process for risk scoring;
Process for risk escalation;
Review of risks; and
Process for adding/removing or
rescoring existing risks on the risk
register.

Risk: Inconsistent work processes are followed and
risks are ineffectively and inappropriately managed
by the unit.
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A1 Audit Information
Scope and Objectives
Audit Control Schedule

Our audit considered the risks relating to the following areas under review:
•

Client contacts:

Charlie Radford – OPCC Chief Financial
Officer, Nottinghamshire

•

Peter Ward – Head of EMCHRS-L&D
Stewart Riley – Business Support
Manager
Internal Audit Team:

David Hoose, Partner
Brian Welch, Internal Audit Senior
Manager
Mark Lunn, Senior Auditor

Finish on Site \ Exit Meeting:

10th August 2017

Draft report issued:

21st August 2017

Management responses received:

7th September 2017

Final report issued:

8th September 2017

•
•
•
•

A Section 22 agreement is in place that clearly sets out the decision making and
governance framework that is in place;
A clearly defined Business Plan is in place that sets out the statutory duties,
objectives and the key performance indicators for the services to be provided;
The Business Plan is set in line with the Section 22 agreement and it is regularly
reviewed to ensure it remains ‘fit for purpose’;
There are effective reporting processes in place to provide assurances to the
Forces on the performance of the unit;
Value for money considerations are regularly reviewed and reported to the Forces;
and
The unit has procedures in place to ensure that risks are identified, assessed
recorded and managed appropriately.

The objectives of our audit were to evaluate the adequacy and effectiveness of the
management of EMCHRS – L&D with a view to providing an opinion on the extent to which
risks in this area are managed. In giving this assessment it should be noted that assurance
cannot be absolute. The most an Internal Audit Service can provide is reasonable assurance
that there are no major weaknesses in the framework of internal control.
We are only able to provide an overall assessment on those aspects of EMCHRS – L&D that
we have tested or reviewed. Testing has been performed on a sample basis, and as a result
our work does not provide absolute assurance that material error, loss or fraud does not exist.
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Definitions of Assurance Levels
Assurance Level

Definitions of Recommendations

Adequacy of system
design

Effectiveness of
operating controls

Significant
Assurance:

There is a sound system of The control processes
internal control designed to tested
are
being
achieve the Organisation’s consistently applied.
objectives.

Satisfactory
Assurance:

While there is a basically
sound system of internal
control,
there
are
weaknesses which put
some of the Organisation’s
objectives at risk.

There is evidence that the
level of non-compliance
with some of the control
processes may put some
of the Organisation’s
objectives at risk.

Limited
Assurance:

Weaknesses in the system
of internal controls are such
as to put the Organisation’s
objectives at risk.

The level of noncompliance puts the
Organisation’s objectives
at risk.

No Assurance:

Control processes are
generally weak leaving the
processes/systems open to
significant error or abuse.

Significant
noncompliance with basic
control processes leaves
the processes/systems
open to error or abuse.

Priority

Description

Priority 1
(Fundamental)

Recommendations represent fundamental control
weaknesses, which expose the organisation to a high
degree of unnecessary risk.

Priority 2
(Significant)

Recommendations represent significant control
weaknesses which expose the organisation to a
moderate degree of unnecessary risk.

Priority 3
(Housekeeping)

Recommendations show areas where we have
highlighted opportunities to implement a good or better
practice, to improve efficiency or further reduce exposure
to risk.
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A2 Statement of Responsibility
Status of our reports

We take responsibility to the Office of the Police and Crime Commissioner for Derbyshire, Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the
respective Police Forces for this report which is prepared on the basis of the limitations set out below.
The responsibility for designing and maintaining a sound system of internal control and the prevention and detection of fraud and other irregularities rests with
management, with internal audit providing a service to management to enable them to achieve this objective. Specifically, we assess the adequacy and effectiveness of
the system of internal control arrangements implemented by management and perform sample testing on those controls in the period under review with a view to providing
an opinion on the extent to which risks in this area are managed.
We plan our work in order to ensure that we have a reasonable expectation of detecting significant control weaknesses. However, our procedures alone should not be
relied upon to identify all strengths and weaknesses in internal controls, nor relied upon to identify any circumstances of fraud or irregularity. Even sound systems of
internal control can only provide reasonable and not absolute assurance and may not be proof against collusive fraud.
The matters raised in this report are only those which came to our attention during the course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be taken as a substitute for management’s responsibilities for the application of sound management
practices.
This report is confidential and must not be disclosed to any third party or reproduced in whole or in part without our prior written consent. To the fullest extent permitted by
law Mazars LLP accepts no responsibility and disclaims all liability to any third party who purports to use or reply for any reason whatsoever on the Report, its contents,
conclusions, any extract, reinterpretation amendment and/or modification by any third party is entirely at their own risk.
Registered office: Tower Bridge House, St Katharine’s Way, London E1W 1DD, United Kingdom. Registered in England and Wales No 0C308299.
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Final Internal Audit Report
Collaboration: East Midlands Collaborative Human Resource Services –
Occupational Health Unit (EMCHRS-OHU)
November 2017
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Statement of Responsibility

If you should wish to discuss any aspect of this report, please contact Brian Welch, Manager, Mazars LLP
brian.welch@mazars.co.uk or David Hoose, Partner, Mazars LLP david.hoose@mazars.co.uk
Status of our reports
This report (“Report”) was prepared by Mazars LLP at the request of the Offices of the Police and Crime Commissioners for
Derbyshire, Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the respective Police Forces and terms for the
preparation and scope of the Report have been agreed with them. The matters raised in this Report are only those which came to
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Accordingly, any reliance placed on the Report, its contents, conclusions, any extract, reinterpretation, amendment and/or
modification by any third party is entirely at their own risk. Please refer to the Statement of Responsibility in Appendix A1 of this
report for further information about responsibilities, limitations and confidentiality.

01 Introduction
As part of the Internal Audit Plan for 2017/18 for the Offices of the Police and
Crime Commissioners for Derbyshire, Leicestershire, Lincolnshire,
Nottinghamshire and Northamptonshire and the respective Police Forces, it
was agreed that internal audits would be undertaken across the collaboration
units that are in place in the region, with each OPCC taking the lead for one
of the audits.

•
•
•
•

Health Screening / Health Surveillance;
Occupational Vaccinations;
Professional Support; and
Incident Support – post incidents, follow up, advice and guidance.

Through the delivery of these services the strategic aim of the Unit is to
support the delivery of the five forces’ police and crime plans.

We have carried out an audit of the controls and processes in place in respect
of the East Midlands Collaborative Human Resource Services – Occupational
Health Unit (EMCHRS-OHU). As part of the review, we engaged with a
number of staff members across the collaboration unit and are grateful for
their assistance during the course of the audit.

There is a Section 22 (S22) collaboration agreement in place for EMCHRSOHU, signed by the Police and Crime Commissioners and Chief Constables
of each Force, which was updated in December 2016. The Unit has a
Management Board that oversees it, with representation from the five forces
on the Board. The Unit also has a Client Liaison Group for further interactions
with the Forces on key issues, as well as an internal Senior Leadership Team
(SLT).

The specific areas that formed part of this review included: adequacy of
business plans, effective delivery of plans, performance reporting, value for
money considerations and managing risk.

There are performance reporting mechanisms as part of the governance
structure, with KPI’s and finance reports being reviewed at both the Board
and SLT meetings.

02 Background

EMCHRS-OHU is financed through direct contributions from the five Forces,
with recharges to the forces based upon their proportion of central policing
grant that they receive. The approved budget of EMCHRS-OHU for 2017/18
is documented below, together with each Force’s contribution.

The East Midlands Collaborative Human Resource Services – Occupational
Health Unit (EMCHRS-OHU) is a five force collaboration between
Derbyshire, Leicestershire, Lincolnshire, Northamptonshire and
Nottinghamshire Police. The Collaboration Unit formed as a five Force
collaboration during 2012/13 when each force agreed to progress with a
regional approach to occupational health.
The Occupational Health Unit aims to support each regional force through the
delivery of a number of services including:
•

Force
Derbyshire
Leicestershire
Lincolnshire
Northamptonshire
Nottinghamshire
TOTAL

Contribution
£380,490 (21.8%)
£399,689 (22.9%)
£230,389 (13.2%)
£258,314 (14.8%)
£476,485 (27.3%)
£1,745,388

Medical requirements for recruits;
Collaboration: East Midlands Collaborative Human Resources – Occupational Health Unit (EMCHRS-OHU)
November 2017 - Page 1

03 Key Findings
Assurance on adequacy & compliance of internal controls

Substantial Assurance

Priority

Number of recommendations

1 (Fundamental)

-

2 (Significant)

-

3 (Housekeeping)

3

TOTAL

3

Examples of areas where controls are operating reliably
•

•

The Unit has an appropriate governance structure that is in line with the section
22 agreement, together with a Management Board that oversees the Unit with
representation from all five Forces.
The Unit has utilised procurement expertise at Leicestershire Police and in
awarding contracts to suppliers of Occupational Health Services. There is
robust monitoring in place for the contracts, with regular meetings, performance
reporting and regular review of contractors.

•

The use of externally contracted medical staff is closely managed by the Unit
who maintain monitoring sheets for the expiry of contracts and expiry of
individuals’ key insurance policies (a requirement to work for the unit).

•

An annual business plan is in place for the Unit which sets out its objectives for
the year, as well as detailing how it aims to support the five forces in the delivery
of their Police and Crime Plans.

•

There is a robust monitoring process in place, with reporting through the
governance hierarchy to review EMSOU-OHU performance activity at the Unit’s
Senior Leadership Team and Management Board meetings.

•

The Unit have recently adopted a Risk Management Policy to ensure risks are
appropriately managed, regularly reviewed and updated at the right governance
forums.

Sector Comparison
In line with other collaboration’s across the East Midlands Police Forces, the
EMCHRS-OHU collaboration has a signed Section 22 agreement that clearly
defines the governance structure and scope of the Unit.
EMCHRS-OHU’s governance structure is in line with similar collaboration units and
has the same reporting structure.
The collaboration is financed similar to other collaboration units, with funding
received from contributions from the five Forces, split based upon the proportion of
Policing Grant they receive. This has been designed to ensure Forces pay
proportionally for their use of the collaboration unit.
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Risk Management
There is a sound system of internal control designed to achieve the Organisation’s
objectives. We have, however, highlighted opportunities to implement good or better
practice, improve efficiency or further reduce exposure to risk.
The Unit has a clearly defined governance structure, with a Management Board
overseeing the Strategic and Operational aspects of the service, supported by
monthly Senior Leadership Team (SLT) meetings and a quarterly Client Liaison
Group (CLG).

was relevant to EMCHRS-OHU processes and audit has raised a recommendation
to improve this within Section 04 below.

Value for Money
Value for money (VfM) considerations can arise in various ways and our audit
process aims to include an overview of the efficiency of systems and processes
within the auditable area.

The Terms of Reference for the Board is set out in the Section 22 agreement and
the Unit has created terms of reference for both the SLT and CLG. A review of these
terms of reference found some minor inconsistencies and audit has raised a
recommendation to improve these in Section 04 below.

The Finance report that is prepared clearly demonstrates the cost of the Unit versus
the previous cost of the services provided, with the May 2017 report highlighting
cumulative savings of £1.7m since the Unit was formed.

The Section 22 Agreement states that a three year business plan should be in place
for the Unit, however for 2017/18 a one year business plan was adopted as a
consequence of the outcome of an ongoing review of the Unit’s delivery model would
change any three year outlook. This is considered to be an appropriate approach
and, as such, no specific audit recommendation has been made. Audit were
informed it is the intention of the Unit to put a three year plan in place from 2018/19
onwards.

During the audit it was noted that there are a number of key factors that impact upon
the Unit’s efficiency and the effects of these factors upon the Unit should be
something that could be regularly fed back to the five Forces. For example, where
the Unit schedules medical professionals to be available for staff but staff are not
turning up or cancelling appointments, this is a waste of OHU resources. Audit has
raised a recommendation in Section 04 below that could assist in the regular review
of key issues for the Unit.

It was noted at the time of audit that the Risk Register had only recently been
introduced, as previously risks were merely listed within a report to the Management
Board. The Board agenda includes risk as a standing agenda item, although the
previous SLT meetings did not include a review of risks at every meeting. Moving
forward the risk register will be reviewed at the monthly SLT meeting as a standing
agenda item as well as at the quarterly Management Board. Audit observed the new
agenda template to be used moving forward, which clearly includes the risk register
as a standing agenda item.
The Unit has recently liaised with other collaboration units and adopted a Risk
Management Policy that sets out responsibilities across the Unit in respect of
managing risks, however a review found that work was needed to ensure this policy
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04 Areas for Further Improvement and Action Plan
Definitions for the levels of assurance and recommendations used within our reports are included in Appendix A1.
We identified areas where there is scope for improvement in the control environment. The matters arising have been discussed with management, to whom we
have made recommendations. The recommendations are detailed in the management action plan below.
Observation/Risk

4.1

Recommendation

Priority

Management response

Timescale/
responsibility

Governance Structure
Observation: The Unit has a Management Board in
place, in line with the Section 22 requirement, which
oversees the strategic and operational direction of
the Unit and meets on a quarterly basis. Additionally,
there are monthly Senior Leadership Team meetings
and a quarterly Client Liaison Group.

The terms of reference for the SLT and
Client Liaison Group should be updated to
ensure consistency in the governance
structure. These should include, but not be
limited to:

Audit reviewed the terms of reference for each forum
and found that there was some minor
inconsistencies in the format used, with common
issues including no reference to regular review of the
ToR. Moreover, the Client Liaison Group ToR does
not state its membership or frequency of meetings.

Purpose
Scope
Membership
Decision making authority
Reporting Requirements
Frequency of meetings
Review

•
•
•
•
•
•
•

3

Agreed. As part of the document Clinical Head of
review these two will be reviewed, OHU
updated and presented at the next
available meeting for approval.
31st January 2018

Risk: There is a lack of clarity and consistency in the
Governance structure leading to errors, duplications
and poor decision making.
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Observation/Risk

4.2

Recommendation

Priority

Management response

Timescale/
responsibility

Risk Management Policy
Observation: The EMCHRS OHU had recently put in
place a Risk Management Policy after liaising with
the other collaboration units and using another units
policies as a template to create their own.

The Unit should review and update the Risk
Management Policy to ensure it matches
their current needs and approach to
managing risks.

3

Agreed. This was a slight oversight Clinical Head of
that has already been corrected.
OHU
Completed 30th
October 2017

Audit reviewed the policy and found there were still
some references made to the other unit within OHU’s
policy and these should be removed and tailored to
match the Unit’s requirements to avoid confusion.
Risk: The Risk Management Policy is unclear,
leading to inconsistent working practices.
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Observation/Risk

4.3

Recommendation

Priority

Management response

Timescale/
responsibility

Performance Reporting
Observation: The Unit has KPI’s in place that have The Unit should review the performance
been agreed by the Management Board and form data included within the performance pack
part of a performance pack that is presented to the that is presented to the Board each quarter.
Board each quarter. Whilst the KPI’s are an overview
of performance, from discussion with staff at the Unit
there are opportunities to provide further data that
would highlight items that are impacting upon the
Unit.
For example, the number of cancelled medical
appointments per force each month, the financial
impacts of cancelling recruitment cohorts and the
utilisation of nurses and doctors when they are
booked to work for the Forces.

3

Agreed.

Clinical Head of
OHU

This Unit had already begun to capture
the short notice cancellation of recruit
appointments and whether these were
th
utilised for other purposes. It was our 30 November
intention to report these to the Board 2017
eventually. However consideration
had not been given to report this in
monetary terms. A discussion will take
place at SLT to review the
practicalities of automating this
process of converting lost time into
money and how this can be added to
the KPI data for reporting to the Board.

This data would help provide a more effective review
of the efficiency and effectiveness of the Unit and
would add value to the quarterly performance reports
in addition to the KPI’s.
Risk: The Management Board are not provided with
enough relevant data to scrutinise performance and
review key issues.
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A1 Audit Information
Scope and Objectives

Audit Control Schedule
Client contacts:

Helen King – OPCC Chief Financial
Officer, Leicestershire

Our audit considered the risks relating to the following areas under review:
•

Julie Feechan – Clinical Head of
EMCHRS-OHU

•

David Hoose, Partner

•

Brian Welch, Internal Audit Senior
Manager

•

Mark Lunn, Assistant Manager

•

Finish on Site \ Exit Meeting:

19th October 2017

•

Draft report issued:

3rd November 2017

Management responses received:

3rd November 2017

Final report issued:

6th November 2017

Internal Audit Team:

A Section 22 agreement is in place that clearly sets out the decision making and
governance framework that is in place;
A clearly defined Business Plan is in place that sets out the statutory duties,
objectives and the key performance indicators for the services to be provided;
The Business Plan is set in line with the Section 22 agreement and it is regularly
reviewed to ensure it remains ‘fit for purpose’;
There are effective reporting processes in place to provide assurances to the
Forces on the performance of the unit;
Value for money considerations are regularly reviewed and reported to the Forces;
and
The unit has procedures in place to ensure that risks are identified, assessed
recorded and managed appropriately.

The objectives of our audit were to evaluate the adequacy and effectiveness of the
management of EMCHRS-OHU with a view to providing an opinion on the extent to which
risks in this area are managed. In giving this assessment it should be noted that assurance
cannot be absolute. The most an Internal Audit Service can provide is reasonable assurance
that there are no major weaknesses in the framework of internal control.
We are only able to provide an overall assessment on those aspects of EMCHRS-OHU that
we have tested or reviewed. Testing has been performed on a sample basis, and as a result
our work does not provide absolute assurance that material error, loss or fraud does not exist.
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Definitions of Assurance Levels
Assurance Level

Adequacy of system
design

Definitions of Recommendations
Effectiveness of
operating controls

Significant
Assurance:

There is a sound system of The control processes
internal control designed to tested
are
being
achieve the Organisation’s consistently applied.
objectives.

Satisfactory
Assurance:

While there is a basically
sound system of internal
control,
there
are
weaknesses which put
some of the Organisation’s
objectives at risk.

There is evidence that the
level of non-compliance
with some of the control
processes may put some
of the Organisation’s
objectives at risk.

Limited
Assurance:

Weaknesses in the system
of internal controls are such
as to put the Organisation’s
objectives at risk.

The level of noncompliance puts the
Organisation’s objectives
at risk.

No Assurance:

Control processes are
generally weak leaving the
processes/systems open to
significant error or abuse.

Significant
noncompliance with basic
control processes leaves
the processes/systems
open to error or abuse.

Priority

Description

Priority 1
(Fundamental)

Recommendations represent fundamental control
weaknesses, which expose the organisation to a high
degree of unnecessary risk.

Priority 2
(Significant)

Recommendations represent significant control
weaknesses which expose the organisation to a
moderate degree of unnecessary risk.

Priority 3
(Housekeeping)

Recommendations show areas where we have
highlighted opportunities to implement a good or better
practice, to improve efficiency or further reduce exposure
to risk.
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A2 Statement of Responsibility
Status of our reports

We take responsibility to the Office of the Police and Crime Commissioner for Derbyshire, Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the
respective Police Forces for this report which is prepared on the basis of the limitations set out below.
The responsibility for designing and maintaining a sound system of internal control and the prevention and detection of fraud and other irregularities rests with
management, with internal audit providing a service to management to enable them to achieve this objective. Specifically, we assess the adequacy and effectiveness of
the system of internal control arrangements implemented by management and perform sample testing on those controls in the period under review with a view to providing
an opinion on the extent to which risks in this area are managed.
We plan our work in order to ensure that we have a reasonable expectation of detecting significant control weaknesses. However, our procedures alone should not be
relied upon to identify all strengths and weaknesses in internal controls, nor relied upon to identify any circumstances of fraud or irregularity. Even sound systems of
internal control can only provide reasonable and not absolute assurance and may not be proof against collusive fraud.
The matters raised in this report are only those which came to our attention during the course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be taken as a substitute for management’s responsibilities for the application of sound management
practices.
This report is confidential and must not be disclosed to any third party or reproduced in whole or in part without our prior written consent. To the fullest extent permitted by
law Mazars LLP accepts no responsibility and disclaims all liability to any third party who purports to use or reply for any reason whatsoever on the Report, its contents,
conclusions, any extract, reinterpretation amendment and/or modification by any third party is entirely at their own risk.
Registered office: Tower Bridge House, St Katharine’s Way, London E1W 1DD, United Kingdom. Registered in England and Wales No 0C308299.
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Final Internal Audit Report
Collaboration: East Midlands Specials Operations Unit – Forensic Services
(EMSOU-FS)
October 2017
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Accordingly, any reliance placed on the Report, its contents, conclusions, any extract, reinterpretation, amendment and/or
modification by any third party is entirely at their own risk. Please refer to the Statement of Responsibility in Appendix A1 of this
report for further information about responsibilities, limitations and confidentiality.

01 Introduction
As part of the Internal Audit Plan for 2017/18 for the Offices of the Police and
Crime Commissioners for Derbyshire, Leicestershire, Lincolnshire,
Nottinghamshire and Northamptonshire and the respective Police Forces, it
was agreed that internal audits would be undertaken across the collaboration
units that are in place in the region, with each OPCC taking the lead for one
of the audits.

objective of supporting the efficient and effective investigation of crimes and
incidents by these Forces in accordance with their statutory and common law
responsibilities.
The Unit provides various forensic services, such as:
•
•
•
•

Fingerprint Bureau;
Forensic Analytical Services Team;
Forensic Case Management;
Crime Scene Investigation and Digital Forensic

We have carried out an audit of the controls and processes in place in respect
of the East Midlands Specials Operations Unit – Forensic Services unit
(EMSOU-FS). As part of the review, we engaged with a number of staff
members across the collaboration unit and are grateful for their assistance
during the course of the audit.

There is a Section 22 (S22) collaboration agreement in place for EMSOU-FS,
signed by the Police and Crime Commissioners and Chief Constables of each
Force. The governance arrangements of the unit is aligned to the overall
EMSOU structure, with it reporting into the EMSOU-SLT and also having its
own Forensics Services SMT.

The specific areas that formed part of this review included: adequacy of
business plans, effective delivery of plans, performance reporting, value for
money considerations and managing risk.

There are performance reporting mechanisms as part of the governance
structure, with KPI’s and finance reports being reviewed at both the SMT and
SLT meetings.

02 Background

EMSOU-FS is financed in two ways. Firstly, through recharges to the five
forces for its central costs and secondly through direct funding of the forensic
services contract with an external provider. The approved budgets for the
two elements of EMSOU-FS for 2017/18 are documented below, together
with each Forces’ contribution.

The East Midlands Specials Operations Unit – Forensic Services (EMSOUFS) unit is a five force collaboration between Derbyshire, Leicestershire,
Lincolnshire, Northamptonshire and Nottinghamshire Police. The
Collaboration Unit formed as a five Force collaboration in March 2014 when
the five forces agreed to progress with a regional approach to forensic
services.
EMSOU-FS aims to provide a quality assured forensic science and
investigation service to the police forces of Derbyshire, Lincolnshire,
Nottinghamshire, Leicestershire and Northamptonshire, with the strategic

Force
Derbyshire
Leicestershire
Lincolnshire
Northamptonshire
Nottinghamshire
TOTAL

Contribution to
Central Costs
£1,058,920
£1,115,860
£639,860
£717,980
£1,327,580
£4,860,200

External Contract
Contribution
£809,080
£690,940
£547,740
£587,120
£945,120
£3,580,000

TOTAL
£1,868,000
£1,806,800
£1,187,600
£1,305,100
£2,272,700
£8,440,200
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03 Key Findings

Priority

Assurance on adequacy & compliance of internal controls

Substantial Assurance

Number of recommendations

1 (Fundamental)

-

2 (Significant)

-

3 (Housekeeping)

3

TOTAL

3

Sector Comparison
Examples of areas where controls are operating reliably
•

There is a robust governance structure for EMSOU-FS at a strategic and
operational level, overseen by the regional Detective Chief Constable.

•

The Unit have utilised procurement expertise at Derbyshire Police and the
regional commercial unit, EMSCU, in awarding contracts to suppliers of
Forensic Services. The management of these contracts has been set to align
to the current governance structure at the EMSOU-FS unit.

•

The Unit has a Transformation Board that oversees its development over the
long term and is supported by individual work stream plans.

•

There is a robust monitoring process in place, with reporting through the
governance hierarchy to review EMSOU-FS performance activity at the unit’s
Senior Management Team meetings and at EMSOU Senior Leadership Team
meetings.

•

A risk management process is in place, with the risks sitting on the EMSOU risk
register, with further risk registers for the Transformation Board and specific
projects. The risks are regularly reviewed and updated at the relevant
governance forum that they are associated with, such as the Transformation
Board, C & D Governance Board or Cellmark Governance Board.

In line with other collaboration’s across the East Midlands Police Forces, the
EMSOU-FS collaboration has a signed Section 22 agreement that clearly defines
the governance structure and scope of the Unit.
Whilst EMSOU-FS is in line with other collaboration units in terms of its governance
structure, unlike some other collaborative units it has a Transformational Board that
oversees and supports the long term plans to develop the Unit.
The collaboration is financed similar to other collaboration units, with funding
received from contributions from the five Forces, however they differ from some
collaborations in that they have put in place an amended funding formula for the
contributions to the new contract they have put in place for external forensic
services. This has been designed to ensure Forces receive equal shares of the
anticipated savings.

Collaboration: East Midlands Specials Operations Unit – Forensic Services (EMSOU-FS) – October 2017
Page 2

Risk Management

Value for Money

There is a sound system of internal control designed to achieve the Organisation’s
objectives. We have, however, highlighted opportunities to implement good or better
practice, improve efficiency or further reduce exposure to risk.

Value for money (VfM) considerations can arise in various ways and our audit
process aims to include an overview of the efficiency of systems and processes
within the auditable area.

The collaboration unit has a clearly defined governance structure with the hierarchy
of thee indicated below:

The Unit has entered into a new fixed price contract for the provision of external
forensic services, with initial projected savings in year one of the contract of up to
£1m shared across the Five Forces and further savings built into the contract in the
following years.

-

Regional DCC, CC and PCC Boards
EMSOU SLT
Forensic Services SMT
Transformation Board
Managers Network, Operations, Centre, C & D, Cellmark

The Unit is actively looking to deliver greater savings to the Force and are working
closely with the Derbyshire Finance team to identify further savings within its existing
budgeted expenditure.

A review of the terms of reference for the various governance forums found that the
Managers Network, Operations, Centre do not currently have terms of reference in
place. To reduce the risk of duplication in the scope and remit of these internal
meeting groups, terms of reference could be put in place.
EMSOU-FS have created common policies and procedures to cover the officers and
staff that work with the Unit and these are highlighted in the Section 22 agreement.
Audit testing found that some of the procedures had not been updated in line with
the review periods set and there is a risk that inconsistent or incorrect working
practices are followed.
A key challenge to EMSOU-FS is the need to effectively manage its risk and avoid
the organisation failing to meets its objectives. EMSOU-FS maintains a number of
risk registers that are aligned to the governance structure and these are reviewed
regularly to ensure they remain up to date. However, a risk management policy that
sets out responsibilities across the unit in respect of managing risks, has not been
established and would assist in clearly defining the units approach to managing risk.

Collaboration: East Midlands Specials Operations Unit – Forensic Services (EMSOU-FS) – October 2017
Page 3

04 Areas for Further Improvement and Action Plan
Definitions for the levels of assurance and recommendations used within our reports are included in Appendix A1.
We identified areas where there is scope for improvement in the control environment. The matters arising have been discussed with management, to whom we
have made recommendations. The recommendations are detailed in the management action plan below.
Observation/Risk

4.1

Recommendation

Priority

Management response

Timescale/
responsibility

Governance
Observation: The collaboration formed as a five
force unit in March 2014 when the Section 22
agreement for the Forensics unit was signed by all
five PCC’s and CC’s.
The Unit has undergone significant change since
then and an updated version of the section 22 was
circulated for signatures in January 2017. However,
in the time it took to be signed there was a further
change as the Director of the unit was seconded to
a National Home Office scheme and a management
restructure to align to the other EMSOU units was
undertaken. It was decided to postpone signing the
updated version as a further revision was required
and work is currently on-going to produce an up to
date and clear agreement for the five forces.

The updated Section 22 agreement
should be circulated and signed off by
the five PCC’s and CC’s in a timely
manner to ensure a clear agreement is
established.

EMSOU-FS should agree Terms of
Reference for the Managers Network.
Operations and Centre groups. This
should ensure they are aligned to the
governance structure of the unit and that
there is no duplication in the issues
discussed at the governance groups
across the unit.

3

Agreed.

Head of EMSOUFS

The unit will work to produce the
updated S22, however the timeliness 30th April 2018
is dependent on how long the five
forces will take to sign it off.

Agreed.

Head of EMSOUFS

This would be best practice and
st
ensure a consistent approach across 31 December
2018
the unit’s governance groups.

The governance structure for EMSOU-FS includes
the EMSOU Senior Leadership Team, Forensics
Senior Management Team and internal meetings of
Managers Network, Operations and a Centre group.
The senior leadership and management teams have
a clear terms of reference in place that defines their
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Observation/Risk

Recommendation

Priority

Management response

Timescale/
responsibility

role, responsibilities and authorities. However, the
internal meeting groups do not have terms of
reference in place.
To ensure there is no duplication of work, and each
group is clear on its scope and remit, terms of
reference should be put in place.
Risk: The governance groups within the unit are
inefficient and duplication occurs across them.
4.2

Policies & Procedures
Observation: EMSOU-FS have created a set of The overdue reviews should be carried
policies and procedures to ensure consistency in out and the unit should consider putting
working practices across the Unit.
a process in place to ensure that annual
reviews of policies and procedures are
These policies and procedures are listed in the
undertaken in a timely manner.
Section 22 agreement under the common policies
and procedures.

3

Agreed.

Head of EMSOUFS

30th November
This responsibility will be assigned to 2017
the new office manager to ensure the
common policies and procedures are
reviewed and updated in line with the
review dates set.

Audit reviewed all of the common policies and
procedures listed and found that they each included
an annual review of the document. However, in 5/6
procedures reviewed the annual review was
overdue:
•
•

Four were last reviewed in January 2015;
One was last reviewed in August 2015.

Risk: The policies and procedures are out of date
and, as a consequence, incorrect working practices
maybe followed.
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Observation/Risk

4.3

Recommendation

Priority

Management response

Timescale/
responsibility

Risk Management Policy
Observation: The Unit maintains a variety of risk
register which are aligned to its governance
structure. The appropriate forum reviews the risks on
a monthly basis.

The Unit should consider putting a Risk
Management Policy in place to formally
document their existing system for
managing risk.

The Unit do not have a risk management policy in
place that clearly states how risks will be effectively
managed. This includes where responsibilities for
managing risk across the unit lie, the risk
management processes, such as identification and
escalation, and the process for reviewing and scoring
risks.

This should include, but not be limited to:
•
•

•
•
A risk management policy would be best practice and •
clearly demonstrate to staff in the unit their own •
responsibilities and the processes they should follow •
to ensure risks are appropriately managed.
Risk: Inconsistent work processes are followed and
risks are ineffectively and inappropriately managed
by the unit.

3

Agreed.

Head of EMSOUFS

The unit will liaise with the other
collaboration units and seek to put in 30th April 2018
place the risk management policy

Individual Responsibilities for
Managing Risk;
The Forums/Group Responsibilities
for Managing Risk;
Process for risk identification;
Process for risk scoring;
Process for risk escalation;
Review of risks; and
Process for adding/removing or
rescoring existing risks on the risk
register.
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A1 Audit Information

Scope and Objectives
Our audit considered the risks relating to the following areas under review:
•

Audit Control Schedule
Client contacts:

Andrew Dale – OPCC Chief Financial
Officer, Derbyshire

•
•

Andrew Price – Head of EMSOU-FS

Internal Audit Team:

Vickie Burgin – Head of Forensic Delivery

•

David Hoose, Partner

•

Brian Welch, Internal Audit Senior
Manager

•

Mark Lunn, Assistant Manager
Finish on Site \ Exit Meeting:

28th September 2017

Draft report issued:

11th October 2017

Management responses received:

11th October 2017

Final report issued:

12th October 2017

A Section 22 agreement is in place that clearly sets out the decision making and
governance framework that is in place;
A clearly defined Business Plan is in place that sets out the statutory duties,
objectives and the key performance indicators for the services to be provided;
The Business Plan is set in line with the Section 22 agreement and it is regularly
reviewed to ensure it remains ‘fit for purpose’;
There are effective reporting processes in place to provide assurances to the
Forces on the performance of the unit;
Value for money considerations are regularly reviewed and reported to the Forces;
and
The unit has procedures in place to ensure that risks are identified, assessed
recorded and managed appropriately.

The objectives of our audit were to evaluate the adequacy and effectiveness of the
management of EMSOU-FS with a view to providing an opinion on the extent to which risks
in this area are managed. In giving this assessment it should be noted that assurance cannot
be absolute. The most an Internal Audit Service can provide is reasonable assurance that
there are no major weaknesses in the framework of internal control.
We are only able to provide an overall assessment on those aspects of EMSOU-FS that we
have tested or reviewed. Testing has been performed on a sample basis, and as a result our
work does not provide absolute assurance that material error, loss or fraud does not exist.
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Definitions of Assurance Levels
Assurance Level

Adequacy of system
design

Definitions of Recommendations
Effectiveness of
operating controls

Significant
Assurance:

There is a sound system of The control processes
internal control designed to tested
are
being
achieve the Organisation’s consistently applied.
objectives.

Satisfactory
Assurance:

While there is a basically
sound system of internal
control,
there
are
weaknesses which put
some of the Organisation’s
objectives at risk.

There is evidence that the
level of non-compliance
with some of the control
processes may put some
of the Organisation’s
objectives at risk.

Limited
Assurance:

Weaknesses in the system
of internal controls are such
as to put the Organisation’s
objectives at risk.

The level of noncompliance puts the
Organisation’s objectives
at risk.

No Assurance:

Control processes are
generally weak leaving the
processes/systems open to
significant error or abuse.

Significant
noncompliance with basic
control processes leaves
the processes/systems
open to error or abuse.

Priority

Description

Priority 1
(Fundamental)

Recommendations represent fundamental control
weaknesses, which expose the organisation to a high
degree of unnecessary risk.

Priority 2
(Significant)

Recommendations represent significant control
weaknesses which expose the organisation to a
moderate degree of unnecessary risk.

Priority 3
(Housekeeping)

Recommendations show areas where we have
highlighted opportunities to implement a good or better
practice, to improve efficiency or further reduce exposure
to risk.
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A2 Statement of Responsibility
Status of our reports

We take responsibility to the Office of the Police and Crime Commissioner for Derbyshire, Leicestershire, Lincolnshire, Nottinghamshire and Northamptonshire and the
respective Police Forces for this report which is prepared on the basis of the limitations set out below.
The responsibility for designing and maintaining a sound system of internal control and the prevention and detection of fraud and other irregularities rests with
management, with internal audit providing a service to management to enable them to achieve this objective. Specifically, we assess the adequacy and effectiveness of
the system of internal control arrangements implemented by management and perform sample testing on those controls in the period under review with a view to providing
an opinion on the extent to which risks in this area are managed.
We plan our work in order to ensure that we have a reasonable expectation of detecting significant control weaknesses. However, our procedures alone should not be
relied upon to identify all strengths and weaknesses in internal controls, nor relied upon to identify any circumstances of fraud or irregularity. Even sound systems of
internal control can only provide reasonable and not absolute assurance and may not be proof against collusive fraud.
The matters raised in this report are only those which came to our attention during the course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be taken as a substitute for management’s responsibilities for the application of sound management
practices.
This report is confidential and must not be disclosed to any third party or reproduced in whole or in part without our prior written consent. To the fullest extent permitted by
law Mazars LLP accepts no responsibility and disclaims all liability to any third party who purports to use or reply for any reason whatsoever on the Report, its contents,
conclusions, any extract, reinterpretation amendment and/or modification by any third party is entirely at their own risk.
Registered office: Tower Bridge House, St Katharine’s Way, London E1W 1DD, United Kingdom. Registered in England and Wales No 0C308299.
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ANNEX D TO AGENDA ITEM 6A, JARAC, 7 DECE,BER 2017

Final Internal Audit Report
National Undercover Inquiry
October 2017
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Statement of Responsibility

If you should wish to discuss any aspect of this report, please contact Brian Welch, Senior Manager,
brian.welch@mazars.co.uk or David Hoose, Partner, david.hoose@mazars.co.uk

Status of our reports
This report (“Report”) was prepared by Mazars LLP at the request of the Office of the Police & Crime Commissioner for Derbyshire and
Derbyshire Police and terms for the preparation and scope of the Report have been agreed with them. The matters raised in this Report are
only those which came to our attention during our internal audit work. Whilst every care has been taken to ensure that the information provided
in this Report is as accurate as possible, Internal Audit have only been able to base findings on the information and documentation provided
and consequently no complete guarantee can be given that this Report is necessarily a comprehensive statement of all the weaknesses that
exist, or of all the improvements that may be required.
The Report was prepared solely for the use and benefit of the Office of the Police & Crime Commissioner for Derbyshire and Derbyshire Police
and to the fullest extent permitted by law Mazars LLP accepts no responsibility and disclaims all liability to any third party who purports to use
or rely for any reason whatsoever on the Report, its contents, conclusions, any extract, reinterpretation, amendment and/or modification.
Accordingly, any reliance placed on the Report, its contents, conclusions, any extract, reinterpretation, amendment and/or modification by any
third party is entirely at their own risk
Please refer to the Statement of Responsibility in Appendix A1 of this report for further information about responsibilities, limitations and
confidentiality.

01 Introduction
As part of the Internal Audit Plan for 2017/18 for the Office of the Police and
Crime Commissioner for Derbyshire and Derbyshire Police, we have
undertaken an audit of the controls and processes in place in respect of the
financial management of the National Undercover Inquiry.
The specific areas that formed part of this review included: budget setting,
budget approval; income; expenditure and reporting arrangements.
We engaged with a number of staff members across the Force during the
review and are grateful for their assistance during the course of the audit.

02 Background
The National Undercover Policing Inquiry was announced in 2015 by the
Secretary of State to investigate undercover policing operations carried out
since 1968, including the extent to which they targeted individuals and groups
such as political and social justice campaigns.
The National Police Chiefs Council (NPCC) is formed of the Chief Constables
from the 43 forces of England and Wales and is the responsible body for the
co-ordination of national policing activities and the inquiry falls under its remit.
The inquiry was announced in response to the review carried out by Mark
Ellison which found ““Possible miscarriages of justice: impact of undisclosed
undercover police activity on the safety of convictions.” and has therefore
driven the terms of reference for the inquiry.
Internal Audit carried out a review of the Undercover Inquiry (UCI) as part of
the 2016/17 Internal Audit Plan, which resulted in a satisfactory audit
assurance opinion. Derbyshire were the lead force for the inquiry, as the Chief
Constable of Derbyshire was the National Lead of Serious Organised Crime.
However, following the retirement of the Chief Constable in May 2017, the

new National Lead of Serious Organised Crime, and therefore lead Force for
the inquiry, is Merseyside Police. However, it has been agreed that
Derbyshire will continue to manage the finance arrangements for the inquiry
for consistency.
The finances of the inquiry are managed in accordance with the Derbyshire
Police Financial Regulations, and the Force are responsible for the collection
of funds due from other forces, the approval of expenditure and the
accounting for of all income and expenditure in relation to the inquiry.
Moreover, the investigation team are employed by Derbyshire Police and, as
such, their wages and associated costs are all processed through Derbyshire
Finance systems.
The budget for the inquiry for the next two years, 2017/18 and 2018/19, was
prepared by the Lead Investigator and was presented to the NPCC in October
2016, who subsequently approved the budget. The budget for each of the
next two years is £1,002,300, an increase on the £300,000 that was budgeted
in 2016/17 and is designed to reflect the need to increase the investigation
team and associated legal needs as the inquiry progresses.
Derbyshire have written to all 43 Forces and three civil authorities to request
the required contributions for the inquiry budget for both years to ensure funds
are available to meet the expenses of the inquiry in advance and are not at
risk of having to cover any shortfalls.
On a monthly basis Derbyshire Finance Team prepare an income and
expenditure statement that is extracted from their financial system. It includes
a breakdown of each cost type and also provides a forecasted year end
position to allow comparison against budget and any future over spends or
under spends.
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03 Key Findings
Assurance on adequacy and effectiveness of internal controls

Substantial Assurance

Priority

Number of recommendations

1 (Fundamental)

-

2 (Significant)

-

3 (Housekeeping)

-

TOTAL

-

Examples of areas where controls are operating reliably
•
•

The Inquiry has a budget set in respect of the 2017/18 and 2018/19 financial
years.
The inquiry budget, of £1,002,300 in each of the next two years, was reported
to the National Police Chiefs Council (NPCC) and was subsequently approved
by the NPCC in October 2016.

•

The Force has written to and invoiced the other forces, and three civil
authorities, who are jointly funding the inquiry. The majority of the invoices have
been paid and the inquiry funds for the next two years are held with Derbyshire
Police.

•

The Force have created appropriate cost centres within its financial system,
Agresso, to enable them to account for all income and expenditure relating to
the inquiry. This system includes appropriate authorisation controls for
expenditure.

•

The Force have a regular monthly report, which is shared with key stakeholders
and decision makers to enable appropriate review and scrutiny of the inquiry
finances.

Risk Management
Audit confirmed that the Force had a sound system of internal control that clearly
documented all income and expenditure in relation to the inquiry.
When audit carried out a review during 2016/17 the inquiry was in its infancy and,
as such, the associated costs at that time were small. Audit has again confirmed
that, whilst the inquiry has developed and has an increased budget of just over £1m
per year, Derbyshire have a sound system of internal control to ensure any financial
risks associated with managing the inquiries finances are adequately managed.
One of the key risks to the Force from managing the inquiry’s’ finances is the
financial cost of any overspending in relation to the inquiry and adequate steps have
been taken to minimise this risk.
The inquiry now has a single budget that includes both of the two previous elements
- the investigators costs and the legal costs associated with the inquiry. The salary
and expenses of the investigation team made up the budget for the investigation
costs and were calculated by the Lead Investigator based on the increased staff
required to continue with the investigation. The legal costs were more difficult to
estimate and were based upon the Head of Legal Services’ knowledge and
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experience of past inquiries to determine the budget figure. The budget, as a whole,
was presented to the NPCC and was subsequently approved.
To ensure that the Force do not have to sustain costs of the inquiry from their own
resources, they have sought the collection of income for the full amount covering
the next two years contributions. This enables the Force to draw down against these
funds when paying inquiry costs. This limits the risk of the Force having to bear the
financial costs of the inquiry when they should be shared with the other forces, plus
three civil authorities who are part of the NPCC investigation.
The Force have put in place a regular monitoring report that includes any
outstanding contributions due and they hold a regular tele-conference between the
Director of Finance, Head of Finance, Head of Legal and the Lead Investigator,
where actions have been agreed to chase the Forces whose contributions are still
due.

Value for money
Value for money (VfM) considerations can arise in various ways and our audit
process aims to include an overview of the efficiency of systems and processes in
place within the auditable area.
The use of the Agresso system allows monitoring of all expenditure relating to the
inquiry via cost centres set up for the inquiry. This in turn allows the Force finance
team to have an effective way of extracting inquiry data in an efficient manner, which
enables the Force to reduce the time resources required in managing the finances
of the inquiry.

The monitoring reports also include year-end forecasts to highlight the under / over
spends that could occur and, at the time of audit visit, the year-end forecast was for
a shortfall of £88k. However, this was due to £257k in outstanding contributions due
to Derbyshire for the 2017/18 budget and audit were able to confirm that actions
have been agreed to ensure these payments will be received.
It was noted during the 2016/17 audit that there was a lack of formal reporting for
the inquiry and a recommendation was raised to address this. Audit have been able
to confirm during this year’s review of the inquiry that this issue has been addressed
and accurate and appropriate monthly reporting on the inquiries finances are now in
place.
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A1 Audit Information
Sector Comparison
Audit Control Schedule

Our audit considered the risks relating to the following areas under review:
Budgeting

Primary Sponsors:

Andrew Dale – OPCC Chief Finance
Officer
Terry Neave, Force Director of Finance

Client contacts:

•

An approved budget setting process is in place which includes timetables,
allocation of funds to achieve outcomes and monitoring procedures.

•

Robust monitoring (including forecasting) and reporting processes are in
place to ensure that initial budgets are adhered to, with any variances
reported accordingly.

•

Additional funds required from other forces are timely identified and
communicated.

Dan Fern, Force Head of Finance and
Business Support
Andrew Cope, Force Operational
Management Accountant

Financial Transactions
Internal Audit Team:

David Hoose, Partner

•

Brian Welch, Internal Audit Senior
Manager
Mark Lunn, Internal Audit Assistant
Manager
Finish on Site \ Exit Meeting:

5th September 2017

Draft report issued:

19th September 2017

Management responses received:

17th October 2017

Final report issued:

17th October 2017

There are effective processes and controls in place with regards the approval
of expenditure, re-charging and accounting for costs associated with the
inquiry.

Performance Monitoring
•

Effective reporting routines are in place at Senior Management, Force and
OPCC level. Budgets are regularly monitored and variances analysed and
communicated so as to minimise the risk of budget under/overspend.

The objectives of our audit were to evaluate the adequacy and effectiveness of the controls
in place in respect of the management of the Inquiry’s finances with a view to providing an
opinion on the extent to which risks in this area are managed. In giving this assessment it
should be noted that assurance cannot be absolute. The most an Internal Audit Service can
provide is reasonable assurance that there are no major weaknesses in the framework of
internal control.
We are only able to provide an overall assessment on those aspects of the inquiry that we
have tested or reviewed. Testing has been performed on a sample basis, and as a result
our work does not provide absolute assurance that material error, loss or fraud does not
exist.
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Definitions of Assurance Levels
Assurance Level
Significant
Assurance:

Satisfactory
Assurance:

Adequacy of system
design

Definitions of Recommendations
Effectiveness of
operating controls

There is a sound system of The control processes
internal control designed to tested
are
being
achieve the Organisation’s consistently applied.
objectives.
While there is a basically
sound system of internal
control,
there
are
weaknesses, which put
some of the Organisation’s
objectives at risk.

There is evidence that the
level of non-compliance
with some of the control
processes may put some
of the Organisation’s
objectives at risk.

Limited
Assurance:

Weaknesses in the system
of internal controls are such
as to put the Organisation’s
objectives at risk.

The level of noncompliance puts the
Organisation’s objectives
at risk.

No Assurance

Control processes are
generally weak leaving the
processes/systems open to
significant error or abuse.

Significant
noncompliance with basic
control processes leaves
the processes/systems
open to error or abuse.

Priority

Description

Priority 1
(Fundamental)

Recommendations represent fundamental control
weaknesses, which expose the organisation to a high
degree of unnecessary risk.

Priority 2
(Significant)

Recommendations represent significant control
weaknesses which expose the organisation to a
moderate degree of unnecessary risk.

Priority 3
(Housekeeping)

Recommendations show areas where we have
highlighted opportunities to implement a good or better
practice, to improve efficiency or further reduce exposure
to risk.
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A2 Statement of Responsibility
Status of our reports

We take responsibility to the Office of the Police & Crime Commissioner for Derbyshire and Derbyshire Police for this report which is prepared on the basis of the
limitations set out below.
The responsibility for designing and maintaining a sound system of internal control and the prevention and detection of fraud and other irregularities rests with
management, with internal audit providing a service to management to enable them to achieve this objective. Specifically, we assess the adequacy and effectiveness of
the system of internal control arrangements implemented by management and perform sample testing on those controls in the period under review with a view to
providing an opinion on the extent to which risks in this area are managed.
We plan our work in order to ensure that we have a reasonable expectation of detecting significant control weaknesses. However, our procedures alone should not be
relied upon to identify all strengths and weaknesses in internal controls, nor relied upon to identify any circumstances of fraud or irregularity. Even sound systems of
internal control can only provide reasonable and not absolute assurance and may not be proof against collusive fraud.
The matters raised in this report are only those which came to our attention during the course of our work and are not necessarily a comprehensive statement of all the
weaknesses that exist or all improvements that might be made. Recommendations for improvements should be assessed by you for their full impact before they are
implemented. The performance of our work is not and should not be taken as a substitute for management’s responsibilities for the application of sound management
practices.
This report is confidential and must not be disclosed to any third party or reproduced in whole or in part without our prior written consent. To the fullest extent permitted
by law Mazars LLP accepts no responsibility and disclaims all liability to any third party who purports to use or reply for any reason whatsoever on the Report, its
contents, conclusions, any extract, reinterpretation amendment and/or modification by any third party is entirely at their own risk.
Registered office: Tower Bridge House, St Katharine’s Way, London E1W 1DD, United Kingdom. Registered in England and Wales No 0C308299.
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NNEX E TO AGENDA ITEM 6A, JARAC, 7 DECE,BER 2017

OPCC for Derbyshire Police & Derbyshire Police
Follow up of Audit Recommendations – November 2017
01 – Introduction
In line with the commitment to follow up Internal Audit recommendations made, this report provides an overview of activity undertaken to verify the implementation of audit recommendations
made as a result of 2016/17 and 2017/18 audits. The review focused on priority 1 and 2 recommendations (see Appendix 1) where agreed implementation dates had now passed, although lists
all recommendations irrespective of implementation date. Where satisfactory evidence has been provided that the recommendation has been implemented, and this has been reported to the
Joint Audit, Risk & Assurance Committee (JARAC), the recommendation will be removed from future reports.
This report covers only those audits where a dedicated follow-up has not been planned. The following provides the status of all audit reports issued in 2016/17 that have outstanding
recommendations and 2017/18 reports where recommendation dates have been reached:
Audit / Recommendation

Priority

Payroll 2016/17
- Expenses Policy – Derbyshire

Agreed
Implementation
Date
One recommendation raised – P2
P2
April 2017

Partnerships 2016/17
- Production of Partnership Principles

Four recommendations raised – P2
P2
Sept 2017

Recommendations
Manager
Confirmed
Implementation

Manager
Confirmed Not
Implemented

Audit
Confirmed
Implemented

N/A

Yes

N/A

Recommendation due to
implemented by April 2018.

N/A

Yes

N/A

Recommendation due to be
implemented by April 2018.
Recommendation due to be
implemented by April 2018.
Recommendation due to be
implemented by September 2018
Recommendation due to be
implemented by September 2018

- Establishing the Partnership Framework

P2

Sept 2017

N/A

Yes

N/A

- Annual Review of Partnerships

P2

Sept 2017

N/A

Yes

N/A

- Partnership Agenda Item at SGB

P2

Sept 2017

N/A

Yes

N/A

N/A
Yes

Yes
N/A

N/A
Yes

Yes
N/A

Workforce Planning 2016/17
- Business Continuity
- Workforce Planning Data

- Recruitment Authorisation
- Talent Identification

Five recommendations raised – four P2 and one P3
P2
October 2016
Yes
P2
October 2016
N/A

P2
P2

August 2016
October 2016

Comments

Yes
N/A

be

Recommendation Implemented.
Partially
implemented.
Recommendation due to be
reviewed again in November 2017.
Recommendation Implemented.
Partially
implemented.
Recommendation due to be fully
implemented December 2017.

Business Continuity 2017/18
- Training and Guidance
- Business Continuity Project
- OPCC Business Continuity
- Annual Test Programme
- BC Steering Group Terms of Reference
Victim Services 2017/18
- Contract Variation with Remedi
- Referral System & Reconciliation of Data
- Records Management

Five recommendations raised – all P2
P2
August 2017
Yes
P2
August 2017
Yes
P2
September 2017
Yes
P2
September 2017
Yes
P2
September 2017
Yes
Four recommendations raised – three P2 and one P3
P2
July 2017
Yes
P2
September 2017
N/A
P2

August 2017

Yes

N/A
N/A
N/A
N/A
N/A

Yes
Yes
Yes
Yes
Yes

Recommendation Implemented.
Recommendation Implemented.
Recommendation Implemented.
Recommendation Implemented.
Recommendation Implemented.

N/A
Yes

Yes
N/A

N/A

Yes

Recommendation Implemented.
Recommendation due to be
implemented by April 2018.
Recommendation Implemented.

02 – Follow-Up Results
Partnerships (Final Report re-issued May 2017)
Finding

Recommendation

Initial Management
Comments

Production of Partnership Principles

A set of partnership
principles
should
be
produced to complement the
business plan for delivering
the objectives within the
Police and Crime Plan. The
business
plan
should
include a section for
partnership working which
includes, but not be limited
to, the following:

Agree
to
address
the
partnership principles; this will
be included in the Finance and
Commissioning Team Business
Plan and in the Financial
Handbook
(Financial
Regulations) not the OPCC high
level plan.

•

This recommendation was
agreed following the original
report and will be implemented
by September 2017.

To ensure that partnership working is
appropriately guided, a set of partnership
principles should be produced and the business
plan to deliver the objectives within the Police
and Crime Plan should include an individual
section on partnerships.
A review of the documents currently in place for
partnership working highlighted that the OPCC
has not formally defined what they see a
partnership to be, how partners will help to
deliver the objectives within the Police and
Crime Plan, when the OPCC will use partnership
working and how resources will be used
effectively in partnership working.
It was confirmed that a business plan is to be
produced which will outline how the Police and
Crime Plan will be delivered. This business plan
will include an individual strand on partnership
working which will provide further detail on
partnerships than that of the Police and Crime
Plan and the OPCC website. It was, however,
agreed that the production of a set of partnership
principles for the office would add value to the
business plan and help to focus partnership
working.
Risk: Where partnership working is not
appropriately guided there is a risk that
ineffective decisions are taken which could
result in the benefits of partnership working not
being delivered.

•
•
•
•

The priorities to be
delivered;
How partners will help
to deliver the priorities;
When partnerships will
be used;
What the roles and
responsibilities
of
partners are;
How resources will be
utilised in partnerships;
and

The risk management
processes that are in place
for partnerships.

Summary of discussions held on
30th March 2017

Follow Up Result

Audit were informed that no two partnerships
are identical in nature or objective, a piece of
work therefore needs to be completed across
the OPCC to record and define each formal
partnership and draw out the narrative that the
recommendation calls for. It might be very
difficult to have a one-size fits-all approach to
that work as to do so would mean the records
becomes so vague and high-level that it adds
little value.
That work will take time to do and the
restructure of the OPCC will assist in
refocussing resources to do so.

Result /
Timeframe of Risk
Exposure
Not yet implemented
Revised
completion
date of 31st March 2018

Establishing the Partnership Framework
To ensure that the OPCC has full awareness of
all partnership working and the governance
arrangements for these, an exercise should be
conducted to map out the framework of
partnerships for the office.
It was confirmed that an exercise was completed
a number of years ago to identify the partnership
work and governance arrangements for these
partnerships within the office. However, this has
since not been refreshed and is therefore
outdated.
Mapping out the current partnership working
arrangements would allow the office to have
oversight of the partnership activity taking place,
the governance arrangements in place for these
and the resources that are utilised for these
partnerships. This would be beneficial in the
long term when reviewing the effectiveness and
relevance of partnerships and the effective use
of resources.
Risk: Where the OPCC is not fully aware of all
partnership
working
and
governance
arrangements there is a risk of potential
ineffective partnerships or duplication of
activities not being identified which could result
in the ineffective use of resources.

An exercise should be
conducted to identify the
current partnership working
arrangements in operation
and a map of the framework
of partnerships should be
produced. This should
include the identification of
governance arrangements
in place to oversee
partnership working across
work streams helping to
deliver the Police and Crime
Plan and the resources
currently utilised within
these partnerships.

Nice to do but not essential.
Agreed that a review be carried
out but in the context of
determining the appropriate
support/attendance at the
partnership, and what benefit
the Commissioner gains from
that partnership. See also 4.3
It should also identify gaps.
Summary of discussions held on
30th March 2017
Based on resources available
within the OPCC it was felt the
most pragmatic way forward
was
to
evaluate
each
partnership and the value that
our involvement brings against
the PCC's priorities and the
Police & Crime Plan. We will do
a high-level review of the
partnership arena in Derbyshire
and
our
involvement/commitment
to
those. In addition, we will
understand
the
overall
governance arrangements for
those partnerships.

Per audit comments above, audit were
informed that work will take time to do and the
restructure of the OPCC will assist in
refocussing resources to do so.

Not yet implemented
Revised
completion
date of 31st March 2018

Annual Review of Partnerships
Observation: To ensure that the partnership
principles and the partnership working
arrangements remain both relevant and
effective, resources are being utilised
appropriately and to identify any ineffective
partnerships, a formal annual review should be
conducted.
It was confirmed that there are a number of
partnership working arrangements in place that
help to deliver the strategic requirements of the
Office and the Police and Crime Plan.
However, there is currently no formal
mechanism to regularly review all partnerships
in place.
Risk: Where partnerships no longer relevant and
effective are not identified there is a risk that
resources may not be utilised effectively which
could result in reputational damage to the OPCC
where objectives are not met.

A formal annual review of
partnerships should take
place to confirm that they
continue to be appropriate
and useful, that the
partnerships are being
managed effectively, that
resources
are
being
appropriately utilised and
that results are being
produced
against
the
strategic priorities.
Upon production of the
partnership principles, these
should also be reviewed on
an annual basis to confirm
that they remain relevant
and appropriate for the
office.

On reflection and consideration
of the resources available within
the OPCC- this is not agreed.
However, a review every two
years is accepted.
See also 4.2
Summary of discussions held on
30th March 2017
Whilst we agreed with the
rationale
for
the
recommendation, we feel a
more pragmatic action would be
that a review would take place
bi-annually due to (a) resource
limitations and (b) better
reflecting the pace of change in
the partnership arena. We will
review by exception in the
meantime should things change
significantly.

The above two recommendations need to be
completed i.e. the definition and principles
work for r formal partnerships prior to being
able to review partnerships annually against
such principles and therefore revised deadline
was suggested.

Not yet implemented
Revised
completion
date of 31st August
2018

Partnerships Agenda Item at SGB
Observation: To ensure that there is adequate
and appropriate overview of partnership activity,
a template highlight report should be produced
which is reported to the Strategic Governance
Board (SGB) on a regular basis as part of a
standing agenda item for the review of
partnerships activity.
There is currently not a Board/Group in place to
oversee all partnership work and there is not a
specific agenda item at SGB to address
partnership working.
It was confirmed that the SGB receives update
reports which provide details on activity
completed within certain areas of work (e.g.
safeguarding and domestic violence) and the
OPCC requests information from the Force to be
included within these reports. A review of three
SGB meeting reports identified that although
partnership working is mentioned within these
reports, they do not provide specific details on
the benefits the partnerships have provided or
how they are helping/not helping to achieve the
objectives of the Police and Crime Plan. There
is also not any quantitative data to support the
performance of partnerships.
Risk: Where there is not adequate oversight of
partnerships activity there is a risk that
partnerships do not deliver the benefits
expected which could result in resources not
being utilised effectively and objectives not
being met.

A standing agenda item for
partnership activity should
be included within Strategic
Governance Board (SGB)
meetings.

A template highlight report to
be reported to the SGB
should be produced which
provides details of the
partnership
activity
completed over the period,
future activity planned,
quantitative data to support
the benefits delivered and
value
for
money
considerations.

On
reflection
and
in
consideration of the revised
Strategic Governance Board
meeting
schedules
and
resources available within the
OPCC, not agreed. Suggest that
inclusion in the Annual Report
would be a better solution.
Summary of discussions held on
30th March 2017
We consider that this is best
implemented by including
partnerships within a broader
annual report that we are
statutorily obliged to do. In
addition, there will be an
overview report tabled at SGB
annually
on
partnership
matters. We will also review by
exception in the meantime
should
things
change
significantly.

Per comments above in regards to annual
reporting on partnerships a revised deadline
has been suggested to reflect the work
required in completing the above
recommendations. .

Not yet implemented
Revised
completion
date of 31st August
2018

Payroll (Final Memo November 2016)
Finding

Recommendation

Initial Management
Comments

Follow Up Result

Result /
Timeframe of Risk
Exposure

The Force should review
and update the Expenses
Policy to ensure that all
information in relation to
expenses is collated into
one formal document for
completeness. This should
include guidance on train
journeys and first class
travel.

Agreed.
Derbyshire in the
process of implementing the
expenses policy that has been
developed for all east midlands
police forces.

It was confirmed with the Force Head of
Finance and Business Support that the Force
is planning to implement an electronic
expense system and therefore the Expenses
Policy will be required to be updated to include
details regarding this system.

Not Yet Implemented.

Expenses Policy - Derbyshire
Observation: There should be a consolidated
Expenses Policy in place to provide clear and
complete guidance in relation to claiming
expenses. This will also allow for a central
document in relation to expenses to be referred
to in cases of query and bring the Force in line
with the recommendations from the Winsor
Review.
Review of the current expenses policy confirmed
that there are multiple process notes available in
relation to aspects of the expenses guidance.
For example, there is a 2009 update for Food
and Accommodation, and a separate article in
relation to mileage and car users on the intranet
site.
It was also identified that an officer had claimed
for first class train travel between Derby and
London on multiple days for the price of
£433.50. There was no notes available to show
that this was due to a price saving, or confirm
that it was in line with policy.
Risk: Where the expenses policy does not
contain all relevant information in relation to
expense claims, the force may receive claims
that would otherwise have been rejected had a
robust expense policy been in place.

This document should
include an author, date of
issue, date of review and all
key guidance for expense
claims.

There have been delays in the project to
implement the electronic system and the wider
ranging affects this would have on moving
away from the current paper system,
The expenses policy will be updated once the
new system has been finalised.

Expected April 2018.

Workforce Planning (Final Report June 2016)
Finding

Recommendation

Initial Management
Comments

Follow Up Result

Result /
Timeframe of Risk
Exposure

Appropriate
succession
plans should be put in place
to ensure that skills and
knowledge to create and
maintain key data in respect
of workforce planning is not
lost.

Agreed.

It was confirmed with the Head of Human
Resources that a new Workforce Planning
team has been established. The new team
comprise of:
• Head of Workforce Planning;
• Workforce Planning Manager;
• Management Information Officer;
and,
• 5 x Establishment / Information
Officers

Recommendation
Implemented.

Business Continuity
Observation: The Workforce Planning Manager
is the only individual who currently manages all
the key data that is used in workforce planning.
He has been in post for a number of years and
has created various processes including
monitoring upcoming retirement dates of officers
and monitoring proposed secondments which all
feed into key data that assists in the decision
making in workforce planning.

Appropriate steps will be taken
to ensure that the knowledge
and skills of the workforce
planning
manager
are
transferred / documented to
ensure workforce planning can
continue in their absence.

Should the manager be unavailable or
indisposed then there is a risk that the
organisation would be unable to maintain the
key data and / or be able to replicate it as these
processes are not documented or familiar to
other members of staff.

Workforce planning knowledge and expertise
will be shared across the new team and the
Head of Human Resources confirmed that the
structure will provide progression and role
growth. Succession planning (for business
continuity purpose) will also be developed as
part of individual CPD plans for the new team
members.

Risk: The Force are unable to utilise up to date
and accurate data in workforce planning
decision making.
Workforce Planning Data
Observation: At present the data that is used to
support workforce planning is held on
standalone spreadsheets, as the current IT
system for HR data does not allow the right
functionality for workforce planning.
Data is often extracted and held in standalone
spreadsheets before being manipulated into a
more useful format.
Therefore if these standalone spreadsheets are
not regularly updated in line with new data this
increases the risk that out of date or inaccurate
information is used when making workforce
planning decisions.

The Force should consider
adopting a relevant IT
system that would allow
relevant data to be stored
easily and provide detailed
information to aid in decision
making.

Agreed.
An appropriate IT system to
assist in the preparation and
ongoing monitoring of data in
relation to workforce planning
would be beneficial and will be
investigated further to see if it is
a viable option.

It was confirmed with the Head of Human
Resources that work is continuing on how the
current gateway system can be utilised to
provide the necessary data.
The Head of Human Resources also
confirmed that the workforce planning team
have been restructured which has involved the
recruitment of additional specialist skills.
The Gateway system is undergoing a major
upgrade at the moment and this will be
completed in November 2017. No other
system development work will be scoped until
this work is concluded and tested.

Not Yet Implemented.
Revised
Implementation Date:
November 2017

Risk: Workforce planning decisions are based
on incorrect or out of date data
Recruitment Authorisation
Observation: At present the authorisation for
uniform recruitment intakes (regular officers and
PCSO’s) are addressed at a meeting between
Head of HR, Head of Finance and Deputy Chief
Constable.

The
authorisation
to
proceed with recruitment
should
be
clearly
documented.

Agreed. An appropriate process
will be agreed upon and followed
moving forward.

It was confirmed with the Head of Human
Resources that the Recruitment Planning
meeting closely monitors recruitment
planning, including approvals and wastage.

Recommendation
Implemented.

Audit obtained minutes of this meeting and
confirmed that uniform recruitment intakes are
addressed at these meetings.

However, the authorisation to proceed with
intakes of officers is not formally documented.
Risk: The Force cannot provide a transparent
decision making process should a decision be
challenges.
Talent Identification
Observations: Whilst the Force supports a
number of national and local development
programmes, it is dependent on individuals
applying to them or appropriate line manager
support and encouragement to get the right
individuals to apply.
There is currently no process to identify talented
individuals outside of this, such as high levels of
performance or through appraisal systems.
Therefore the Force is currently lacks an
evidence based talent identification process.
Risk: The Force are unable to identify the most
talented individuals.

A robust process of
identifying talent should be
put in place.

It
has
already
been
acknowledged
that
talent
management and evidence
based talent identification is an
area for improvement and
consideration of how to improve
this will be reviewed and
implemented.

The Head of Human Resources confirmed that
a new role responsible for Leadership, Talent
and Assessment has been created with a
remit to introduce a broader leadership
framework which includes the identification
and development of talent. An individual was
appointed to this role at the end of November
2016.
As a result of this, the Head of Human
Resources believes that to achieve
appropriate and lasting change the team
should follow a recognised change
management process and ensure that all
related policy tools and processes logically
align. Potential talent identification tools have
been identified and the department plans to
introduce them, alongside revisions to the
PDR process, over the next 12 months.

Partially Implemented.
Revised
Implementation Date:
December 2017

Business Continuity (Final Report issued 12th July 2017)
Finding

Recommendation

Initial Management
Comments

Follow Up Result

Result /
Timeframe of Risk
Exposure

The BC Steering Group Terms of Reference
has been updated to reflect the responsibilities
of key roles in ensuring BC plans are up to
date and tested.

Recommendation has
been implemented.

Training & Guidance
The model for business continuity in Derbyshire
places significant reliance on single points of
contact (SPOCs) to monitor and maintain their
existing Business Continuity Plans, with support
provided from the Business Continuity Manager.
The Business Continuity Policy makes reference
to an Advisory Group to provide advice and
support the central teams’ capability to support
Departmental and Divisional BCPs. However,
audit were informed that this Group has not met
for some time.
Moreover, there is no specific training available
to those that have key roles in the business
continuity management system that is in place.
Risk: Lack of understanding and accountability
of the business continuity processes in place
leading to failures within the business continuity
management system.

The Force should review the
training and guidance that is
available for key roles within
the Business Continuity
Management System.
The role of the existing
Advisory Group should be
reviewed and consideration
should be given to rolling out
a programme of training or
refresher sessions so key
staff
gain
a
full
understanding of their role
and responsibilities.

Agreed.
The primary responsibility of the
SPOCs is to understand their
own business areas so that this
can be adequately reflected in
BC Planning. However it is
agreed that a structured
approach
incorporating
refresher training or guidance
notes would assist in increasing
consistency and quality within
the
Business
Continuity
Management system and work
will be carried out to review how
best to implement this as part of
the current review of BC plans.
The requirement to maintain a
Business Continuity Advisory
Group, which was initially set up
to look at generic issues such as
IT and Estates, will be reviewed.
In practice this expertise and
input is available to us within the
BC Steering Group which is why
we have not needed to convene
the Advisory Group for some
time and therefore the Policy will
be amended to remove
reference to the Advisory Group.

A training session was run by the BC Manager
for all Single Points of Contact in October and
audit were provided with the agenda and
approach taken for the training session.
The updated BC Policy reflects the removal of
the Advisory Group from the governance
structure.

Business Continuity Project
The Business Continuity Project has been
scoped and agreed in December 2016, by the
BC Steering Group, with an objective to review
“how it would improve our current plans
following significant changes within the Force
over recent months”.
However, a key omission from the Project scope
was a timetable for the completion of the project
and therefore it is unclear when it will be
completed.
Audit were informed that the BC Project to
review the Business Continuity System, in light
of the changes at the Force, had meant the
suspension of the annual review process for
individual BCP’s and the reason the new
departmental plans had not been completed as
yet.
The existing BCP’s should be reviewed and
updated on an annual basis. Audit testing found
that 5/7 had not been reviewed within the last
year and one plan was last updated in April
2014. Furthermore, audit testing found that 6/7
plans were in a consistent format, however the
Contract Management BCP was in a different
format.
The Business Continuity Policy states that every
division or department should have a Business
Continuity Plan (BCP) in place. However, at
present, there are only seven BCP’s in place,
with a further six department BCP’s in the
process of being created.
Risk: The project does not deliver its intended
outcomes in a timely manner leaving the force
exposed to an ineffective business continuity
management system whilst the project is
ongoing.

The Force should ensure a
timetable is in place to
deliver
the
Business
Continuity Project, including
the
completion
of
departmental BCP’s and full
reviews of existing BCP’s.
The timetable should be
monitored to ensure the
timely delivery of an updated
and effective business
continuity
management
system.

Agreed.
The formal review of BC Plans
were suspended in 2016 to
avoid abortive work during the
build up to the recent significant
changes to the Force which
have taken place over the last
18 months. Despite the lack of
a formal review we are content
that that those plans remained fit
for purpose and the over-arching
Recovery Plan, which has been
reviewed and updated provides
the process by which the Force
would respond to a crisis which
affected Business Continuity.
All Departments have recently
undertaken a new Business
Impact Analysis of their
business areas which include
the degree they are reliant on IT
systems. This has been done
both as part of the scoping work
for the Joint Business Continuity
and
Information
Services
Project and as a means of
ensuring that the new revised
BC Plans focus on current and
new critical activities.
The complexity and importance
of Contact Management means
that these plans are likely to
continue to be in a different
format to the more generic
Departmental plans as they
contain step by step instructions
and Action Cards for activating
the Disaster Recovery sites in
Derby.
The
Contact
Management DR arrangements
have been honed following a
number of real life tests in recent
months.
Discussions have already taken
place around the timescales for
delivery of the BC/IS Project and

A timetable has been developed to progress
the BC Project and this includes the creation
of new BC plans and the review of existing BC
Plans with completion of this element of the
BC Project.

At the October 2017 BC Steering Group
meeting five new BC plans were approved and
a timetable for completion of the outstanding
plans was agreed.

Recommendation has
been implemented.

an informal timescale was put in
place. However, this will be
informed by the results of the
scoping work mentioned above
whereupon
clear
time
timescales will be agreed with
the SAIT Board.
OPCC Business Continuity
The OPCC are based on site with the Force at
Police HQ in Ripley and, as such, are partly
included in any recovery plans that affect the
Force HQ.
However, the OPCC do not currently have their
own BC Policy or individual BC Plan that lists
critical functions and the ability to maintain these
in an incident or emergency situation. The Force
BC Manager has recently met with Chief
Executive of the OPCC and have some ongoing
actions to review their arrangements.

The OPCC should formalise
its Business Continuity
arrangements,
with
consideration to having their
own Business Continuity
Plan.

Risk: The OPCC does not have appropriate
business continuity arrangements in place

Agreed.
Although any OPCC business
continuity issues would be
considered within the Crisis
Management Team approach
described within the BC
Recovery Plan, it is agreed that
they should have their own BC
Plan. Discussions are on-going
with the OPCC to assess their
business continuity needs and
these will be formalised once
they have been finalised.

Audit confirmed that an OPCC Business
Continuity Plan was approved at the October
2017 BC Steering Group.

Recommendation has
been Implemented.

The BC Steering Group Terms of Reference
includes the responsibility for undertaking a
test of BC plans on an annual basis lies with
the Divisional Commanders and Departmental
Heads.

Recommendation has
been Implemented

Annual Test Programme
The Business Continuity Policy states that
BCP’s should be subject to regular exercising to
ensure they remain up to date and relevant.
The Force have carried out some exercises in
the last 12 months, including a simulation of an
evacuation at a custody suite and a planned test
of a power failure at Force HQ.
However, there is no agreed annual test
programme that prioritises the BCP’s and
provides assurance that they are all effective
plans in their current format.
Risk: Business Continuity Plans are not fit for
purpose should an incident arise

The Force should put in
place an annual test
programme for its business
continuity plans.

Agreed.
Planned tests of business
continuity plans have taken
place as have a number of full
activations following disruptive
challenges.
However it is
agreed an annual test
programme that prioritises plans
would be an effective way to test
the
business
continuity
management system that is in
place.

A test programme was approved at the BC
Steering Group in October 2017.

BC Steering Group Terms of Reference
The BC Steering Group’s role in the BCMS at
the Force is stated in the policy as “it is
responsible for overseeing the delivery of BCM
through strategic direction and will support
Departments and Divisions in their
development, maintenance and exercising of
the BCM process”.
However, there is no separate terms of
reference document that clearly sets out its
decision making powers, accountabilities and
remit to be able to deliver on this responsibility.
Audit also found that there is no formal
escalation process for the BC Steering Group to
report into other Force and OPCC forums, such
as the Risk Management Board and the Joint
Audit, Risk& Assurance Committee (JARAC).
Risk: Lack of effective accountability and
escalation process for the business continuity
management system.

The BC Steering Group
should have an effective
Terms of Reference in place
that covers, as a minimum,
the purpose, scope and
authority of the Group.
The BC Steering Group
should also formalise its
escalation process and
review its reporting lines and
arrangements.

Agreed.
Although it can be argued that
the role of the Business
Continuity Steering Group is well
understood we agree that a
formal terms of reference would
assist in giving a clear direction.
Escalation of BC issues has
been done through direct
discussion with Heads of
Departments and Chief Officers.
However again it is agreed that
this should be underpinned by
establishing a formal process for
doing so.

Audit confirmed that the BC Steering Group
Terms of Reference has now been put in place
and this document includes purpose,
background, objectives, scope, decision
making parameters, financial parameters,
roles and responsibilities, meeting frequency
and the reporting and escalation issues.

Recommendation
Implemented.

Victim Services (Final report 20th July 2017)
Finding

Recommendation

Initial Management
Comments

Contract Variation with Remedi

The OPCC should ensure
that the contract variation
documentation is signed off
and agreed with the provider
as soon as possible.

Agreed.
The contract paper work has
been prepared and is just
awaiting final sign off as at the
time of the audit.

The OPCC should work with
the Force to document how
Victims are referred to
services. This should then
be reviewed and updated to
ensure the referral system is
operating as intended.

It should be clearly documented
how Victims are referred to the
appropriate service provider and
the OPCC will work with Force
IT to complete this.

Remedi provide the following services for the
OPCC – General Support, Restorative Justice
and Young Persons. When it was identified that
the OPCC needed services to cover Anti-Social
Behaviour and Hate, the OPCC decided that
they were able to award these services to
Remedi with a contract variation rather than the
need to tender the new service lines.

Follow Up Result

Result /
Timeframe of Risk
Exposure

The contract variation with Remedi was signed
off in August 2017.

Recommendation has
been implemented

A wider piece of work needs to be undertaken
to review the technology that is used as part of
the Victim Services delivery model. The OPCC
have set up a meeting with the Force in
November 2017 to start to review the Niche
system role in the process and leading on from
this meeting work can begin to ensure the
referral system is operating as intended.

Recommendation is
due to be implemented
by April 2018

However, the contract variation has not been
finalised and signed off and, as such, the OPCC
are currently making payments to the provider
without a clear contract that states the terms and
conditions of the service.
Whilst Remedi have informally agreed to provide
the service, and have already evidenced they
are carrying out the new role by submitting
performance information, if the provider did not
provide the service the OPCC would have no
legal grounds to challenge this and reclaim any
payments made.
Risk: The OPCC does not receive the services
that it makes payments for leading to financial
losses.
Referral System & Reconciliation of Data
The delivery model in Derbyshire relies upon an
automated referral system that extracts key data
from Niche, the crime and incident recording
system, then refers victims’ details to the
appropriate provider. Following referral, the
service providers submit performance
information to the OPCC on a monthly or
quarterly basis, including the number of referrals
made from the Police.
The automated referral system is based on
internal scripts written by the police based on

The OPCC should ensure
that all potential referrals are
captured on Niche and can
be reconciled to that
submitted to / acted upon by
the service providers.

The ability to reconcile the
referrals sent to providers to the
data they are providing would
give assurance that victims were
not being missed.
Delivery of this will be
dependent on IT availability and
the OPCC will liaise with the

It is anticipated this work should be fully
completed by 31st March 2018.

crime codes and this directs referrals to the right
provider.
At present, it is not clearly documented how the
referral system operates. The Police can pull
raw data from the system and identify ‘Opt in’
and ‘opt outs’ and to which provider they have
been sent and is used by the Victims working
Group. The data includes victimless crime
numbers. Analytical support could reconcile this
to the contracted provider’s data. Although the
OPCC have a quarterly working group with
providers to address any issues arising, a clear
referral pathway, together with reassurance that
all data has been effectively transferred to the
relevant provider, would allow oversight of the
system and enable continuous review and
monitoring to ensure the automated referral
system was operating as intended.
Risk: Failure in the referral system is not
identified and victims are not referred to the
correct service provider
Records Management
The OPCC has a Data and Systems Handling
and Security Form (for Category 1 Suppliers who process and store personal data and Police
data outside Force systems and premises).
Audit carried out testing on the six contracts that
are currently in place for Victim Services
(directly contracted) with the OPCC and testing
found that two of these did not include the Data
Handling and Security Form.
Audit were informed that the Force put in place
information sharing agreements once the
contracts had been signed and this covered the
same information. However, the OPCC does not
keep records of these agreements.
Risk: Victims’ data is incorrectly stored and
maintained by the Service Providers

Force to ensure appropriate
data can be provided.

The OPCC should liaise with
the Force to confirm they
have
appropriate
Information
Sharing
Agreements in place for the
two providers that did not
have the Data and Systems
Handling and Security Form
included in the contract
documents; these being:
- Refuge
- SV2

Whilst the specific Data and
Systems Handling and Security
Form may not have been
included in the version of
contracts provided, it is more
than likely they were included in
the paper copies signed by both
parties.
However the OPCC will liaise
with the Force to check that the
information sharing agreements
are in place for the two providers
that audit have identified.

The OPCC has liaised with the Force and have
confirmed
that
Information
Sharing
Agreements are I place with Refuge and SV2
and the hard copies are retained with the
Procurement Department.

Recommendation has
been implemented.

Appendix 1 – Definitions of Recommendations
Definitions of Recommendations
Priority

Description

Priority 1 (Fundamental)

Recommendations represent fundamental control weaknesses, which expose the organisation to a high degree of
unnecessary risk.

Priority 2 (Significant)

Recommendations represent significant control weaknesses which expose the organisation to a moderate degree of
unnecessary risk.

Priority 3 (Housekeeping)

Recommendations show areas where we have highlighted opportunities to implement a good or better practice, to
improve efficiency or further reduce exposure to risk.

Section B
Part I For Publication

AGENDA ITEM 7A
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

JOINT AUDIT RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017
REPORT OF THE CHIEF CONSTABLE
7A:

FORCE RISK MANAGEMENT

1.

PURPOSE OF THE REPORT

1.1.

To assure the Joint Audit, Risk and Assurance Committee (JARAC) of the
arrangements in place with regards to the management of risk at the 2016/17
mid-year point; and to update the Police and Crime Commissioner on the
progress of work being undertaken.

2.

INFORMATION AND ANALYSIS

2.1.

The Chief Constable is responsible for the management of the Force’s
operational and strategic business risks and is supported by an executive team
which determines the Force’s appetite for risk.

2.2.

The Corporate Risk Register (CRR) is a key governance document and under
the Risk Management Strategy 2016/18, the CRR captures the key strategic
risks and major challenges faced by the Force. The register continues to be
refreshed with risk owners so it remains focused and relevant.

2.3.

It is important to note that risks are liable to change as circumstances alter and
the CRR presents the position at a particular point in time.

2.4.

Following a realignment of the Deputy Chief Constables duties it has been
agreed that the Risk Management Board will be chaired by the Director of
Finance and Business Services.

3.

STRATEGIC RISK REGISTER REVIEW – UPDATE

3.1.

The relevant senior officers have been mandated by the Director of Finance and
Business Services to consider each risk under their control and in full
consultation with their respective Command or Senior Management Teams.

3.2.

The key risks have been assessed, analysed and re-scored of which a total of 67
risks now exist following the latest review. Currently, there are three risks with
high (Red) residual score, nine risks with medium (Amber) residual scores and
55 risks with low (Green) residual scores. The latest review has provided an
opportunity for risk owners to archive three risks and to create two new risks. The
re-scored, new and archived risks are briefly outlined below:
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3.3.

Emergency Services Communications Programme (EMSCP) (AIRWAVE)
Risk
STR1882
Operational

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

4
Very
High

3
High

12
Red

12
Red

Movement

Risk Owner: Assistant Chief Constable (Operational Support)

3.4.

Airwave has been in place for nearly 15 years and will shortly be replaced by the
new Emergency Services Network of which I can report that steady progress is
being made with the regional Emergency Services Communication Programme
(EMSCP) team now in place. Both hardware and ICT development are being
progressed and is currently on track. However, we are still awaiting further
clarification from the central team around final product specification, build times
and confirmation of rollout phases. In terms of its future rollout our force is still
holding firm on being in the second phase and not taking the first phase of
implementation.

3.5.

Poor Information Management
Risk
STR1046
Operational

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

3
High

3
High

9
Red

9
Red

Movement

Risk Owner: Head of Business Futures

3.6.

This risk still remains a significant issue as the introduction of NICHE and the
data migration from previous legacy systems ie Road Traffic Collison (RTC) and
Fusion has created an environment where data quality has suffered due to
problems being encountered with both technical configuration and user error. In
order to reduce the level of risk being encountered a 'Just Think' data quality
campaign is scheduled for later in the year.

3.7.

The Estate (Condition of Building Stock)
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1035
Infrastructure 3
3
9
and Assets
High
High
Red
Risk Owner: Head of Assets (Fire and Police)

3.8.

Previous
Score

Movement

6
Amber

A revised Asset Strategy has been approved by the Commissioner to reflect
operational changes which take into account a programme of modernisation for
existing building stock that we intend to retain. These improvement works are
2
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currently underway at numerous sites throughout the county. It is anticipated that
all works will be completed by the 3rd quarter of 2017. However, until the works
are complete the decision is to marginally increase the risk scoring.
3.9.

Onshore Oil/Gas Exploration (Operation ELISTAN)
Risk

Impact
Score

OPS1993
Operational 2
Medium

Likelihood
Score

Residual
Score

4
Very High

8
Amber

Previous
Score
-

Movement

NEW
RISK

Risk Owner: Head of Operational Support

3.10. Following government approval for exploratory drilling activities for shale gas
extraction at several sites within Derbyshire (Danesmoor/Eckington) these works
have now seen the establishment of a camp by environmental protesters in order
to disrupt site operations. The protest has the capacity to impact on force
resources should it escalate and attract widespread media attention. Due to the
nature of this type of operation and the probability of multiple sites (PR Marriots
to commence works at identified site on Marsh Lane in Eckington during
September/October 2017). The force is actively engaging with key stakeholders
(local authorities) and those communities affected by this policing operation. In
respect of the nature of this type of operation and the probability of changing
locations when dealing with protestors it is essential as the operation develops
that a specific risk assessment is carried out for each location/site and any
different or specialist tasks carried out by officers.
3.11. Failure of NICHE Police National Database (PND) Extract
Risk

Impact
Score

STR1959
Operational 3
High

Likelihood
Score

Residual
Score

Previous
Score

2
Medium

6
Amber

6
Amber

Movement

Risk Owner: Head of Business Futures

3.12. The regional programme manager has now confirmed that work on the regional
PND extract has been successful. A Derbyshire PND extract has been obtained,
which has been verified with the force lead. Subject to a further rework of the
extract to cover some minor points, it is now at an acceptable standard. The
regional Niche team are now running the amended PND extract which is
estimated to take no more than a few days, after which point it should be able to
be uploaded to the PND and allow Derbyshire to return to a BAU state as far as
our PND compliance is concerned. In addition, the regional Niche team are
developing a new data extract for uploading to PND which includes non-crime
domestic abuse and child safeguarding information with an expected completion
date of 18 August 2017.
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3.13. Reduction in Funding and Uncertainty of Funding Levels in Future Years
Risk
STR1192
Finance

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

3
High

2
Medium

6
Amber

6
Amber

Movement

Risk Owner: Head of Strategic Finance

3.14. The force remains in a good financial position to meet its current policing and
financial challenges. Plans going forward will still need to be flexible so that
resources are used in the most effective manner. Due to success of previous
saving initiatives balanced budgets have been achieved without the need to use
reserves. The current level of reserves allows us to invest against risk,
technology, build new and improve existing premises and maintain workforce
numbers. Our reserves will continue to help to contribute to this, but the point
where borrowing will be needed to fund further investment is getting closer,
which will place some pressure on the budget. Possible government funding
decisions, review of the funding allocation formula and the ever changing
demands on policing mean a further efficiency review will be necessary at some
stage in the future. However, in contrast we have a good financial position, our
financial performance remains strong and whilst there have been some increases
in crime in a number of areas, overall crime rates remain low.
3.15. Operational or Support Resource Availability
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1093
People

2
2
4
Medium
Medium
Green
Risk Owner: Head of Business Futures

Previous
Score

Movement

6
Amber

3.16. Following the outcome of the ‘process evolution’ review an implementation plan
is being developed in order to ensure the new policing model is maximised for
efficiency and effectiveness. Given the progress made to date the decision is to
marginally reduce the risk scoring.
3.17. Business Continuity and Disaster Recovery Planning
Risk

Impact
Score

Likelihood
Score

Residual
Score

STR1089
Operational 2
2
4
Medium
Medium
Green
Risk Owner: Head of Operational Support

Previous
Score

Movement

2
Green
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3.18. In June 2017, an audit was carried out of Business Continuity by internal auditors
(MAZARS) of which the force has received a ‘limited assurance’ scoring. The
areas that formed part of this review included: roles and responsibilities, policies
and procedures, incident escalation and emergency action procedures, test
plans, continuous improvements and lessons learnt, and the monitoring and
reporting arrangements that are in place. The report’s recommendations are
currently being worked through; therefore until all these have been implemented
the decision is to marginally increase the risk scoring.
3.19. Cell Drowning Incident - Suicide Risk
Risk

Impact
Score

CRIMJ1992
Operational 4
Very High

Likelihood
Score

Residual
Score

1
Low

4
Green

Previous
Score
-

Movement

NEW
RISK

Risk Owner: Head of Criminal Justice

3.20. A review of CCTV footage revealed that a detainee had placed a large quantity of
toilet paper into the bowl which allowed the detainee to repeatedly flush the toilet
to the point that a significant amount of water was captured in the pan. The
detainee then submerged their head into the water. Following consultation with
the Assets department a potential solution has been identified which involves the
installation of a water flow restriction device to manage the amount of flushes per
hour.
3.21. Joint Police and Fire Headquarters - Building Security
Risk
STR1951
Infrastructure
& Assets

Impact
Score

Likelihoo
d Score

Residual
Score

Previous
Score

4
Very
High

2
Medium

8
Amber

8
Amber

Movement

RISK
CLOSE
D

Risk Owner: Head of Assets (Fire and Police)

3.22. In August 2016, a security survey was conducted by our Information Security
Officer. The survey identified areas where additional security measures were
required in order to improve building security. Our buildings insurance is based
on having secure premises and appropriate security measures in place to cater
for out of office hours and at weekends. These security improvement works have
now been completed and this risk can be closed subject to Board approval.

5

AGENDA ITEM 7A
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

3.23. Business Continuity arrangements for transition to Joint Police and Fire HQ

OPS1933
Infrastructure
& Assets

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

2
Medium

1
Low

2
Green

2
Green

Movement
RISK
CLOSED

Risk Owner: Head of Operational Support

3.24. The building has been fully occupied since December 2016 with no significant
business continuity issues identified for both fire and police during this transition
period for both organisations. This risk can be closed subject to Board approval.
3.25. Implementation of Next Generation Command and Control System
Risk
STR1883
Operational

Impact
Score

Likelihood
Score

Residual
Score

Previous
Score

1
Low

1
Low

1
Green

1
Green

Movement

RISK
CLOSED

Risk Owner: Assistant Chief Constable (Operational Support)

3.26. The project has been successfully implemented and this risk can be closed
subject to board approval
4.

OPERATIONAL AND REPUTATIONAL RISKS

4.1.

In May 2017 the chair of the board asked that future risk management reports
feature updates from our Heads of Crime Support, Professional Standards
Department and Operational Support so the Board are assured from a
governance perspective that both operational and reputational risks in these
areas are being captured, namely:•
•
•

4.2.

Summary of Crime Support Risks – emerging criminalities and organised
crime groups.
Summary of Reputational Risks (Professional Standards) – adverse
judgements, specifically from the Coroner and opportunities for capturing
organisational learning.
Summary of Operational Support Risks – policing operations including
contact management

Due to operational sensitivity these summaries will not feature in the JARAC
report. However, since June 2017 the Chief Constable provides monthly risk
updates in one to one discussions with the Commissioner.
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5.

PROJECT/PROGRAMME RISKS

5.1.

Programme/projects risks within the business change programme are now a
standing agenda item with formal report circulated and presented by the
respective manager. There were currently seven project risks and 34 live risks
including two strategic risks relating to Mobile Office and four medium risks
relating to the Gateway Project. It was noted that all project/programme risks had
reduced in number and severity with no new risks being raised. The board
discussed the report and were satisfied with the updates on those risks
presented within the report. Due to both operational and commercial sensitivity
the project/programme risk summaries will not feature in the JARAC report.

6.

ORCHID – PRODUCT WITHDRAWAL

6.1.

Our current software provider has announced that they are withdrawing their risk
management product and this decision affects numerous forces. Work has now
commenced looking at alternate software solutions which offer greater flexibility,
increased reporting capacity, with comparable operating costs.

6.2.

A tender specification has been drafted in consultation with relevant
stakeholders. We have also agreed an operating extension with our current
supplier (August 2018) until the new software is in place and risks are transferred
between systems.

7.

ORCHID – REGIONAL COLLABORATIVE AGREEMENT

7.1.

Our five year collaborative agreement expired in October 2017 of which during
this period both Nottinghamshire and Lincolnshire have withdrawn from operating
the system which had increased operating costs for both Leicestershire and
Derbyshire. A new agreement has been drafted by East Midlands Legal Services
which requires the signature of both Chief Constables and Commissioners; the
agreement will remain in place until our current software is replaced in 2018. It is
anticipated that our new system will be either hosted on our own servers or on a
supplier’s cloud-based platform which will further reduce our operating costs.

8.

RECOMMENDATIONS

8.1.

The JARAC receives the report to gain direct assurance that this area of
business is being managed efficiently and effectively.

9.

IMPLICATIONS
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
LOW – no narrative required
7

AGENDA ITEM 7A
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

Crime and Disorder
Environmental
Equality and Diversity
Financial
Health and Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

LOW
X

MEDIUM

HIGH

X
X
X
X
X
X
X

Name: Chief Superintendent Steve Wilson
External telephone number: 0300 122 4196
Email address: swbenquiries@derbyshire.pnn.police.uk
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REPORT OF THE CHIEF CONSTABLE

8A:

HMIC - INSPECTION ACTIVITY

1.

PURPOSE OF THE REPORT

1.1

To inform JARAC members of the HMIC activity within force over the past
12 months.

2.

INFORMATION AND ANALYSIS

2.1

The force has been subjected to two HMIC inspections in the past 12 months
and there are some updates to the 2016 reports.

2.2

Stop and Search

2.3

Derbyshire Constabulary has continued to work to improve the use of stop and
search. Overseen by a force lead at Chief Superintendent level and through the
Stop and Search steering group chaired by the Assistant Chief Constable
Crime and Territorial, we have worked with HMIC to ensure that we are once
again fully compliant with the requirements of the voluntary Best use of Stop
and Search Scheme (BuSS).

2.4

PEEL Efficiency

2.5

In April 2017 we were visited over four days as part of the Police Effectiveness,
Efficiency and Legitimacy (PEEL) programme. This inspection focused on
Efficiency and Legitimacy. The report was published in November. The overall
question of the inspection was:How efficient is the force at keeping people safe and reducing crime?

2.6

The report for the Efficiency Inspection was published in November and
Derbyshire Constabulary once again received a grading of GOOD (possible
grading’s inadequate, requires improvement, good and outstanding). Three sub
questions were asked which are shown below along with the resultant grade.
•

How well does the force understand demand? GOOD

•

How well does the force use its resources? GOOD

•

How well is the force planning for the future? GOOD

The Legitimacy Report is due to be published imminently.
1
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2.7

Although Derbyshire received no official recommendations or areas for
improvement (AFI’s), work is underway to assess how we can continue to
develop and improve over the next 12 months.

2.8

Vulnerability

2.9

‘How Effective is the force at protecting those who are vulnerable from harm?’
Was one of the areas inspected as part of the ‘Effectiveness’ Inspections held
in November 2016 and again in November 2017. The report into the 2016
inspection was published in the spring of 2017 and Derbyshire as a force were
given an overall grading of GOOD. The report for the 2017 inspection is
expected to be published in the spring of 2018.

2.11

Crime

2.12

Last year’s report informed the committee of the PEEL (Effectiveness)
inspection that took place in 2016. A team of twelve inspectors visited for a
week and looked at many varying aspects of how the force deals with crime,
criminals and victims - they also took the same approach to examining antisocial behaviour (ASB). The overall question of the inspection was:‘How effective is the force at keeping people safe and reducing crime'?

2.13

The report into that inspection was published in the spring of 2017 with an
overall grading of GOOD.

2.14

Four sub questions were asked which are shown below along with the resultant
grade.
•
•
•
•

2.15

How effective is the force at preventing crime and ASB and
keeping people safe?

GOOD

How effective is the force at investigating crime and
reducing re-offending?

GOOD

How effective is the force at protecting who are vulnerable
from harm and supporting victims?

GOOD

How effective is the force at tackling serious and
organised crime?

OUTSTANDING

November 2017 saw another inspection around this area of PEEL with a team
of six HMIC inspectors with us for a period of 3 days. The inspection took a risk
based approach taking our 2016 gradings into account. It therefore only
focussed upon how we protect the Vulnerable, as well as assessing our
2
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Specialist Capabilities. The overall grading will not be published until around
April 2018.
2.16

HMIC has recently published a number of reports including:Abuse of Position – this saw Derbyshire and Merseyside police highlighted as
the only two forces with plans in place. The report commended us for the swift
and decisive action taken.
PEEL Efficiency 2017 – this report that saw us maintaining our overall grading
of GOOD.

2.18

When an inspection takes place and there are recommendations made by the
HMIC, then the relevant business lead is alerted and where applicable, action
plans created. Any significant risks are transferred to the risk register. Business
Futures maintain the overview of such plans. No issues have been transferred
to the risk register in the last 12 months.

2.20

HMIC has published their inspection timetable for 2017/18. The force is
expecting to be inspected on its arrangements in relation to hate crime in the
New Year. We are also one of the forces still to be inspected around child
protection. This will be an unannounced visit and preparation for this is being
overseen by the head of Crime Support.

3.

RECOMMENDATIONS

3.1

To determine if the Committee can gain direct assurance that there is a process
in place, to implement where relevant, HMIC recommendations.

4.

IMPLICATIONS

4.1

Legal/Personnel and Environmental Considerations
HMIC operates under a legal framework set out within the Police Act 1996 and
is the primary body that informs parliament and the public about the state of
policing in the UK. Chief Officers and the Police and Crime Commissioner are
obligated to plan policing to meet nationally established standards. The Home
Secretary has reserved powers to deal with persistently under-performing
forces.

4.2

Financial Considerations
Recommendations from any inspection activity can carry financial
considerations. Internal inspections have regard to issues of efficiency,
effectiveness and economy.
All implications are assessed and scored to the table below.
HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of
the author
3

AGENDA ITEM 8A
JOINT AUDIT RISK AND ASSURANCE COMMITTEE
7 DECEMBER 2017

LOW – no narrative required

Crime & Disorder
Environmental
Equality & Diversity
Financial
Health & Safety
Human Rights
Legal
Personnel
Contact details
in the event
of enquiries

LOW
x
x
x

MEDIUM

HIGH

x
x
x
x
x

Name: Chief Superintendent Steve Wilson
External telephone number: 0300 122 4140
Email address: sgbenquiries@derbyshire.pnn.police.uk
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REPORT OF THE CHIEF FINANCE OFFICER

9A:

SETTING THE SCENE FOR COLLABORATION IN DERBYSHIRE

1.

PURPOSE OF THE REPORT

1.1

To provide a high-level context for collaborative activity within Derbyshire.

1.2

To inform a discussion about how the JARAC can seek and provide
assurance on collaborative matters within their Terms of Reference

2.

BACKGROUND

2.1

Derbyshire Police has a commitment to collaboration with both police and
other partners but is clear that it must be beneficial (either financially or
operationally) to Derbyshire Police first and foremost.

2.2

The largest collaborative unit in the East Midlands comes under the “EMSOU”
(or East Midlands Special Operations Unit) banner and includes a number of
specialist policing functions.

2.3

The East Midlands (in policing terms) consists Derbyshire, Leicestershire,
Lincolnshire, Northamptonshire and Nottinghamshire forces (i.e. “5 Forces”)

2.4

Derbyshire is a member of the following existing East Midlands collaborations.
Note that the scale (number of forces), date of commencement and %
contribution has been provided for context:
•

EMSOU SOC (Serious & Organised Crime) – 5 Forces / Jan 2003 /
21.8%
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•

EMSOU TSU (Technical Surveillance Unit) – 5 Forces / July 2011 /
21.8%

•

EMSOU Major Crime – 5 Forces / Sept 2011 / 21.8%

•

EMSOU Forensics – 5 Forces / Apr 2014 / 21.8%

•

EMCHRS L&D (East Midlands Collaborative HR Services – Learning &
Development) – 4 Forces (excludes Lincolnshire) / Apr 2012 / 25%

•

EMCHRS HRSS (Human Resources Shared Services) – 2 Forces
(with Leicestershire) / Jun 2014 / 48.66%

•

EMCHRS OHU (Occupational Health Unit) – 5 Forces / Apr 2012 /
21.8%

•

EMPLS (East Midlands Police Legal Services) – 5 Forces / Apr 2014 /
21.8%

•

EMRR (East Midlands Risk Register) – 2 Forces (with Leicestershire) /
Nov 2017 / 50%

2.5

Derbyshire currently (2017/18) contributes £9.6m per annum (including
officers-in-kind) to ‘regional collaboration’ with other Forces in the East
Midlands which is broken down as follows (taken from the 2017/18 Budget
Report):

2
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Revised
Budget
2016/17
£m

Approved
Budget
2017/18
£m

Major collaborations:
EMSOU SOC
EMSOU TSU
EMSOU Major Crime
EMSOU Forensics
EMCHRS HRSS
EMCHRS L&D and OHU
EMPLS

3.878
0.453
0.206
1.035
0.677
0.974
0.306

3.696
0.460
0.206
1.060
0.720
0.999
0.339

Other activity:
Procurement
East Midlands Police Collaboration Team
Major Crime (budget retained within Derbyshire’s base)
Information and Co-ordination Centre
Crime Stoppers Regional Manager
Total Collaboration

0.132
0.113
1.640
0.125
0.000
9.539

0.010
0.113
1.957
0.000
0.006
9.566

East Midlands Collaboration

2.6

In addition to the collaborations referred to above, Derbyshire has a formal
arrangement with Leicestershire for the provision of payroll services. The
payroll team are based in and employed by Leicestershire but provide
services to Derbyshire.

2.7

Derbyshire already procure goods and services on a collaborative basis – for
example jointly appointed internal auditors for the East Midlands region.

2.8

Derbyshire also participate in collaborative IT projects with other Forces –
most notably the NICHE crime system which is a collaboration between the
five East Midlands forces and the City of London Police, and represents the
largest iteration of such collaboration worldwide.

2.9

In addition, Derbyshire has a proven track-record of working closely with
Derbyshire Fire & Rescue Service – in particular in building a joint
headquarters building (Ripley) and a joint training centre (Ripley – under
construction).
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2.10

As part of Derbyshire Police’s estates strategy, co-location with Fire
colleagues is being looked at as it presents an opportunity to rationalise our
Estate without necessarily removing a footprint from the local community.
Derbyshire has already co-located at Ashbourne but there are a significant
number of other buildings being appraised and pursued.

2.11

Derbyshire also collaborate with Derbyshire County Council on areas
including Vehicle Maintenance, Grounds and Estate Maintenance and
Insurance services

3.

LOOKING FORWARD

3.1

Regional units have produced a Medium-Term Financial Plan and Capital
Programme for consideration by Chief Constables and PCCs. This is for the
period 2018/19 > 2020/21 and describes potential cost-pressures for the
region due to emerging priorities and curtailment of grant funding. This work
is under discussion and will not be formally approved until January/February
2018 in line with local Force budgeting timetables. Further information will
be provided in due course.

3.2

Discussions are ongoing with PCCs and Chief Constables about a proposal
to work collaboratively in supporting SMEs (small/medium enterprises)
understand and protect themselves from cyber-crime. A further update on
this will be provided when a formal decision has been taken on the next
steps.

3.3

Operational budgets are produced on the basis of addressing threat and risk.
The same goes for regional budgets. PCCs and Chiefs are having ongoing
dialogue concerning the impact of greater resource requirements in the
region on an already cash-limited budget. This dialogue will need to include
a consideration of what that means for traditional/visible policing presence
and the more specialised, often invisible, policing capabilities that are a
current and emerging reality for the police service (i.e. Serious/Organised
Crime, Cyber Crime, Counter-Terrorism etc.).
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3.4

Work is ongoing between the Chief Constable and Chief Fire Officer (with
their respective teams) to scope out further opportunities for collaboration.
The Police & Crime Commissioner and Chair of the Fire Authority are
overseeing that work from a strategic perspective. Further updates can be
provided to the JARAC when firm proposals come forward and are formally
ratified by the respective governance structures.

3.5

Derbyshire’s Chief Executive carried out a review, at the request of the
Police & Crime Commissioners (PCCs) in the region, into the governance
and assurance arrangements for collaboration at the latter end of 2016. This
report was ratified in early 2017 by PCCs and approved the creation of a
secretariat to support the governance oversight role of PCCs. That work is
ongoing and updates will be provided in due course.

3.6

A regional meeting for each JARAC (or equivalent) is being arranged for
March 2018, to be facilitated by the joint internal auditors (Mazars).
EMSOU’s Head of Finance & Corporate Services has been asked to present
at that meeting and give a more detailed briefing on collaborative activity. In
addition, it is being proposed that a regional approach to assurance around
collaborative activity might be the most efficient way of serving the
understandable demand for information in this arena. This suggestion will
be discussed in more detail at the March regional meeting and the views of
all stakeholders will be considered.

4.

RECOMMENDATIONS

4.1

The JARAC note the high-level context provided in this paper

4.2

The JARAC consider what further information or understanding they require to
discharge their duties and therefore inform a more detailed piece of work for
the March 2018 JARAC

IMPLICATIONS
All implications are assessed and scored to the table below.
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HIGH – supporting explanation and narrative required and to be contained
within the report
MEDIUM – narrative to be contained within the report at the discretion of the
author
LOW – no narrative required

LOW
Crime & Disorder

X

Environmental

X

Equality & Diversity

X

Financial

X

Health & Safety

X

Human Rights

X

Legal

X

Personnel

X

Contact details
in the event
of enquiries

MEDIUM

HIGH

Andrew Dale
External telephone number: 0300122 6000
Email
address: andrew.dale.16973@derbyshire.pnn.police.uk

BACKGROUND PAPERS
None
ATTACHMENTS
None
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