Section A AGENDA ITEM
For Publication SECTION A
STRATEGIC GOVERNANCE BOARD

DATE
THE OFFICE OF POLICE AND CRIME COMMISSIONER
FOR DERBYSHIRE

DECISION RECORD

o Received in OPCC
Request for PCC Decision OPCC Ref: 46/15
Date: 29/07/15

Title: AWARD OF A CONTRACT TO INSIGHT UK LIMITED FOR THE
PROVISION OF FIREWALL SECURITY DEVICES

Executive Summary: To be completed by PCC Specialist lead

This decision is to approve the award of a contract for the provision of Firewall
Security Devices including support and maintenance for Derbyshire Constabulary
with Insight UK Limited for a three year term at a price of £347,100.40. The
Firewalls prevent unauthorized access to or from the Force’s networks. Contract
duration to be 3 years from the commencement date. The contract was awarded
though the CCS Technologies Framework (RM1054). The initial price and
specification from the only tenderer was too high. Contract negotiations having

taken place, a suitable specification has been agreed at a price within budget

Decision

Resolved

To award a contract to Insight UK Limited for the provision of Firewall Security
Devices including support and maintenance to Derbyshire Constabulary for a period

of three years and total maximum value of £347,100.40.

Declaration
| confirm that | have considered whether or not | have any personal or prejudicial

interest in this matter and take the proposed decision in compliance with the Code of
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AGENDA ITEM

SECTION A

STRATEGIC GOVERNANCE BOARD
DATE

Conduct for the Police and Crime Commissioner for Derbyshire. Any such interests
are recorded below.
(Recorded interests: )

The above request has my approval.

Signature Date 30/05/15

PUBLICATION SCHEME CONSIDERATIONS

Is the related Section B report to be published Yes

If no, please indicate relevant exemption

Is the publication of this approval to be deferred /No

If Yes, provide reasons below

Date to be deferred to —
NB Statutory Instrument 2011/3050 (as amended by S| 2012/2479) states that: all decisions made by
a PCC are in the types of information that must “be published as soon as practicable after it becomes

available to the elected local policing body”.
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OFFICER APPROVAL

Chief Executive or Nominee:

| have been consulted about the proposal and confirm that financial, legal and
equalities advice has been taken into account in the preparation of this report.

| am satisfied that this is an appropriate request to be submitted to the Police and

Crime Commissioner

Signature

Name  Helen Boffy Date 30/05/15
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AGENDA ITEM

Section B
Part | -
For Publication

SECTION B
STRATEGIC GOVERNANCE BOARD
DATE

DECISION REPORT
29™ JULY 2015
REPORT OF THE POLICE AND CRIME COMMISSIONER

AWARD OF A CONTRACT TO INSIGHT UK LIMITED FOR THE PROVISION OF

FIREWALL SECURITY DEVICES

11

2.1

2.2

2.3

PURPOSE OF THE REPORT

The purpose of this report is to recommend approval for the award of a
contract for the provision of Firewall Security Devices including support and
maintenance for Derbyshire Constabulary with Insight UK Limited. The
Firewalls prevent unauthorized access to or from the Force’s networks.

Contract duration to be 3 years from the commencement date.

INFORMATION AND ANALYSIS

At present the Force has a number of Checkpoint and Cisco firewall security
devices positioned around the force, both technologies have central
management facilities. Considerable time, effort and specialist training have

been dedicated to ensuring these firewalls meet current security standards.

The force wishes to improve its security architecture using a walled garden
approach to support its PSN accreditation as well as IPS/IDS technology for
enhanced security using more capable firewalls with more processing power
to deal with consolidated requirements. In particular two of the Firewalls are
being purchased to protect the recently procured CHIS and CAID systems

which require the advanced IL4 connectivity.

A specification was written by the IS team with the aim of acquiring the
Firewalls with the enhanced level of security required for the improved
security approach. The specification and accompanying tender documentation

were circulated to potential bidders using the CCS Technologies Framework
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2.4

2.5
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STRATEGIC GOVERNANCE BOARD
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(RM1054). Suppliers on this Framework had already passed a preselection
evaluation to ensure OJEU compliancy, quality and value for money.

At the tender closing date one fully compliant bid was received which was
evaluated by Derbyshire Procurement and IS personnel to ensure pre
confirmed budgets were not exceeded.

The initial bid of £557,615.77 was found to be hugely over budget, and the
specification of the firewalls offered exceeded the Force requirement. The
company were asked to amend their bid following further guidance from the 1S
technical team to downgrade a number of the firewalls quoted for. Also some
items were removed from the procurement as their costs were excessive, and

could be purchased separately at a fraction of the cost quoted.

The final resubmitted bit of £347,100.40 from Insight was confirmed as value

for money and fully provided for the requirements set out in the specification.

RECOMMENDATIONS

To award a contract to Insight UK Limited for the provision of Firewall Security
Devices including support and maintenance to Derbyshire Constabulary for a

period of three years and total maximum value of £347,100.40.
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4. IMPLICATIONS

AGENDA ITEM
SECTION B

STRATEGIC GOVERNANCE BOARD

DATE

LOW

MEDIUM

HIGH

Crime & Disorder

Environmental

Equality & Diversity

Financial

Health & Safety

Human Rights

Legal

Personnel

X| X| X| X| X| X| X| X

Contact details
in the event

of enquiries

Name: Rob Atkinson

Internal Telephone Number: 16686

Email address:

robert.atkinson.16686@derbyshire.pnn.police.uk

Name: Rick Stapleton

Internal Telephone Number: 03743

ricky.stapleton.3743@derbyshire.pnn.police.uk

BACKGROUND PAPERS

P w0 nd P

Specification
Bluelight ref: 21131

Tender Submissions

Tender Documentation
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